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Introduction 
 
China has persistently insisted on respecting cyberspace sovereignty and data 
sovereignty.2  In the National Cyberspace Security Strategy launched by the 
Cyberspace Administration Office, China explicitly declares that state 
sovereignty has expanded into cyberspace, and that cyberspace sovereignty 
has become an important part of state sovereignty.3  
 
Service providers in China are under quite strict control. They are obliged to 
retain certain data and to cooperate with authorities in both administrative 
proceedings and criminal investigations, as required by criminal and 
administrative laws, as well as more than 30 administrative regulations 
targeting different types of service providers. Due to the comprehensive and 
multi-faceted administrative regulations on service providers and the 
mandatory requirement to store certain data within the territory of China, the 
cooperation of service providers in the process of both administrative 
proceedings and criminal investigations is quite successful domestically. There 
is no strong demand from the Chinese government for data retention by service 
providers, only a limited number of service providers are required to retain traffic 
data, normally for a period of 60 days.4  
 
However, the Chinese Criminal Procedure Law (CPL)5 does not satisfactorily 
differentiate the collection of electronic evidence with other physical evidence, 
nor does it distinguish the cooperation obligations of service providers from all 
the concerned personnel or entities. As will be explained below, these 
provisions are supplemented by interpretations, guidelines and provisions 
adopted by different authorities; these supplementary documents function as 
‘loophole fillers’ in some way, to meet the needs of specific investigative 
situations. But this approach results in some conflicts between the various 
applicable documents – conflicts that need be resolved. Without being rooted 
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in the CPL, the newly created investigative methods 6  described by such 
documents, actually lack justification. This chapter will examine this multi-
layered legal framework on electronic evidence collection, as well as the 
cooperation obligations thereof, followed by several comments to improve 
current Chinese practice. 
 
Furthermore, in response to the rapid progress in data dominated society, 
China has promulgated several laws, including the Cybersecurity Law,7  the 
Data Security Law8 and the Personal Information Protection Law (PIP Law),9 to 
form a new order of data governance. However, with regard to cross-border 
cooperation in collection of electronic evidence, according to the Law on 
International Criminal Judicial Assistance (ICJA Law),10 traditional mutual legal 
assistance is still the main approach, or even, the only feasible approach.11 
 
Partly serving as a response to the American Clarifying Lawful Overseas Use 
of Data Act (CLOUD Act), China has strengthened data localization as a 
criterion to claim jurisdiction,12 and requires that certain operators or service 
providers store certain types of data domestically. This includes information 
domestically generated or collected by critical information infrastructure 
operators, and the data domestically generated or collected by personal 
information processors that deal with a huge quantity of personal information.13 
Meanwhile, institutions, organizations and individuals within the territory of 
China are forbidden from providing evidentiary material and assistance 
prescribed by this Law to foreign countries without approval of the competent 
authority of China.14  
 
Although the mandatory data localization policy reduces the difficulty of 
collecting electronic evidence for Chinese LEAs, the issue of cross-border 
cooperation in collecting electronic evidence is still an unavoidable question.  
 
1 Setting of the Scene 
 
1.1 General Approach to the Collection of Electronic Evidence 
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