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Abstract— Copy-move forgery is one of the most commonly
used manipulations for tampering digital images. Keypoint-based
detection methods have been reported to be very effective in
revealing copy-move evidence due to their robustness against
various attacks, such as large-scale geometric transformations.
However, these methods fail to handle the cases when copy-move
forgeries only involve small or smooth regions, where the number
of keypoints is very limited. To tackle this challenge, we propose a
fast and effective copy-move forgery detection algorithm through
hierarchical feature point matching. We first show that it is
possible to generate a sufficient number of keypoints that exist
even in small or smooth regions by lowering the contrast threshold
and rescaling the input image. We then develop a novel hierar-
chical matching strategy to solve the keypoint matching problems
over a massive number of keypoints. To reduce the false alarm
rate and accurately localize the tampered regions, we further
propose a novel iterative localization technique by exploiting the
robustness properties (including the dominant orientation and the
scale information) and the color information of each keypoint.
Extensive experimental results are provided to demonstrate the
superior performance of our proposed scheme in terms of both
efficiency and accuracy.

Index Terms— Copy-move, forgery detection, hierarchical
feature matching, iterative localization.

I. INTRODUCTION

W ITH the development of modern image editing soft-
wares, such as Photoshop and Gimp, digital images

can be forged at a very low cost. This brings a big threat
for the reliability of digital images. Copy-move forgery is one
common manipulation among various digital image forgeries,
where one or several regions of an image are pasted elsewhere
in the same image in order to hide or duplicate objects
of interest [1]–[7]. Such process may be accompanied with
rotation, resizing, compression and noise addition to make the
final forgeries more convincing. Detecting them sometimes
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Fig. 1. Two Examples of the copy-move forgery. Left to right: original
images, forged images through copy-move operations, and copy-move regions.

can be very challenging, especially when the copy-move
forgery only involves small or smooth regions, or when the
forged areas have been processed by some severe attacks,
such as large-scale resizing and heavy noise addition. Two
examples are shown in Fig. 1, where the copy-move forg-
eries are conducted over only smooth or small regions.
In the recent years, many image copy-move forgery detec-
tion methods have been proposed, which can be roughly
categorized into two groups: 1) dense-field (or block-based)
approaches [1], [2], [6], [8]–[13] and 2) sparse-field
(or keypoint-based) approaches [3], [5], [14]–[21].

For the dense-field copy-move forgery detection approaches,
the input images are first divided into overlapped and regular
blocks; then the forgery localization procedure is performed
through block matching. To improve the robustness against
some common distortions, such as geometric transformations,
various techniques have been employed to design the block
features, such as Discrete Cosine Transform (DCT) [1], Dis-
crete Wavelet Transform (DWT) [2], Principal Component
Analysis (PCA) [8], Singular Value Decomposition (SVD) [9],
and other techniques [10], [11]. The dense-field approaches
were shown to be more accurate than the keypoint-based
ones at the cost of higher complexity [6]. More recently,
Cozzolino et al. [12] proposed an efficient dense-field copy-
move forgery detection method, where the processing time was
highly reduced by resorting to the PatchMatch algorithm—a
fast approximate nearest-neighbor search scheme [22]. Unfor-
tunately, all the existing dense-field schemes suffer from some
attacks, such as scaling, rotation and noise addition. This can
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be fully validated by the experimental results to be presented
in Section VI.

Pan and Lyu [14] pioneered the work on using keypoint
matching for robust copy-move forgery detection. Assisted by
the Scale Invariant Feature Transform (SIFT) feature [23],
their method was shown to be very robust against
geometric transformations, where the parameters were esti-
mated by the RANdom SAmple Consensus (RANSAC)
algorithm [24]. A somewhat similar scheme was proposed by
Amerini et al. [3] to detect multiple duplicated regions, where
the matched correspondences may follow different geometric
transformations. In this case, a global the RANSAC estimation
over all the matched pairs does not work any longer. To tackle
this issue, [3] suggested to use the hierarchical agglomerative
clustering algorithm [25] to group the matched keypoints
into separated clusters based on their locations in the image
plane, and then apply the RANSAC estimation over each
two matched clusters. Rather than clustering the keypoints,
[16] proposed to cluster the matched pairs in a conceptual
space. For brevity, we call such keypoint-based techniques
involving clustering procedures as keypoint-clustering-based
algorithms. Instead of using the clustering algorithms to group
the matched keypoints, some other researchers proposed to
first segment the whole image into non-overlapped small
patches; the matching process was then conducted between
each two segmented regions [5]. In our work, we call those
keypoint-based techniques involving segmentation proce-
dures as keypoint-segmentation-based algorithms. Besides the
SIFT descriptor, SURF [17], LBP [18] and some other local
features [19], [20] were also considered in the recent litera-
tures. Though the keypoint-based copy-move forgery detection
methods have been studied from various aspects, they were
unfortunately shown to be less accurate than the dense-field
ones [6], [12], and the performance gap was quite large when
the copy-move forgery only involves small or smooth regions
as shown in Fig. 1. The main drawbacks of the existing
keypoint-based copy-move forgery detection methods can be
summarized as follows:

1) They fail to generate a sufficient number of keypoints
(hence matched pairs) in those small or smooth copy-
move regions, causing detection failure;

2) It is very difficult (even impossible) to find a universally
good clustering/segmentation algorithm and associated
parameters applicable for all images. This is because
the copy-move regions can be of any sizes, and can be
highly diverse from the textures. In addition, the number
of copy-move regions is typically unknown; properly
performing the clustering in this case is difficult;

3) The existing keypoint-based methods lack of reliable
affine matrix validation and inliers selection, in the sense
that some outliers could be treated as inliers by the exist-
ing homography estimation techniques (e.g., RANSAC),
causing a high false alarm rate.

In this paper, we propose an efficient and accurate keypoint-
based method for image copy-move forgery detection and
localization, achieving consistently good performance even
if the copy-move forgery only involves smooth or small
regions, or the forged images have been processed by some

Fig. 2. Framework of the proposed algorithm.

severe attacks (e.g., large-scale resizing and heavy noise addi-
tion). Fig. 2 presents the framework of our proposed image
forgery detection scheme, which follows the classic work-
flow, namely, 1) feature extraction; 2) feature matching; and
3) forgery localization. Our main contribution lies in designing
novel and sophisticated solutions for all these three steps.
At the first stage, we design a simple yet effective way
to extract a sufficient number of SIFT keypoints, even in
smooth and small regions, by lowering the contrast threshold
and rescaling the input image. At the second stage, a novel
hierarchical point matching strategy is proposed to solve the
keypoint matching problems over a massive number of key-
points. At the third stage, a novel iterative homography esti-
mation and a copy-move localization technique are suggested,
without involving any clustering and segmentation procedures.
By fully exploiting the robustness properties (including the
dominant orientation and the scale information) and the color
information of each keypoint, our proposed method achieves
very accurate detection results at considerably lowered com-
putational cost. Extensive experimental results demonstrate
that our proposed scheme leads to a higher True Positive
Rate (TPR) and a lower False Positive Rate (FPR) simulta-
neously in most of the cases, compared with both the existing
dense-field and keypoint-based approaches.

Difference from the Conference Version: Portions of the
work presented in this paper have previously appeared in [21]
as a conference version. We have substantially refined the
paper in terms of both technical and experimental parts.
The primary improvements can be summarized as follows.
First of all, we carefully present the strategy to select inliers
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Fig. 3. The schematization of Gaussian-blurred images (left) and DoG
images (right).

using the dominant information in Section V-C, and we
insert a new Section V-D to present the forgery localization
in dense fields by exploiting the scale information and the
color information of each keypoint. Secondly, in Section VI,
we compare our algorithm with many state-of-the-art schemes
to thoroughly demonstrate the superior detection performance.
Further, we conduct the computational complexity comparison
to show the high efficiency of our scheme. Last but not least,
a new Section VI-D is provided to evaluate the robustness
against different transforms. We demonstrate that the proposed
scheme achieves better detection performance at both the
image level and the pixel level, even under some challenging
circumstances (e.g., large-scale resizing).

The remainder of this paper is organized as follows.
Section II gives a brief introduction of the SIFT algorithm.
Section III describes the feature extraction procedure,
and Section IV explains the hierarchical feature point matching
scheme. A novel forgery localization algorithm is detailed in
Section V. Experimental results on the copy-move forgery
detection are presented in Section VI, and a short conclusion
is finally drawn in Section VII.

II. INTRODUCTION TO THE SIFT

As one of the most popular algorithms in computer vision
to extract and describe image local features, the SIFT [23] has
been shown to be excellently robust against noise distortion
and geometric transformations [26], [27]. In this Section,
we briefly review the SIFT feature generation and matching
algorithm.

A. SIFT Feature Generation

The SIFT algorithm can be roughly divided into four phases:
i) candidate keypoint identification through the scale space
extrema detection; ii) keypoints refinement according to the
contrast and edge thresholds; iii) dominant orientation assign-
ment of each keypoint; and iv) feature descriptor generation.

Fig. 3 shows the construction of the scale space. At phase i),
the candidate keypoints are identified at different scales. Given
an input image I, successive Gaussian-blurred images are
generated by repeatedly convolving I with Gaussian filters
at multiple scales. Then, the candidate SIFT keypoints are
selected as local extrema within a 3 × 3 × 3 cube of the

Difference of Gaussians (DoG) domain. Specifically,
the DoG image at scale σ is given by

D(x, y, σ ) = L(x, y, kσ) − L(x, y, σ ), (1)

where k is a predefined constant and L(x, y, σ ) denotes the
Gaussian-blurred image calculated by

L(x, y, σ ) = I(x, y) ⊗ G(x, y, σ ). (2)

Here G(x, y, σ ) is the Gaussian kernel.
At phase ii), all the candidate keypoints are further refined

according to a contrast threshold and an edge threshold. This
procedure plays a key role for rejecting unstable extrema in
the SIFT algorithm. At phase iii), a dominant orientation
is assigned to each survived keypoint to achieve rotation
invariance. For each point (x, y, σ ), its orientation is computed
as

θ(x, y, σ ) = tan−1
(dy

dx

)
, (3)

where dy and dx are the vertical and horizontal gradients
of (x, y, σ ). An orientation histogram is then constructed by
gathering the gradient orientation information of points in a
local window centered at the SIFT keypoint. The peak in the
orientation histogram corresponds to the dominant orienta-
tion. At phase iv), a 128-dimensional descriptor is calculated
by encoding the surrounding information in a local area
(16×16 sized in the scale space) centered at the SIFT keypoint.

Through the above four phases, a list of n key-
points {k1, k2, . . . , kn} and their corresponding descriptors
{f1, f2, . . . , fn} are generated for a given image I. Let k be
a generic SIFT keypoint, which is represented as a four
dimensional vector

k = (xk, yk, σk , θk), (4)

where (xk, yk) are the coordinates in the image plane,
σk denotes the scale and θk serves as its dominant orientation.
For more details about the SIFT, please refer to [23].

B. SIFT Feature Matching

To find a reliable match (may not exist though) of the
keypoint k, simply evaluating the distances with the other
(n − 1) keypoints against a global threshold does not perform
well in the high dimensional feature space [3], [23]. The
widely used matching algorithm was suggested in the original
SIFT paper [23], where the matching procedure is conducted
by evaluating the ratio of the closest distance to the second-
closest one. The rationale behind is that for those false
matches, there will very likely be several other false matches
with similar distances. This is because the distances are com-
puted in the high dimensional feature space. Specifically, let
vector d = {d1, d2, . . . , dn−1} record the Euclidean distances
between the keypoint k and the remaining (n − 1) keypoints
in an increasing order, i.e., d1 ≤ d2 ≤ · · · ≤ dn−1. Then,
the keypoint k is matched with one of the other (n − 1)
keypoints if and only if

d1/d2 < t, (5)

where t ∈ (0, 1) is a predefined parameter commonly set
as 0.6.
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Fig. 4. (a) Original image; (b) forged image through copy-move operations,
where the keypoints are obtained by setting C = 4; (c) forged image through
copy-move operations, where the keypoints are obtained by setting C = 0.1;
(d) and (e) show how the contrast threshold and rescaling factor affect the
number of keypoints, respectively.

III. FEATURE EXTRACTION

Due to its excellent robustness against the noise distortion
and geometric transformations, the SIFT algorithm [23] is also
employed in this work for the feature extraction. As discussed
in Section I, one critical problem for the keypoint-based
approaches (including SIFT-based ones) is that they cannot
generate a sufficient number of keypoints in smooth or small
regions, thus leading to inferior detection performance [6],
[12], [28]. In this Section, we suggest two simple yet effective
strategies to generate a much more number of SIFT keypoints,
even in smooth or small regions, namely, 1) lowering the
contrast threshold and 2) resizing the input image.

A. Lowering the Contrast Threshold

As stated in Section II (phase ii), the contrast thresh-
old denoted by C , is predefined to reject those unstable
extrema with low contrast values.1 Typically, for each point
x = (x, y, σ ) in the scale space, its contrast value is given by

D(x̂) = D + 1

2

(∂ D

∂x

)T
x̂, (6)

where D is defined in (1), and x̂ is the refined location of x in
the continuous space [23]. Any extremum with contrast value
smaller than C is rejected to be a final SIFT keypoint.

However, we find that in smooth regions, the contrast
values of extrema tend to be very low. As a consequence,
few or even no extrema are able to pass the contrast refining
procedure and finally survive as SIFT keypoints. Fig. 4 gives
an example, where a part of the moon is forged. When setting
the contrast threshold C = 4 (a common setting for the
VLFEAT implementation), only one keypoint can be detected,

1In the original implementation [23], C is set as 0.03. In the OpenCV
implementation, C is set as 0.04 (the image pixel values are normalized
into [0, 1]), while in the VLFEAT implementation [29], the commonly used
contrast threshold is 4 (the image pixel values are in the range [0, 255]).

which obviously cannot provide enough copy-move forgery
evidence.

To ensure that a sufficient number of keypoints can be
generated in smooth regions, we suggest to lower the contrast
threshold C in the SIFT algorithm, allowing lots of extrema
with low contrast values to be survived. However, we need
also to avoid adopting a very small C (e.g., C = 0 in the
extreme case), as it will trigger too many unstable keypoints,
thus leading to many unreliable matches. What is worse,
a very small C will also aggravate the keypoint matching
problems (to be discussed in Section IV-A). In order to find a
good tradeoff, we first manually select 100 images containing
smooth regions such as sky, glass, desert, moon etc., from the
datasets list in Section VI-A. Then for each selected image,
we extract 5 smooth patches with sizes ranging from 100×100
to 500 × 500. Variance is the criterion for the patch selection.
For example, to extract the patch of size 100 × 100 from a
certain image, we first divide it into overlapped patches of the
same size, and then extract the one with the minimum variance.
By repeating similar operations, we finally obtain 500 smooth
patches. Let Si be the size of the i -th patch. By considering
the fact that the RANSAC estimation needs at least 4 correct
matches, and the copy-move patches are generally no
smaller than 1200 pixels [12], we can choose a new contrast
threshold C by solving the following optimization problem

C∗ = max C

s.t.
Si

1200
× 4 ≤ NC

i , i = 1, . . . , 500, (7)

where NC
i is the number of SIFT keypoints associated with the

i -th patch, triggered by the contrast threshold C . The constraint
in (7) forces that every region of 1200 pixels generates at least
4 keypoints on average. We solve (7) by searching the solution
from 4 to 0, with a small step size 0.01. We find that the
optimal solution is slightly bigger than 0.1. By considering the
existence of false matches, we set C = 0.1 in our experiments.

Fig. 4(c) shows that a much more number of keypoints are
generated in the moon patch by reducing C from 4 to 0.1.
To give a better understanding, Fig. 4(d) also provides the
curve illustrating the relationship between the contrast thresh-
old and the number of keypoints.

B. Resizing the Input Image

Solely lowering the contrast threshold cannot fully solve
the problem of generating a sufficient number of keypoints,
when the copy-move forgery is conducted on small regions.
Our complementary strategy is to resize the input image by
a factor of s prior to calculating SIFT keypoints. We have
conducted extensive experiments, showing that enlarging the
input image will highly increase the number of keypoints. The
curve in Fig. 4(e) demonstrates that a much larger number
of keypoints are generated as the scaling factor s increases.
As two special cases, s = 1 and s = 2 correspond to the cases
that SIFT keypoints are calculated from the octaves 0 and −1,
respectively. Though a larger s triggers more keypoints, it will
cause the keypoints to tightly cluster in the image plane,
exacerbating the keypoint matching problems (to be discussed
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Fig. 5. Illustration of the matching problem. The matched keypoints
in (b) and (c) are enclosed in blue boxes for better view. (a) The forgery
image; (b) 5 matches are found through direct matching (total 2990 keypoints,
contrast threshold 4 and resizing factor 1); (c) 1 match is found through direct
matching (total 35601 keypoints, contrast threshold 0.1 and resizing factor 2);
and (d) 54 matches are found through scale clustering (total 35601 keypoints,
contrast threshold 0.1 and resizing factor 2).

in Section IV-A). In our experiments, we set s = 2 to achieve
a good tradeoff.

Through the above two strategies, the number of keypoints
can be significantly increased, even in smooth or small regions.
However, such a massive number of keypoints also cause some
critical matching problems (Section IV-A) and also increase
the possibility of false matching. Thanks to the proposed
matching strategy (Section IV-B and IV-C) and the new forgery
localization technique (Section V), such problems can be
greatly mitigated.

IV. HIERARCHICAL FEATURE POINT MATCHING

In the copy-move forgery detection scenario, the feature
point matching operation aims to identify similar local regions
in the image. In this Section, we first explain the problems
of the point matching over a massive number of keypoints.
A novel hierarchical feature point matching scheme is then
proposed to alleviate such problems.

A. Keypoint Matching Problems

By resorting to the strategies proposed in Section III, a much
larger number of SIFT keypoints are generated. One perhaps
straightforwardly thinks that the number of matched pairs
would also be highly increased accordingly. Unfortunately,
we experimentally obtain an opposite result. Fig. 5 gives an
example, where we can see, through lowering the contrast
threshold and enlarging the input image, more than 10 times
larger number of keypoints are generated; however, the number
of matches drops from 5 to 1. The reason behind is that after
lowering the contrast threshold, more keypoints are generated
at the nearby locations or even the same location (but in
different scales). As a result, the corresponding descriptors can
be quite similar, thus violating the matching condition given

in (5). As can be expected, this problem will become even
worse if the image is enlarged. In this work, we call such
phenomenon as keypoint matching problem-I.

Furthermore, since the computational complexity of the
matching algorithm is O(n2), the significantly increased num-
ber of keypoints will exceedingly aggravate the computational
burden. We call this problem as keypoint matching problem-II.

To mitigate the keypoint matching problem-I and II simul-
taneously, we now propose a novel hierarchical feature point
matching algorithm. The framework of our matching scheme
is depicted in Fig. 6, which consists of two components:
1) group matching via scale clustering; and 2) group matching
via overlapped gray level clustering.

B. Group Matching via Scale Clustering

Recall that all SIFT keypoints are detected in the scale
space, where the Gaussian images are grouped by octave as
shown in Fig. 3. When lowering the contrast threshold C
and enlarging the input image, the keypoints detected at
different scales would be tightly clustered. This aggravates
the keypoint matching problem-I. In this work, our solution
is to maximumly separate the clustered keypoints detected
at different scales. To this end, we propose to conduct the
matching procedure within each single octave of lower scales
separately, while jointly within multiple octaves of higher
scales. The rationale is two-folds: 1) the number of keypoints
in higher-scale octaves is much less than that of lower-scale
ones, and hence do not suffer from the keypoint matching
problems; 2) jointly matching the keypoints in higher-scale
octaves achieves the robustness against large-scale resizing
attack.

Specifically, let σk be the scale value of the keypoint k,
which can be readily obtained accompanying with calculating
the SIFT keypoint (refer to Section II for details). Denote γi

(a constant in the SIFT algorithm) as the scale value of the
first DoG image in the i -th octave. In our work, the keypoints
are clustered into three groups according to their scale values,
which are respectively denoted by C1, C2 and C3. Formally,

C1 =
{

ki

∣∣∣ γ1 ≤ σki < γ2, i = 1, . . . , n
}
,

C2 =
{

ki

∣∣∣ γ2 ≤ σki < γ3, i = 1, . . . , n
}
,

C3 =
{

ki

∣∣∣ σki ≥ γ3, i = 1, . . . , n
}
. (8)

Then, the matching procedure is conducted in C1, C2 and C3
separately. Namely, for the first and second octaves, we apply
the matching procedure within each single octave separately.
While for the higher octaves, we do it in multiple octaves
jointly. Through the scale clustering, the keypoints in different
clusters are separated. We find that such strategy can greatly
alleviate the keypoint matching problem-I. As an example,
Fig. 5(d) shows that the number of matches is considerably
increased through the group matching via scale clustering.

Remark: It should be pointed out that the benefits of the
above scale clustering strategy are achieved at the cost of sacri-
ficing the robustness against scaling attack to some extent. This
is because no matches can be generated across the clusters C1,
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Fig. 6. Framework of the proposed hierarchical feature point matching.

Fig. 7. An example of the overlapped clustering of gray level. Here c1 = 60 and c2 = 10.

C2 and C3. However, by considering the fact that C3 contains all
the keypoints in higher octaves, the scaling robustness property
can still be preserved to a certain degree. Furthermore, since
each octave consists of several Gaussian images of different
scales, the matching procedure conducted in C1 and C2 also
keeps the robustness property against small scaling distortions.
We experimentally find that the robustness of our scheme
against scaling distortions is still one of the best among all
the existing algorithms. Extensive experimental results to be
provided in Section VI will validate this conclusion.

C. Group Matching via Overlapped Gray Level Clustering

To find the matching correspondence of the keypoint k,
the distance vector d is calculated over all the other keypoints
in the same cluster (C1, C2 or C3) according to (5). Evidently,
the computational burden would increase exceedingly as the
number of keypoints grows. In our framework, an efficient
matching algorithm becomes more essential, since a huge
number of keypoints are generated in the feature extraction
stage, especially for the first and the second octaves. To speed
up the matching process, we further propose a matching strat-
egy via overlapped gray level clustering. With the proposed
algorithm, the matching procedure can be conducted in a much
more efficient way without deleting original correct matches.

As can been seen from Section II-B, the previous matching
strategy totally ignores the fact that, in the copy-move forgery
detection scenario, the correctly matched pairs should locate
in two similar local regions, hence have similar pixel values.
By incorporating this prior knowledge, our method first clus-
ters the keypoints according to their gray values, and then
applies the matching algorithm (5) over each cluster, rather
than the detected keypoints entirely.

However, brutally dividing keypoints into separate clusters
may delete many correct matches across different clusters.
To tackle this issue, we propose to partition keypoints into

overlapped clusters. Namely, the adjacent clusters will share
a part of keypoints. Specifically, we first uniformly divide the
vector [0, 1, .., 255] into L overlapped sub-levels, with a step
size c1 and an overlapped size c2 (c1 > c2). Mathematically,
we have

L =
⌈255 − c1

c1 − c2

⌉
+ 1. (9)

An illustration of the overlapped clustering is given
in Fig. 7.

Let Cp = {Cp,1, Cp,2, . . . , Cp,L}, p ∈ {1, 2, 3}, where
Cp,i records all the keypoints in Cp with gray values belonging
to the i -th sub-level. Formally,

Cp,i =
{

k j

∣∣∣ ai ≤ Gr(k j ) < bi , k j ∈ Cp

}
, (10)

where

ai = (i − 1) × (c1 − c2), bi = min(ai + c1, 255),

and Gr(·) calculates the gray value associated with a keypoint,
by taking the average over all the points in the 3 × 3 region
centered at that keypoint. Then, the matching procedure is
conducted over each cluster Cp,i independently. Compared
with the original matching strategy described in Section II-B,
for each keypoint k ∈ Cp,i , we only need to compute the
distances between k and the other keypoints in Cp,i , where
the number is much smaller than n. This makes the proposed
matching procedure much more efficient.

Define Pp,i as the set containing the matched pairs
over Cp,i , and P as the set recording all the matched pairs.
Mathematically, P can be calculated as the union of the
matched pairs over all the clusters.

P =
⋃

Pp,i , p ∈ {1, 2, 3}, i = 1, . . . , L . (11)

To eliminate any potential confusions, we hereafter use
(k, k′) to denote a matched pair having no matching order,

Authorized licensed use limited to: Universidade de Macau. Downloaded on July 06,2022 at 06:35:11 UTC from IEEE Xplore.  Restrictions apply. 



LI AND ZHOU: FAST AND EFFECTIVE IMAGE COPY-MOVE FORGERY DETECTION VIA HIERARCHICAL FEATURE POINT MATCHING 1313

namely, (k, k′) � (k′, k). On the other hand, we use
< k, k′ > to denote a matched pair having the matching order,
which means k is matched to k′ through a specific affine
transformation. Obviously, < k, k′ > �=< k′, k >. It should
be noted that all the matched pairs in P have no matching
order. This is because the matching process cannot ensure
a consistent matching direction (from the source region to
the forged one, or vice versa), as it takes no consideration
of the location information. This phenomenon will be further
discussed in Section V-B.

V. ITERATIVE FORGERY LOCALIZATION

Forgery localization in the copy-move forgery detection
scenario is to identify the duplicated regions in dense fields.
For the keypoint-based image copy-move forgery detection
algorithms, there are two problems when localizing the forged
regions:

1) The homography is generally not unique when multiple
clones are conducted, and the number of duplicated
regions is unknown;

2) All the matched pairs typically have no matching order,
and hence the forged points and the corresponding origi-
nal ones are not separated through the matching process.

The above problems restrict the use of the RANSAC
algorithm [24], which works only for a single homography
estimation. Further, the matched pairs fed into RANSAC
should have the matching order, otherwise they could be
treated as outliers, thus making an inaccurate estimation.

To tackle these problems, two strategies are widely utilized
in previous literatures: 1) keypoint-clustering-based algorithms
such as [3] and [15] proposed to first cluster the matched
keypoints according to their locations, so that the forged points
and the corresponding original ones could be separated into
different clusters; then the matches linking each two clusters
were assigned a consistent matching order (from one cluster
to the other cluster) [3]; and 2) keypoint-segmentation-based
algorithms such as [5] suggested to first segment the whole
image into small non-overlapped regions, and then conducted
the matching procedure between each two segmented regions.
Regions are regarded as the copy-move correspondences if
they contain a sufficient number of matched points.

However, both the keypoint-clustering-based algorithms and
the keypoint-segmentation-based algorithms suffer from seri-
ous problems. Due to the truth that the copy-move forgery can
be conducted in arbitrary ways, it is difficult (even impossible)
to find a universally good clustering/segmentation algorithm
and associated parameters applicable for all images.

For the keypoint-clustering-based algorithms, one critical
problem is that the number of true clusters is unknown
when multiple clones are conducted; properly performing the
clustering in this case is generally very difficult. Furthermore,
the keypoint-clustering-based algorithms perform poorly when
the locations of copy-move regions are close in the image
plane [16]. This is because the forged region and the original
region are very likely to be grouped into the same cluster.

For the keypoint-segmentation-based algorithms, apart from
the high computational cost of the segmentation process when
the image is of large size, it is difficult to find universally

good parameters of the segmentation algorithms. For example,
it is expected to have different segmentation parameters for the
images shown in Fig. 8(a) and Fig. 8(b), avoiding to segment
the moon as a single region. Adjusting the segmentation
parameters however is challenging in practice, since images
usually contain both smooth and highly structured regions,
and we generally have no prior information whether and where
the copy-move forgery is conducted. This makes the second
strategy fail often in real applications.

In this Section, we propose an iterative localization method
without involving any clustering and segmentation procedures.
Our proposed scheme is designed by fully exploiting the
robustness properties (including the dominant orientation and
scale information) and the color information of each matched
keypoint. As will be clear shortly, our scheme achieves very
high accuracy of the forgery localization. The framework of
our proposed forgery localization scheme is depicted in Fig. 2
(phase 3). Typically, our method comprises four steps:
Step 1): Removal of the isolated matched pairs;
Step 2): Estimation of the local homography;
Step 3): Homography validation and inliers selection using

the dominant orientation;
Step 4): Forgery localization using the scale and color infor-

mation.

A. Removal of Isolated Matched Pairs
In the copy-move forgery detection scenario, one prior

knowledge is that the forgery is conducted in a contiguous
shape. This implies that correctly matched keypoints should
not be isolated in a local region. In order to reduce the
false alarm rate, we first remove those isolated matched pairs.
This is helpful especially when the image contains roads,
windows and other objects with proximately periodic changes,
where several isolated false matches may still satisfy the same
homography.

For each matched pair (k, k′) ∈ P , where P is defined
in (11), let Nk and Nk′ be the numbers of matched keypoints
with location distances to k and k′ smaller than a thresh-
old Tiso (Tiso = 100 in our implementation). In this work,
we discard those matched pairs satisfying

max{Nk , Nk′ } < Niso, (12)

where Niso = 2 in our implementation. Define M as the set
consisting of all the survived matched pairs. Namely,

M =
{
(k, k′)

∣∣∣ max{Nk , Nk′ } ≥ Niso; (k, k′) ∈ P
}
. (13)

B. Estimation of the Local Homography
In the Step 2), an affine matrix will be estimated using

only a part of matched pairs from two contiguous local
regions. Specifically, we first randomly select a matched pair
(k, k′) ∈ M, where M is defined in (13). Let Ck and Ck′
record all the matched keypoints close to k and k′, respec-
tively. Formally,

Ck =
{

p
∣∣∣ ∀p ∈ Mkeys, Dis(p, k) < Td

}
,

Ck′ =
{

p
∣∣∣ ∀p ∈ Mkeys, Dis(p, k′) < Td

}
, (14)
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where Mkeys contains all the matched keypoints in M, i.e.,

Mkeys =
{

k
∣∣∣ ∃k′, s.t. (k, k′) ∈ M

}
, (15)

Td is a hyper-parameter (Td = 100 in our implementation)
and Dis(·) computes the Euclidean distance of two keypoints
in the image plane.

Then we construct a set Mk containing all the matched
pairs close to (k, k′), i.e.,

Mk =
{

< k, k′ >
∣∣∣ k ∈ Ck ∧ k′ ∈ Ck′ ; (k, k′) ∈ M

}
. (16)

Here we need to emphasize that all the matched pairs in Mk

have a consistent matching order (from Ck to Ck′ ). On the
other hand, because all the matched pairs in Mk are generated
from two local contiguous regions, it is reasonable to assume
that they obey the same homograhy Hk . Then our strategy is
immune from the two problems discussed in the beginning
of Section V. Thus we can use the RANSAC algorithm to
estimate the homography Hk between the correspondences of
the matched pairs in Mk . Note that in [16], it was suggested
to estimate a set of affine matrices, each of which was also
calculated by a part of matched pairs (three randomly selected
neighbored pairs specifically). However, their goal is to cluster
the matched pairs in a conceptual space. Different from [16],
we estimate the affine matrix using all the matched pairs from
two contiguous local regions, which will be further refined
using all the inliers (see Section V-C below). Furthermore,
no clustering procedure is involved in our proposed scheme.

C. Homography Validation and Inliers Selection Using the
Dominant Orientation

It is a well-known fact that we cannot fully trust the
result of RANSAC especially when the number of inliers is
limited [23]. To discard those inaccurate estimations, we pro-
pose a novel homography validation and inlier selection
approach by capitalizing the dominant orientation associated
with each keypoint. As discussed in Section II, the dominant
orientation plays a vital role in the SIFT algorithm for the
rotation invariance. Let θk be the dominant orientation of the
keypoint k, which can be readily obtained accompanying with
the SIFT keypoint extraction. Obviously, for each correctly
matched pair (inlier) < k, k′ >, the offset of the dominant
orientations θk′ − θk should be compatible with the estimated
affine homography Hk . Though some incorrect matches may
occasionally obey the same homography transformation (this
happens often when the number of matches is limited),
their dominant orientations can hardly be compatible with
Hk simultaneously. This provides a valuable criteria for reject-
ing inaccurate estimations and selecting inliers. Specifically,
the homography Hk can be written as

Hk =
[

A t
0T 1

]
, (17)

where t = [tx , ty]T is the transition vector, and A is a 2 × 2
nonsingular matrix, which can always be decomposed as

A = UDVT = (UV)T (VDVT )

= R(θH )R(−φH )DR(φH ), (18)

where U and V serve as the left-singular and right-singular
vectors, respectively; D = diag(λ1, λ2) represents the non-
isotropic scale factor [30]; R(θH ) and R(φH ) denote the
rotation operators with parameters θH and φH , respectively.
Formally,

R(θH ) =
[

cos(θH ) − sin(θH )
sin(θH ) cos(θH )

]
= (UV)T . (19)

Note that copy-move patches can be rotated either clock-
wise or anticlockwise. For consistency, we map the value of θH

into the range [0, 2π), which can be readily calculated by

θH =

⎧
⎪⎪⎪⎨
⎪⎪⎪⎩

cos−1(R11), if R11 ≥ 0 ∧ R21 ≥ 0

or R11 < 0 ∧ R21 > 0

if R11 ≤ 0 ∧ R21 ≤ 0

2π − cos−1(R11), or R11 > 0 ∧ R21 < 0,

(20)

where R11 = cos(θH ) and R21 = sin(θH ).
Finally, we validate the correctness of the estimated homog-

raphy Hk by checking the offset between θk′ − θk and θH .
To this end, we define a function

f (k, k′, Hk) = |θk′ − θk − θH |. (21)

Clearly, for an accurately estimated Hk and a correctly
matched pair < k, k′ >, f (k, k′, Hk) is close to zero.

Let M̂k be the inlier set returned by the RANSAC algorithm
compatible with Hk . Obviously M̂k ⊆ Mk . To avoid the
existence of wrongly accepted inliers by chance, we accept
the homography Hk if and only if over 90% matches in M̂k

satisfy the following condition

f (k, k′, Hk) ≤ Tθ , ∀ < k, k′ >∈ M̂k, (22)

where Tθ is a predefined parameter (Tθ = 15 in our imple-
mentation). Otherwise, we reject Hk .

Upon having an accurately estimated Hk , we can also
use the dominant orientation information to select the inliers
(denoted by MH ) compatible with Hk , over all the matched
pairs. Apparently, for each correctly matched pair < k, k′ >,
we have ⎛

⎝
x ′

k
y ′

k
1

⎞
⎠ ≈ Hk

⎛
⎝

xk

yk

1

⎞
⎠ . (23)

For the sake of notation simplicity, throughout this Section,
we interchangeably let k be a keypoint of four dimensions
(xk, yk, σk , θk), or the coordinates (xk, yk, 1) when there is no
ambiguity.2 Then MH can be computed by

MH =
{

< k, k′ >
∣∣∣ ||Hkk − k′||22 < ε,

f (k, k′, Hk) ≤ Tθ ; (k, k′) ∈ M
}
, (24)

where M is defined in (13).
Finally, we further refine Hk using all the obtained inliers.

This can be readily converted into the following optimization
problem

Ĥk = arg min
Ĥk

∑
<k,k′>∈MH

||Ĥkk − k′||22. (25)

2The third dimension of (xk , yk , 1) is a constant used for the affine
transformation.
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Fig. 8. Copy-move detection results for the copy-move forgeries only involving small (a) and smooth (f) regions. (a),(f) forged images, (b),(g) ground-truth
tampered regions, (c),(h) matches (only inliers) obtained by our proposed scheme, (d),(i) suspicious tampered regions, and (e),(j) final detected tampered
regions.

Compared with Hk estimated using only a part of matches,
Ĥk is estimated over all the inliers obeying the same transfor-
mation, which should be more accurate. As will be detailed
in the next subsection, both MH and Ĥk play important roles
for the forgery localization.

D. Forgery Localization in Dense Fields

Note that MH defined in (24) only contains matches
between points sparsely sampled in the image plane. In this
subsection, we discuss the problem of localizing the forg-
eries in dense fields. For those segmentation-based meth-
ods, the forgery localization in dense fields can be simply
conducted by merging the neighboring segmented regions
containing a sufficient number of matched keypoints. However,
as aforementioned, it is practically challenging to find a
universally good segmentation algorithm and the associated
parameters applicable for all images. Below we propose a
new algorithm for the forgery localization in dense fields,
without involving any troublesome clustering/segmentation
procedures. Specifically, our method is composed of two
phases: 1) construct the suspicious regions according to the
scale information of each inlier; and 2) refine the suspicious
regions by validating the consistency of the color information.

As discussed in Section II, the descriptor of the keypoint k
is calculated by encoding its surrounding information in the
scale space, where the size of the support region in the image
plane positively correlates to its scale value. In other words,
more larger support regions in the image plane are assigned
to the keypoints in higher scales. Hence, in the first phase,
we construct a local circular suspicious region for each inlier
in MH , where the radius w.r.t. the keypoint k is given by

rk = ασk . (26)

Here σk is the scale value of k, and α is a hyper-parameter
(α = 16 in our implementation). Since all the matched pairs
in MH have the matching order, two suspicious regions S
and S ′ can be readily obtained. Some examples are shown
in Figs. 8(d),(i) and Figs. 9(d),(i).

In the phase 2), we refine the suspicious regions by exploit-
ing the color information. Specifically, for each point in S,
we transform it as

k∗ = Ĥkk, k ∈ S. (27)

Assume that the RGB components of a point k are respectively
denoted by R(k), G(k) and B(k). In (27), k and k∗ are
regarded as the copy-move points if their color values are
similar. Let Q1 record all the copy-move points calculated
based on S, which is computed by

Q1 =
{

k, k∗
∣∣∣ max

(
|R(k) − R(k∗)|, |G(k) − G(k∗)|,
|B(k) − B(k∗)|

)
< Trgb; k ∈ S

}
. (28)

Here R(k) = 1
Z

∑
k∈�(k) R(k), where �(k) is a 3 × 3 patch

centered at k and Z is the normalization factor; G(k) and
B(k) can be calculated in a similar way as R(k); and Trgb is
a predefined parameter (Trgb = 10 in our implementation).
For each point in S ′, we transform it in an opposite way, i.e.,

k′∗ = Ĥ−1
k k′, k′ ∈ S ′. (29)

Similarly, define Q2 as a set containing all the copy-move
points calculated based on S ′, i.e.,

Q2 =
{

k′, k′∗
∣∣∣ max

(
|R(k′) − R(k′∗)|, |G(k′) − G(k′∗)|,

|B(k′) − B(k′∗)|
)

< Trgb; k′ ∈ S ′}. (30)

Let B be the binary map of the forgery localization, with
the same size of the input image. We use the number ‘1’ to
label the forged locations and the corresponding genuine ones,
while ‘0’ for the remaining parts. All the elements in B are
initialized with 0s. Then, B is updated by marking those points
belonging to Q1 ∪ Q2, which can be simply written as

B(Q1 ∪ Q2) = 1. (31)

Note that through the Steps 2)-4) presented above, we can
at most reveal the copy-move regions satisfying one homog-
raphy transformation. However, the homography may not be
unique when multiple clones are conducted. Our localization
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algorithm operates in an iterative manner as shown in Fig. 2.
Specifically, in our method, Steps 2)-4) will be repeated for
K iterations (K = 15 in our experiment). Within each
iteration, we only estimate one homography matrix using a
part of matched pairs.

After finishing all the iterations, we can finally generate
the detected forgery regions by sequentially applying the
following two procedures on B: 1) remove small regions; and
2) fill small gaps through the morphological close operation.
An image is regarded as genuine if and only if all the elements
in B are 0; otherwise, it is regarded as a forged one.

VI. EXPERIMENT RESULTS

In this Section, we evaluate the proposed copy-move forgery
detection method. The detection performance is measured at
both the image level and the pixel level. At the image level,
we focus on the ability that an image can be correctly recog-
nized as forged or genuine; at the pixel level, we analyze the
performance for forgery localization accuracy. To embrace the
concept of reproducible research [33], the code of our paper is
available at https://github.com/YuanmanLi/FE-CMFD-HFPM.

The first two measures are True Positive Rate (TPR) and
False Positive Rate (FPR), which are respectively defined as

TPR = TP

TP + FN
, FPR = FP

TN + FP
. (32)

At the image level, TP (true positive), TN (true negative),
FN (false negative) and FP (false positive) in the above defi-
nition count the number of correctly detected forged images,
correctly detected genuine images, undetected forged images
and wrongly detected genuine images, respectively. At the
pixel level, TP denotes the number of correctly detected forged
pixels. FN is the number of falsely undetected forged pixels,
and FP is the number of falsely detected genuine pixels. Obvi-
ously, a well-designed copy-move forgery detector should keep
TPR high and FPR low simultaneously. In addition to TPR and
FPR, we also report the F1 score, which gives the synthetical
performance through a single value. Mathematically,

F1 = 2TP

2TP + FP + FN
(33)

In this work, we use F-image and F-pixel to represent the
F1 scores at the image level and the pixel level, respectively.

Considering the practical usefulness, computational com-
plexity is another key performance measure. In our experi-
ments, we also compare the average computational cost of
different algorithms. All the experiments are conducted on a
desktop equipped with Core-i7 and 8-GB RAM, operating in
single-thread modality.

A. Datasets

Six test datasets, i.e., FAU [6], GRIP [12],
MICC-F220 [3], MICC-F600 [16], CMH [15] and
COVERAGE [34] are used to demonstrate the effectiveness
of our scheme. Note that the tampered patches from FAU
and GRIP are not further processed, while the ones from
the other four datasets could be applied with different
attacks (transforms) in a realistic fashion, such as rotation,

scaling, or a combination of them. More details can be found
below.

1. FAU: this dataset comprises 48 original images and
48 corresponding forged images with realistic copy-move
manipulations, where the average resolution is about
3000 × 2300.

2. GRIP: this dataset contains 80 original images and
80 realistic copy-move forgeries, having an identical size
768 × 1024. It is worthy to note that some tampered
patches in GRIP are very smooth, which are challenging
for those copy-move forgery detectors based on sparse
sampling (e.g., SIFT).

3. MICC-F220: this dataset consists of 110 tampered
images and 110 untampered images, with resolutions
ranging from 722 × 480 to 800 × 600.

4. MICC-F600: this dataset is composed by 160 tampered
images and 440 original images, where the image reso-
lution varies from 800 × 533 to 3888 × 2592.

5. CMH: this dataset includes 108 realistic cloning images,
with resolutions varying from 845 × 634 to 1296 × 972.

6. COVERAGE3: this dataset has 100 original-forged image
pairs, with an average resolution 400 × 486. Each image
contains similar-but-genuine objects. In our experiments,
we use a subset consisting of 91 original-forged image
pairs, excluding the 9 image pairs where the released
ground-truth maps are incorrect.

B. Detection Results on Six Datasets

We first evaluate the proposed scheme under plain copy-
move attack, namely no further attack is performed on the
copy-move regions. The experiments are conducted over FAU
and GRIP datasets. Two examples are depicted in Fig. 8,
where the first row and the second row show the cases that
the copy-move forgeries are conducted in small regions and
smooth regions, respectively. For the forged image shown
in Fig. 8(a), the ratio of the smallest copied region over the
whole image is about 0.27%, and the variance of the copied
region in Fig. 8(f) is about 3.9. It can be easily observed
from Fig. 8(c) and Fig. 8(h), that our proposed scheme can
obtain a sufficient number of correct matches even in the
small or smooth regions. Fig. 8(d) and Fig. 8(i) show the
resulting suspicious regions by using the scale information of
the inliers, which are further refined according to the color
information validation, leading to the final detected tampered
regions shown in Fig. 8(e) and Fig. 8(j). We can notice that our
detection results are accurate compared with the ground-truth.

Table I lists the results on FAU and GRIP datasets obtained
by different copy-move forgery detection methods, including
keypoint-clustering-based [3], [15], keypoint-segmentation-
based [5], [32], block-based [6], [12], [31] and our proposed
approaches. To save space, we use FI and FP in Table I
and Table II to denote F-image and F-pixel, respectively.
For the algorithms [6] and [31], we use the code imple-
mented by Christlein et al. [6], and the implementations
of other algorithms are provided by the original authors.
We can readily observe that the proposed algorithm presents

3https://github.com/wenbihan/coverage
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TABLE I

TPR(%), FPR(%) (IMAGE LEVEL), FI (%), FP (%) AND CPU(SECOND) ON FAU AND GRIP DATASETS

TABLE II

TPR(%), FPR(%) (IMAGE LEVEL), FI (%), FP (%) AND CPU(SECOND) ON MICC-F220, MICC-F600, CMH+GRIPori AND COVERAGE DATASETS

superior performance at both the image level and the pixel
level against the competing methods. Specifically, for GRIP
dataset, our algorithm perfectly differentiates all the forged
images and genuine ones; for FAU dataset, only one image
is miss-classified. To our best knowledge, these are the best
results ever reported. Besides the detection accuracy, we also
present the average CPU-time for each algorithm in Table I.
To make a fair comparison, all the methods operate in single-
thread modality. We can see that the keypoint-clustering-based
technique [3] is the most efficient. Its high efficiency is mainly
due to the following two factors: 1) it doest not deal with the
forgery localization problem, and hence, it can only give the
image level detection results; and 2) the number of features
extracted is often very limited without specifically handling
smooth or small copy-move forgeries. Clearly, it would make
the matching procedure very efficient even without any speed-
up strategies; but at the cost of severe performance degra-
dation, as can be seen from Table I. By resorting to the
proposed hierarchical feature point matching and the iterative
localization strategy, our method is also very efficient, and
the computational efficiency gains over the other methods
(except [3]) are quite remarkable, especially when images are
of high resolutions. For example, our method is over 50 times
faster than [5], 30 times faster than [6], [31], 10 times faster
than [15], and 5 times faster than [32] on FAU dataset.

In addition to the plain copy-move forgery detection,
we also evaluate our proposed method over the datasets
MICC-F220, MICC-F600, CMH and COVERAGE, where
some of the copy-move regions are further distorted
by rotation, scaling, or a combination of them. Note that the
original CMH dataset contains forgery images only. In this
work, we adopt a combined dataset named CMH+GRIPori,
consisting of all the 108 forgeries from CMH, and the 80 gen-

uine images from GRIP dataset. The results over these four
datasets are summarized in Table II.4 We observe that our
method achieves much better performance than the competing
ones.5 Due to the scaling and rotation attacks, the performance
of the block-based algorithms [6], [31] drops rapidly on these
four datasets. This phenomenon will be further discussed in
the next subsection. We can also see that all the algorithms
perform poorly on COVERAGE dataset, where each image con-
tains very similar-but-genuine objects. GoDeep [15] achieves
the best TPR performance over COVERAGE; but also leads to
very high false positive rate (over 70%). Compared with the
other algorithms, our method obtains the best F1 measures
at both the image level and the pixel level on COVERAGE.
Fig. 9 also provides the representative results of two examples.
We can see that our proposed scheme can accurately localize
the forgeries even in the presence of scaling and rotation
attacks.

C. Evaluation on Different Phases

In this subsection, we investigate how our matching scheme
and localization approach affect the performance of the pro-
posed algorithm.

Table III reports the results over FAU dataset with
and without the hierarchical matching strategy proposed in
Section IV-B and Section IV-C. For simplicity, we use ‘match-
ing’ to denote the traditional matching algorithm described
in Section II-B,6 ‘matching+S’ to represent the group match-
ing method using only scale clustering, and ‘matching+SG’

4MICC-F220 does not release the ground-truth maps, so we do not provide
the pixel level performance on this dataset.

5As the source code of [16] is not available, the data presented in Table II
are extracted from [16, Table 2].

6We use the code provided by [3]. http://lci.micc.unifi.it/labd/2015/01/copy-
move-forgery-detection-and-localization.
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Fig. 9. Copy-move detection results for some images from MICC-F600, where the tampered regions are rotated 30◦ and scaled by a factor of 1.2.
(a),(f) forged images, (b),(g) ground-truth tampered regions, (c),(h) matches (only inliers) obtained by our proposed scheme, (d),(i) suspicious tampered
regions, and (e),(j) final detected tampered regions.

TABLE III

AVERAGE NUMBER OF KEYPOINTS, MATCHES AND CPU
(SECOND) OF DIFFERENT MATCHING SCHEMES

to refer our proposed hierarchical matching method adopting
both scale clustering and overlapped gray level clustering.
Based on the results in Table III, we can draw the following
conclusions. Firstly, the traditional matching algorithm heavily
suffers from the keypoint matching problem-I and II as stated
in Section IV-A. We can observe that ‘matching’ can only find
a limited number of matches though a great many keypoints
are generated; further, the matching procedure is of very
high computational complexity. Secondly, a large number of
matches are found by resorting to the scale clustering strategy,
showing its effectiveness to migrate the keypoint matching
problem-I. Finally, it can be readily figured out that the
computational cost is significantly reduced by the overlapped
gray level clustering. We can see that ‘matching+SG’ is more
than 5 times faster than ‘matching+S’, and approximately
10 times faster than ‘matching’.

Estimating the correlation map is a popular algo-
rithm for keypoint-based methods to localize the forged
regions [14], [16]. Correlation-based algorithms usually
require to first compute affine matrices, and then apply
geometrical transformations on the whole image. However,
these methods are very likely to cause false alarms when the
image contains many similar patterns and periodical changes.
For our method, in each iteration, we first construct suspicious
regions by exploiting the scale information of keypoints, and
then refine the map using the color information. This makes
our method not only robust against the interference of similar
patterns, but also very efficient. To validate this, we replace
the localization strategy in Section V-D with the correlation-
based algorithm ZNCC proposed in [16]. The resulting algo-

TABLE IV

F -IMAGE(%), F -PIXEL(%) AND CPU(SECOND) OF
DIFFERENT LOCALIZATION ALGORITHMS

rithm is then called ‘matching+ZNCC’. Table IV summarizes
the results obtained by ‘matching+ZNCC’ and our proposed
algorithm. We can see that our method is much more efficient,
and at the same time, achieves much better performance.

D. Detection Results Against Different Attacks

We now test our proposed technique against various attacks.
Specifically, for the dataset FAU [6], we use the tool provided
by Christlein et al. [6] to generate an image set containing
2016 images in total under different attacks, including scaling,
rotation, JPEG compression and noise addition.

• Scaling: Each copied region is scaled between 90%
and 110% of its original resolution by a step size 4%.
In addition, some other large-scale resizing parameters
are included: 50%, 80%, 120% and 200%. This results
in a total of 10 × 48 = 480 images.

• Rotation: Each copied region is rotated between 10◦
and 90◦ by a step size 20◦. In addition, some large
rotation angles, i.e., 120◦, 180◦, 240◦ and 300◦, are also
considered. This results in a total of 9×48 = 432 images.

• JPEG compression: Each image is JPEG compressed
using the quality factor (QF) ranging from 20 to 100 by
a step size 10. This results in a total of 9 × 96 = 864
images.

• Noise addition: Each copied region is added with zero-
mean Gaussian noise with std between 0.02 and 0.1 by
a step size 0.02. This results in a total of 5 × 48 = 240
images.

The performance of many benchmark methods has been
evaluated by Christlein et al. [6]. In our experiments,
we choose several popular schemes, including keypoint-
based approaches SIFT [3], [14], SURF [17], GoDeep [15],
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Fig. 10. Image level F1 curves for different algorithms against (a) scaling, (b) rotation, (c) noise addition and (d) JPEG compression.

Fig. 11. Pixel level F1 curves for different algorithms against (a) scaling, (b) rotation, (c) noise addition and (d) JPEG compression.

Zandi et al. [32], and block-based approaches Bravo-Solorio
and Nandi [31], Zernike [6] and Cozzolino et al. [12]. Since
the original SIFT-based algorithm Amerini et al. [3] does not
handle the forgery localization problem, in this subsection,
we use the code released by Christlein et al. [6]. The imple-
mentation of SIFT [3], [14] by Christlein et al. [6] adopts
the matching and clustering algorithms proposed in [3], and
employs the localization scheme devised in [14].

Fig. 10 and Fig. 11 respectively report the F1-measure
curves for the image level and the pixel level against different
attacks. Since we use the same dataset as [6], a comparison
with the other benchmark methods can be directly conducted
using the results provided in [6]. As shown in Fig. 10 and
Fig. 11, our proposed scheme achieves much better per-
formance than the other keypoint-based approaches such as
SIFT [3], [14] and SURF [17], at both the image level and
the pixel level. We can also observe that all the keypoint-based
approaches exhibit more stable performance than those block-
based ones across all the conditions, including large-scale
resizing (e.g., 50% and 200%), where all the considered block-
based algorithms fail. Unfortunately, the overall performance
of SIFT [3], [14] and SURF [17] is not satisfactory, due
to the inability to discover the forgeries when copy-move is
conducted in smooth or small regions. Our proposed method,
fortunately can greatly overcome such limitation and achieves
considerable performance gains over all the cases.

The block-based approaches Bravo-Solorio and Nandi [31],
Zernike [6] and Cozzolino et al. [12] achieve similar per-
formance under plain copy-move attack. However, all of
them are vulnerable to one or several attacks. For example,
Bravo-Solorio and Nandi [31] is very sensitive to Gaussian

noise and compression noise as shown in Figs. 10(c),(d) and
Figs. 11(c),(d). Zernike [6] is not robust against rotation
attack as demonstrated in Fig. 10(b) and Fig. 11(b). We can
also observe that all the block-based approaches perform
poorly against large-scale resizing. In contrast, the proposed
algorithm achieves consistently good performance across all
the conditions.

E. Performance of Challenging Copy-Move Forgery
Detection

In this Section, we show some challenging examples of
the copy-move forgery detection. Figs. 12(a1)-(g1) depict the
results when the copy-move forgery only involves smooth
regions, where the variance of the copied region is about 9.0.
As can be expected, all the previous keypoint-based
algorithms [3], [5], [14] fail completely in this case, due to
the lack of keypoints. Figs. 12(a2)-(g2), Figs. 12(a3)-(g3),
Figs. 12(a4)-(g4) and Figs. 12(a5)-(g5) demonstrate the results
against some severe attacks, i.e., large-scale resizing (200%),
severe noise distortion (std is 0.1), rotation with a large
angle (120◦) and low rate JPEG compression (QF is 20),
respectively. For Fig. 12(a4), the ratio of the smallest copied
region over the entire image is only 0.15%, which is very
small. As we can see, our proposed algorithm still achieves
very accurate detection results under all these challenging
conditions. The other algorithms, however, are not robust
against one or several attacks. Meanwhile, it should also
be emphasized that the proposed algorithm is of very low
computational complexity as presented in Section VI-B.
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Fig. 12. Some challenging examples of copy-move forgery detection against different attacks. From top to bottom: plain, scaling 200%, rotation 120◦, noise
addition with normalized std 0.1, and JPEG compression with QF 20. From left to right: original images (a1)∼(a5), forged images (b1)∼(b5), masks output by
Zernike [6] (c1)∼(c5), by Cozzolino et al. [12] (d1)∼(d5), by SIFT [3], [14] (e1)∼(e5), by Li et al. [5] (f1)∼(f5) and by our proposed algorithm (g1)∼(g5).
White color indicates the ground-truth; the correct detection pixels are marked in green, while false alarms are in red.

We now investigate the capability of our proposed method
against the extremely smooth copy-move forgery. Fig. 13(a)
gives an example where the copy-move forgery only involves
smooth regions (the variance of the copied region is 26.10).
In order to generate extremely smooth copy-move forg-
eries, we continuously smooth the copy-move regions using
Gaussian filters with std varying from 2 to 7. Finally, we obtain
a set of copy-move images with variances of the copied regions
gradually changing from 26.10 to 0.38. Fig. 13(b) draws
the pixel level F1 curves for different algorithms over the
generated images. Note that the image is successfully detected
as a forgery when the F-pixel is bigger than 0. As can be seen,
our method is able to detect the forgery with high localization
accuracy even when the variance of the copied region is
about 1, in which case the copy-move areas are extremely
smooth (the average offset from the mean is only about 1).
We can also observe that the algorithms SIFT [3], [14],
SURF [17], Li et al. [5] and Cozzolino et al. [12] fail
completely for all the variances. Though Bravo-Solorio and
Nandi [31] and Zernike [6] are able to detect the forgery
under even more extreme cases, the localization accuracy is
much worse than ours. Fig. 14 shows an example of the
masks obtained by Bravo-Solorio and Nandi [31], Zernike [6],
GoDeep [15] and our proposed method.

Fig. 13. An example of extremely smooth copy-move forgery detections.
(a) The forgery image, where the copy-move regions are marked in red curves
and (b) localization performance of extremely smooth copy-move forgery
detections.

Fig. 15 gives an example to show the performance of
different algorithms on the copy-move forgery detection with
extreme scaling factors. For the copy-move image shown in
Fig. 15(a), we generate a set of forgeries by resizing the
copied region with factors from 12.5% to 600%, where the
smallest ratio of the resized region over the whole image is
only 0.017%. Fig. 15(b) reports the pixel level F1 curves for
different algorithms over the generated images. We can notice
that all the keypoint-based algorithms exhibit high robustness
against scaling attacks with extreme factors. Specifically, our
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Fig. 14. The localization maps obtained by different algorithms. The variance
of the copied region is 2.13 (the average offset from the mean is about 1.46).
(a) Bravo-Solorio and Nandi [31]. (b) Zernike [6]. (c) GoDeep [15].
(d) Proposed.

Fig. 15. An example of copy-move forgery detections with extreme scaling
factors. (a) The forgery image and (b) localization performance of copy-move
forgery detections with respect to different scaling factors.

Fig. 16. The localization maps obtained by our method when the copied
region is resized by a factor of (a) 25%, (b) 50%, (c) 400% and (d) 600%.

method can successfully detect the forgeries over a rather
wide scaling factor interval [25%, 600%], where the size of
the copied region varies from 1

16 to 36 times of the original
size. Note that the keypoint-based method Li [5] is also very
effective against scaling attacks of extremely large factors,
e.g., 600%; however, it takes over 5 hours to detect each gen-
erated image, while our algorithm only needs about 2 minutes.
Cozzolino et al. [12] achieves the best performance among the
dense-field approaches; but only works over a narrow scaling
factor interval [80%, 120%]. Fig. 16 shows the localization
masks obtained by our algorithm against scaling attacks of
extreme factors.

VII. CONCLUSION

In this paper, we have proposed a fast and effective
keypoint-based copy-move forgery detection and localization
technique. By carefully studying the keypoint extraction
algorithm (SIFT), we have first demonstrated that it is pos-
sible to generate a sufficient number of keypoints even in
smooth or small regions, by lowering the contrast threshold
and resizing the image. Then a novel hierarchical feature point
matching strategy has been proposed to alleviate the critical
matching problems. To reduce the false alarm rate and accu-
rately localize the copied regions, we have further proposed
a novel iterative localization scheme without involving any
clustering and segmentation procedures. By fully exploiting

the robustness properties of the SIFT algorithm (including the
dominant orientation and the scale information) and the color
information of each keypoint, our proposed technique achieves
very high detection accuracy. Extensive experimental results
have been provided to demonstrate the superior performance
of our proposed scheme.
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