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Abstract—This paper addresses the problem of lossy outsourcing, i.e., clients outsource computation needs to the cloud side through

lossy channels, which is very common in practice. We focus on the case that the clients transmit 2D sparse signals to the semi-trusted

clouds over packet-loss networks, and the clouds provide sparse robustness decoding service (SRDS) for the users. In order to

achieve high level of efficiency and security, we propose to jointly exploit parallel compressive sensing for robust signal encoding and

employ multiple cloud servers for SRDS. Specifically, prior to encoding, a signal is encrypted by only altering the indices and amplitudes

of its non-zero entries. The encrypted signal is sensed using a Gaussian measurement matrix and the generated compressive

measurements are then sent to multi-clouds for SRDS, along with the occurrence of packet loss. Each column in compressive

measurements can be regarded as a packet and each description consists of a certain number of packets. Each description together

with a small portion of support set is distributed to a cloud. When receiving the request from a user, each cloud performs SRDS using

the acquired description, where the reconstructed signal is still in encrypted form so that the signal privacy is well preserved. After

receiving the reconstructed signal, the user accomplishes the decryption operation. Experimental results show that the encryption

algorithm improves compressibility and reconstruction performance compared with the case of no encryption, and the proposed

privacy-assured outsourcing of SRDS is highly robust and efficient.

Index Terms—Parallel compressive sensing, sparse robustness decoding service, packet-loss, cloud computing
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1 INTRODUCTION

WITH the arrival of big data era, there has been dra-
matic increase of demand on fast data computation

and storage. Clouds can be a promising platform for this

thanks to their powerful computation and storage capabili-
ties. However, the untrust nature of cloud environments
makes privacy-assured outsourcing essential [1], [2], [3], [4],
[5]. Computation outsourcing has been studied for many
years and the computation tasks harnessed by the resource-
constrained clients can be off-loaded to powerful computa-
tion devices like cloud servers. The input and output pri-
vacy of outsourcing computation to the clouds needs to be
pretected as these tasks are often sensitive and the clouds
might not be honest to the clients.

So far, many kinds of computation problems have been
considered. Linear programming outsourcing mechanism
was proposed in [6], [7] by developing efficient privacy-
preserving transformation techniques. Large-scale systems
of linear equations computation outsourcing was designed
in [8], [9] through an iterative method. Sparse matrix [10]
and matrix addition [11] techniques were also employed for
efficient outsourcing of large-scale systems of linear equa-
tions to reduce the computational complexity. Chen et al.
[12] further improved two outsourcing protocols for linear
equations and linear programming by utilizing some special
linear transforms and reformulating the problem in the
standard and natural form, respectively. Lei et al. applied
random permutation operation to some large matrix calcu-
lation outsourcing projects such as matrix inversion [13],
matrix multiplication [14] and matrix determinant [15]. In
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addition, some other computation outsourcings have been
proposed in terms of convex optimization [16], linear
regression [17], etc.

However, the existing methods on computation outsourc-
ing do not consider the case of lossy channel between client
and cloud, which is often encountered in practical applica-
tions. For example, due to channel fading effect, long burst
errors can occur in the wireless channel between client and
cloud or an intermediate blocking will lead to a temporarily
declining physical link. On the other hand, for resource-
constrained transmission, it is unrealistic to carry out re-
transmission once partial data are lost. Meanwhile, the user
can accept the lossy data sent by the clouds, e.g., the recovery
of a certain degree of lossy image does not affect the visual
effect of the recovered image. In the face of such lossy channel,
a good solution is to perform robust transmission.

In this paper, we consider the situation where a client
needs to transmit 2D sparse signals to some semi-trusted
cloud servers over lossy channels through packet-loss net-
works. The clouds provide storage and decoding service,
called sparse robustness decoding service (SRDS), for the
user. For efficiency and security purpose, the idea of paralleli-
zation is integrated into the encoding and decoding phases,
and multiple cloud servers are employed to offer SRDS. Spe-
cifically, prior to encoding, a 2D sparse signal is encrypted by
changing the indices and amplitudes of its non-zero entries.
The encryption algorithm has very low complexity as the
non-zero entries make up only a small portion of the sparse
signal. Then, the client utilizes parallel compressive sensing
(CS) technique to encode the encrypted signal for robust cod-
ing, where a Gaussian measurement matrix can be used for
sensing the encrypted signal. A feature of CS is to endow the
reconstruction with a high cubic computational complexity
while retaining linear sampling complexity, which is benefi-
cial to a resource-constrained client. The corresponding 2D
compressive measurements as the encoded data are then sent
to themulti-clouds for storage and SRDS, where themeasure-
ments are allotted to the multi-clouds as equally as possible.
To facilitate the distribution of the compressive measure-
ments to the clouds, each column in compressive measure-
ments is taken as a packet and a certain number of packets
constitute a description. Each description is combined with a
small portion of support set and then combined data are sent
to a cloud.

With respect to decoding, upon receiving the request
from a user, each cloud implements SRDS by using the
acquired description. After reconstruction, the signal is still
in the encrypted form, which protects the privacy of the sig-
nal. After receiving the reconstructed signal together with
the support set, the user completes the decryption opera-
tion. Extensive experiments demonstrate that the encryp-
tion algorithm has better compressibility and reconstruction
performance compared with the case of no encryption. The
proposed privacy-assured outsourcing of SRDS (PAO-
SRDS) is also of high robustness and efficiency.

To summarize, the main contributions of this paper
include:

� To our best knowledge, the PAO-SRDS is the first
lossy and parallel outsourcing framework. It can
deal with the design challenges of privacy,

effectiveness, robustness and efficiency simulta-
neously. The privacy aspect is theoretically analysed
while effectiveness, robustness and efficiency are
experimentally verified.

� The PAO-SRDS has an effective encryption algo-
rithm, which can bring greater compression rate and
better reconstruction result than the case without
using encryption. For example, the average PSNRs
for the five test images have increased by 5.81, 2.41,
5.98, 7.26, and 5.95 dB, respectively.

� The PAO-SRDS can perform robust encoding and
decoding over encrypted domain and has strong
robustness against packet-loss. The encoding
approach can also be regarded as an efficient multi-
ple description coding scheme with a number of
descriptions.

� The PAO-SRDS can gain substantial local computa-
tion savings for the clients and users, as the average
speedup value can achieve 26�.

The remainder of the paper is as follows. The related
work is reviewed in Section 2. Section 3 introduces the
basics of parallel compressive sensing. Section 4 presents
the details the PAO-SRDS in multi-clouds, including service
and threat model, design goals, basic framework and design
details. Multi-clouds scheduling, security analysis and effi-
ciency analysis are theoretically discussed in Section 5. Per-
formance evaluations through extensive experiments, in
terms of packet loss rate (PLR) versus sampling rate,
encryption effectiveness, robustness against packet-loss and
efficiency evaluation, are shown in Section 6. Some conclud-
ing remarks are provided in Section 7.

2 RELATED WORK

The proposed PAO-SRDS belongs to a kind of secure com-
putation outsourcing that has been investigated in many lit-
eratures such as [9], [12], [18], [19], [20], [21], which usually
introduce fully homomorphic encryption techniques or
heavy cryptographic protocols to protect both the input and
output privacy of outsourcing computations. However, this
is not practical for the resource-constrained clients such as
mobile phones, portable devices and embedded smart
cards. Lei et al. applied random permutation matrix to
some scientific computation outsourcing problems includ-
ing large matrix inversion, large matrix multiplication and
large matrix determinant computations [13], [14], [15]. Our
PAO-SRDS also breeds the idea of random permutation but
we design an encryption approach that is of lower complex-
ity and requires less memory space. Moreover, although the
works [22], [23], [24], [25], [26], [27], [28], [29], [30], [31]
involve the security issues on compressive sensing and
cloud computing, they did not consider the parallel CS, par-
allel outsourcing and parallel reconstruction. For example,
the similarities between our model and the one in [24] lie in
that the client is assumed to only possess limited computa-
tional resources and threats might come from a semi-trusted
cloud, i.e., the cloud honestly provides the sparse recon-
struction service as specified but is curious about the client’s
data content. Also, the client needs the cloud to provide ser-
vice to the user. However, an obvious difference is that the
encryption operation is behind CS in [24] while in our
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model, the encryption operation is prior to CS. Furthermore,
none of the above-mentioned schemes is a lossy and parallel
outsourcing, which is an essential difference between these
schemes and the proposed PAO-SRDS.

The PAO-SRDS can also be seen as an application of
robust coding over encrypted domain in cloud computing.
The first robust coding scheme over encrypted domain was
reported in [32], which proposes a robust coder for
encrypted images over packet transmission networks based
on structural matrix. This coder well utilizes the particular-
ity of structurally random matrix, whereas it implies a
defect that joint decryption and decoding has to act on the
whole image data, which leads to extremely high computa-
tional complexity. In the PAO-SRDS model, however, the
2D sparse data are sampled and reconstructed in parallel,
and the decryption and reconstruction operations are sepa-
rable, thus largely reducing the computational complexity.
We would like to note that the PAO-SRDS proposed in this
paper is an extension of our work in [33], where the latter
considered neither the non-zero element alteration tech-
nique nor the scenario of lossy transmission.

3 PARALLEL COMPRESSIVE SENSING

Compressive sensing theory states that a s-sparse signal z of
length M can be represented with only K (s < K �M)
non-adaptive linear measurements while maintaining full
information [34], [35], i.e., y ¼ Fz, where F is a sensing
matrix of size K �M satisfying the restricted isometry
property (RIP) of a certain order s if there exists a constant
ds 2 0; 1½ � such that

1� dsð Þ zk k22� Fzk k22� 1þ dsð Þ zk k22;
for all s-sparse signals z[36]. The resultant CS samples y are
used for the recovery of z by solving, for example, the fol-
lowing convex optimization problem

min zk k1 s:t: y ¼ Fz

ðor in noisy situation : Fz� yk k2 � "Þ:
With respect to a non-sparseM-length signal f, if it could be
expressed as a sparse signal in some orthonormal basis C,
i.e., z ¼CT f, then the signal f can be sampled using
y ¼ FCT f ¼ Fz.

The traditional CS often samples 1D signal and hence a
multimedia signal needs to be transformed into 1D form.
However, the transformation brings about high computa-
tional complexity and requires big storage space as the
involved sensing matrix is of very large size. The parallel
CS technique can well solve this issue, since it focuses on
2D signals [37], [38]. Any signal can be converted to the 2D
form and then sampled column-wise using the same sens-
ing matrix. The kernel of this technique is to introduce an
acceptable permutation method which effectively relaxes its
RIP as follows: for a 2D sparse signal X with sparsity vector
s ¼ s1; s2; . . . ; sN½ � satisfying sk k1 ¼ s, where sj is the spar-
sity level of the jth column of X, a permutation operation
P ð�Þ is called acceptable for X if the Chebyshev norm of
the sparsity vector of P Xð Þ is smaller than sk k1 of X.
With respect to the signal following a layer model, a
zigzag-scan-based permutation is considered acceptable in

decreasing sk k1 to relax the RIP condition before using the
parallel CS [37]. The permutation is further generalized as
random permutation for a 2D sparse signal whose distribu-
tion is unknown in advance to enhance reconstruction per-
formance for parallel CS [38]. A strict mathematical proof
that random permutation can be an acceptable permutation
with an overwhelming probability is shown in [39], [40]. In
our PAO-SRDS, the encryption algorithm applies the idea
of random permutation.

4 PAO-SRDS IN MULTI-CLOUDS

4.1 Service and Threat Model

Fig. 1 depicts the service model for the architecture of PAO-
SRDS in public multi-clouds. The basic message flow is as fol-
lows. The client first encrypts the 2D sparse signal with a
secret key known to the user and then performs robust coding
for the encrypted signal using parallel CS. Afterwards, the
generated measurements are packeted and outsourced to the
multi-cloud servers for storage and SRDS through packet-loss
transmission. Once upon receiving the request from the user,
the multi-clouds will fulfill the SRDS in parallel. Threats
might come frommulti-clouds as the adversary, so the multi-
clouds are assumed to be semi-trusted, i.e., they honestly
complete SRDS as specified but are curious about the client’s
data content. In addition, we also assume that the multi-
clouds cannot colludewith each other in private.

4.2 Design Goals

The proposed PAO-SRDS aims to achieve the following goals:

� Correctness
The scheme can fulfill the task of SRDS outsourcing.
The user can indeed receive a satisfactory sparse sig-
nal, provided that the client and the multi-clouds
both follow the protocol honestly.

� Privacy
The scheme should assure the input privacy and out-
put privacy of the client’s sparse signal, i.e., the multi-
clouds cannot get meaningful information of the cli-
ent’s signal during signal storage and after SRDS.

� Effectiveness
The robust encoding and decoding over encrypted
sparse signal should work out effectively. The
encryption algorithm should not have a negative
impact on or even can enhance the performance of

Fig. 1. The PAO-SRDS architecture.
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compression and reconstruction, in contrast to the
case of no encryption.

� Robustness
The encoding scheme should be robust enough
against pack-loss. Even though high packet-loss rate
occurs, the user can also obtain an acceptable quality
level of the sparse signal.

� Efficiency
Local computation and storage savings on the client
and user sides should be substantially gained. The
encryption algorithm should not result in substantial
computation augment on the cloud side.

4.3 Basic Framework

Given a 2D sparse signalX, the client first gets the support set
sv of X and encrypts X with a shifting operator p1 and an
altering operator p2, both of which have the length of svj j ¼ s,
where �j j represents the corresponding size. These two opera-
tors aim at hiding the indices and amplitudes of the nonzero
entries of X, respectively. They are unknown to the multi-
clouds but need to be shared with the user. The client
encrypts the non-zero entries in X with p1 and p2 to obtain
the encrypted signal X0 followed by conducting parallel CS
column by columnwith the same sensing matrixF known to
both the client and the multi-clouds. The obtained compres-
sive measurements Y and support set sv are grouped and
sent to the multi-clouds for storage and SRDS through
packet-loss networks. When the multi-clouds fulfill the
SRDS, the reconstructed signalX00 is still in encrypted form so
that the signal privacy is preserved. Each cloud cannot imme-
diately observe the original signalXwith only a small portion
of sv and Y. The basic framework of PAO-SRDS contains a
collection of six polynomial-time algorithms marked as
V¼ SupGet;KeyGen; SigEnc; ParCS;SRDS; SigDecð Þ.
� SupGet Xð Þ ! A support set vector generation algo-

rithm that is run by the client. It takes the original
signal X as input and returns a support vector sv.

� KeyGen 1pð Þ ! A key generation algorithm that is
run by the client. It takes a security parameter p as
input and returns an encryption operator p¼p1 k p2,
where k represents the concatenation of two vectors.

� SigEnc X;pð Þ ! A signal encryption algorithm per-
formed by the client who encrypts the signal X with
p and returns the encrypted signal X0.

� ParCS X0;Fð Þ ! A parallel CS algorithm running on
the client side. It takes the encrypted signal X0 and
the sensing matrix F as inputs and returns the meas-
urements Y.

� SRDS Y;Fð Þ ! An algorithm running on the cloud
side to provide the SRDS for the user. It takes the
measurements Y and the sensing matrix F as inputs
and returns the reconstructed signal X00.

� SigDec X00;pð Þ ! A signal decryption algorithm that
is handled by the user who decrypts the signal X00

with the encryption operator p and returns the
recovered original signal~X.

4.4 Design Details

In the following, we illustrate the design details of the basic
framework of PAO-SRDS.

4.4.1 SupGet

The client changes X into 1D signal x of length n ¼M �N
according to the column mode from left and right and then
gets the support vector sv of x, as shown in Algorithm 1.
Each entry of sv lies in the integer interval 1; n½ �. Note that, if
the signal from the client is not sparse but compressible,
then it will be replaced by its s-sparse approximation [41].

Algorithm 1. Support Vector Generation

Require: X
Ensure: sv
1: x X

2: for i ¼ 1 to n

3: if x ið Þ 6¼ 0

4: Write i to sv
5: end if

6: end for

4.4.2 KeyGen

The client employs a random number generator as the secu-
rity parameter p, which is responsible for generating p, as
instantiated in Algorithm 2, in which A=B represents the
difference between set A and set B.

Algorithm 2. Key Generation

Require: p and U ¼ 1; 2; . . . ; nf g
Ensure: p¼p1 k p2

1: Set p1 ¼ 0s�1 and p2 ¼ 0s�1
2: for i ¼ 1 to s
3: Select a random integer j from U
4: Set p1 ið Þ ¼ j
5: Update U by U  U= jf g
6: Select a random number h (0 < h < 1)
7: Set p2 ið Þ ¼ h

8: end for

4.4.3 SigEnc

The client carries out encryption on x by using p ¼ p1kp2 and
the encrypted signal is x0, as shown in Algorithm 3. Here,
employing p1 will randomly rearrange the non-zero entries of
x, which is equivalent to a random permutation of all entries,
thus it can also relax the RIP of parallel CSwith overwhelming
probability. Apparently, the utilization of p1 has lower
computational complexity and needs less memory space than
using random permutation matrices. On the other hand, with
the help of p2, the values of the nonzero entries of x will be
altered. Note that the utilization of p2 does not change the
number of non-zero entries of x, i.e., maintaining the original
sparsity after encryption, thus it does not affect the RIP.

Algorithm 3. Signal Encryption

Require: p, sv and x
Ensure: x0 and t

1: Calculate t¼max abs xð Þð Þ
2: Set x0 ¼ 0n�1
3: for i ¼ 1 to s
4: z ¼ abs x sv ið Þð Þð Þ
5: x0 p1 ið Þ� � ¼ sgn x sv ið Þð Þ½ � � z þ t � zð Þ=t � p2 ið Þ� �

6: end for
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4.4.4 ParCS

Prior to sampling, the encrypted data x0 will be partitioned
into multiple column data with equal length followed by
repetitive sampling per column with the same sensing
matrix F known to the cloud servers. The sensing matrix
could be a Gaussian matrix [42], Bernoulli matrix [43] or
other matrix. At first glance, performing CS over encrypted
signal looks irrational, because the encryption operation
often destroys the data correlation from which the multime-
dia coders like JPEG profit. However, the proposed encryp-
tion algorithm not only makes parallel CS over encrypted
domain possible but also can enhance the compression and
reconstruction performance. It is the mainstay of our model,
which roots in the idea of random permutation relaxing the
RIP with high probability. Without loss of generality, let the
column length be M, i.e, the partition result can be
expressed as a matrix X0 of M �N . The parallel CS process
returns a K �N matrix Y, as shown in Algorithm 4. Then Y
can be scheduled to multi-clouds through packet-loss
networks.

Algorithm 4. Parallel Compressive Sensing

Require: F and X0

Ensure: Y
1: Calculate Y ¼ FX0

4.4.5 SRDS

The multi-cloud servers fulfill the SRDS by solving a convex
optimization problem, as illustrated in Algorithm 5. Each
cloud updates the sensing matrix in real time according to
the received packet-lost measurements and then solves the
corresponding optimization problem. Likewise, the parallel
CS reconstruction architecture has lower complexity than
the traditional CS counterpart.

Algorithm 5. Sparse Reconstruction Service

Require: F and Y
Ensure: X00

1: Solve the following convex optimization problem:
min X00 j½ �k k1 s:t: Y j½ �¼FX00 j½ �; j 2 1; N½ �

4.4.6 SigDec

Upon receiving the reconstructed signal X00, the user trans-
forms X00 into the corresponding 1D form x00 and conducts
decryption using Algorithm 6, where sv can be gathered
from the multi-cloud servers. The result is~x, which is fur-
ther converted back into the 2D form~X.

Algorithm 6. Signal Decryption

Require: p, sv, x
00 and t

Ensure: ~x

1: ~x ¼ 0n�1
2: for i ¼ s down to 1

3: h ¼ x00 p1 ið Þ� �

4: ~x sv ið Þð Þ ¼ sgn hð Þ � abs hð Þ � p2 ið Þ� �
= 1� p2 ið Þ=t� �

5: end for

5 THEORETICAL ANALYSIS

5.1 Privacy Analysis

Considering each column in Y as a packet, Y can be parti-
tioned into N packets, each of which has K elements. These
N packets are allotted to ‘ clouds as averagely as possible
over packet-loss networks. One possible packet allocation
over the multi-clouds is that each of the first ‘� 1 clouds
contains a description with N=‘b c packets while the last
cloud contains a description with N � ‘� 1ð Þ N=‘b c packets.
In this way, each cloud knows little information of X0.
Besides, X0 is the encrypted counterpart of X. Consequently,
the novel combination of multi-cloud scheduling and
encryption can well protect the privacy of X. Note that for
decryption purpose, the length-s support vector sv and t

should also be distributed on the multi-clouds. Similarly,
one can assign s=‘b c entries of sv to each of the first ‘� 1
clouds and s� ‘� 1ð Þ s=‘b c entries to the lth cloud.

Next, we illustrate the privacy protection aspect of PAO-
SRDS in more detail. Given the packet-loss rate between the
client and every cloud being b, the number of lost packets
in any of the first l� 1 descriptions is no more than
N=‘b c � bd e and that in the lth description is no more than
N � ‘� 1ð Þ N=‘b cð Þ � bd e. Thus, for each of the first ‘� 1

clouds, one can causally choose N=‘b c � bd e þ 1 packets or
more, cascading with t and s=‘b c entries of sv. Likewise, we
choose no less than N � ‘� 1ð Þ N=‘b cð Þ � bd e þ 1 packets for
the lth cloud, cascading with t and s� ‘� 1ð Þ s=‘b c entries
of sv. Such mechanism ensures that every cloud can receive
at least a set of s=‘b c entries that is allotted by the client, and
so are the user. Accordingly, for the ith 1 � i � ‘� 1ð Þ
cloud, the received data are Y i� 1ð Þ N=‘b cþ½f j1� 1 � j1j
� N=‘b c:g k sv j2½ � j2 2 i� 1ð Þ s=‘b c þ 1; i s=‘b c½ �jf g k t.

Apparently, no explicit relations exist between the gener-
ated X0 i� 1ð Þ N=‘b c þ j1½ � 1 � j1 � N=‘b cjf g and sv j2½ � j2 2jf
i� 1ð Þ s=‘b c þ 1; i s=‘b c½ �:g after performing decryption with
Y i� 1ð Þ N=‘b c þ j1½ � 1 � j1 � N=‘b cjf g and sv j2½ � j2 2 i� 1ð Þ½jf
s=‘b c þ 1; i s=‘b c�:g. Thus, even if a cloud happens to have
both an encrypted non-zero entry and the index of the corre-
sponding plain non-zero entry, whose probability is 1=‘2,
the encrypted non-zero entry still cannot be revealed with-
out knowing p2. With the number of clouds increases, this
probability will diminish exponentially. The client can
employ as many cloud servers as possible for greater secu-
rity. On the whole, every cloud only has a small amount of
information of both the measurements and limited support
set that is asymmetric to the reconstructed signal in the
same description; therefore, the privacy can be well guaran-
teed. For an attacker, the probability of succeeding in reveal-
ing real non-zeros is 1= 10Ln

� �s
, where L denotes the

precision of p2. For instance, if n ¼ 256, L ¼ 8, s ¼ 8, then
the probability will be less than 1=2256, which means that it
is impossible to succeed in cryptanalysis.

Please note that using the same key repeatedly in the
proposed signal encryption scheme would make the
scheme vulnerable to differential attack. The reason is that
through elaborately choosing some plaintext pairs, the
keystream p can be gradually revealed. However, in gen-
eral, the key is adopted as the session form that generates
a new random key for a signal once. More importantly, we
introduce the multi-cloud allocation mechanism in which
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the clouds cannot collude with each other and each
cloud only possesses a small amount of information. Thus,
it is impossible for each cloud to obtain the whole original
signal information. In addition, there is a tradeoff between
security and efficiency. While a more complicated encryp-
tion scheme enhances security, its computational complex-
ity over encrypted domain also increases significantly.
The proposed signal encryption scheme is simple and
efficient, and can be securely applied in multi-cloud
environment.

5.2 Efficiency Analysis

For the six polynomial-time algorithms in the framework
V¼ðSupGet;KeyGen; SigEnc; ParCS; SRDS; SigDecÞ, their
corresponding computational complexities are O nð Þ;ð
O sð Þ; O sð Þ; O Knð Þ; O nM2ð Þ; O sð ÞÞ, where n ¼M �N and
s < < n. Recall that SupGet;KeyGen; SigEnc and ParCS
are run by the client, SRDS is run on the cloud side, and
SigDec is run by the user. Hence, the computation complex-
ity of the client is O nð Þ þO sð Þ þO sð Þ þO Knð Þ 	 O Knð Þ,
and the computational complexities of the multi-clouds and

the user are O nM2ð Þ and O sð Þ, respectively. In contrast, it is
known that the traditional CS reconstruction service has a
computational complexity of O n3ð Þ. Since O n3ð Þ is much
greater than O sð Þ, O Knð Þ and O nM2ð Þ, the PAO-SRDS gains
substantial computation savings and is much more efficient
in computation. The significant computation reduction on
the client side is especially beneficial to the practical appli-
cations where the client only has very limited computation
power. Meanwhile, since s < < n, the computation
expense on the user side is very low.

6 PERFORMANCE EVALUATION

6.1 Experiment Settings

In the experiments, the 2D DCT coefficients of five
512� 512 images, including Lena, Baboon, Boat, Peppers
and Goldhill, are chosen as the compressive signals. Each
of these signals is sparsified by using the best s-term
approximation, i.e., retaining the front larger coefficients
while setting the left smaller ones to zeros in line with
zigzag order. The default is to keep the 10% front nonzero
coefficients. This approximation has ever led to a peak
signal-to-noise ratio (PSNR) decrease for reconstructed
images and therefore it is set as a benchmark with which
the experimental results are compared. MATLAB is used
to implement the algorithms. Especially, the basis pursuit
algorithm, CVX optimization toolbox [44], is utilized to
realize Algorithm 5, where the measurement matrix con-
sists of i.i.d. ensembles yielding Gaussian distribution.
The workstation used for the experiments has an Intel
Core i7-4790 CPU and 8 GB RAM. The communication
latency between the client/user and the multi-clouds is
ignored. When the descriptions are transmitted to the
multi-clouds, the packet loss occurs at random. After a
cloud receives a lossy description, it updates the corre-
sponding measurement matrix by deleting some rows
that are mapped to the row numbers of the lost measure-
ments in a description. The packet loss rate, or PLR, does
not exceed 30 percent in reality [45].

6.2 PLR versus Sampling Rate (SR)

We consider a packet-loss channel1 with the sampling
rate SR ¼ a (0 < a � 1) and the packet loss rate
PLR ¼ b (0 � b < 1). The SR is formulized as
SR ¼ K=M. We first investigate the connection of SR
and PLR. In fact, the occurrence of packet loss can be
thought as a decrease of SR. That is, given the equal sig-
nificance that each packet carries, the PLR is propor-
tional to the decrease of SR. This can be verified by
comparing Figs. 2a and 2b, which show the PSNR versus
PLR and SR, respectively. By visual comparison, we can
see that the corresponding plots in Figs. 2a and 2b are
almost identical and the same percentage of changes of
PLR and SR have equal effect on the PSNR. This obser-
vation can help the client regulate the SR according to
the PLR in real-time packet networks so that the recon-
structed signal quality can be maintained at an accept-
able level for the user.

Fig. 2. (a) PSNR versus PLR with SR ¼ 1; (b) PSNR versus SR with
PLR ¼ 0.

1. Generally, a packet-loss channel with SR ¼ a and PLR ¼ b is
equivalent to a lossless channel with SR ¼ a 1�bð Þ.
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Note that it is unnecessary to set very low SR as our focus
is to conduct robust coding rather than compression coding
for the client and the clouds have abundant resources for
storage and computation. On the other hand, in the face of
packet-loss networks, although the data to be transmitted
should carry as much information as possible, a very high
SR will waste transmission resources. As a result, the client
should determine what SR is reasonable. This will be dis-
cussed in the Section 6.4 below.

6.3 Encryption Effectiveness

In this experiment, we inspect how the proposed encryption
algorithm affects the performance of signal reconstruction,
in comparison with the case of no encryption and a bench-
mark. The benchmark plot is generated by directly adopting
the 10 percent front nonzero coefficients of the original sig-
nal for reconstruction. It can be seen from Fig. 3 that when
PLR is smaller than 0.25 or so, both the cases of encryption
and no encryption maintain the same reconstruction perfor-
mance as the benchmark one. Then, with the increase of
PLR, the case of no encryption has a continually declining
PSNR. However, the case of encryption still sustains the
same PSNR as the benchmark does until the PLR reaches
about 0.65. With PLR varying from 0.65 to 0.9, the PSNR
gain of the encryption case over the no-encryption case
keeps up a rather stable but large margin. A detailed
numerical comparison of the cases of encryption and no
encryption on PSNR is shown in Table 1. It can be seen that

the average PSNR gains for the five images are 5.81dB, 2.41
(dB), 5.98 (dB), 7.26 (dB), and 5.95 (dB), respectively. In the
meantime, we can also observe that with the increase of
PLR, the PSNR gain will become increasingly great, mean-
ing that the greater the PLR, the more effective the encryp-
tion will become.

The positive impact of encryption on signal recon-
struction can also be verified by visually inspecting the
reconstructed images in Fig. 4. The reconstruction perfor-
mance enhancement is particularly deceptive when PLR
is relatively large. The reason that the proposed encryp-
tion algorithm can enhance signal reconstruction perfor-
mance stems from the theoretical finding that random
permutation can efficiently relax the RIP of parallel com-
pressive sensing with overwhelming probability. Luckily,
random permutation is a key part of the proposed
encryption algorithm.

6.4 Robustness Against Packet Loss

From Figs. 4a and 4 c, we can find that the proposed
encryption algorithm possesses the identical visual effect
as the benchmark one when PLR is no more than about
0.65. Even when PLR reaches 0.9, the outline is still visi-
ble on the whole. So the proposed outsourcing scheme
has a strong robustness against packet-loss networks.
The encoding way by the client can be viewed as effi-
cient multiple description coding using many descrip-
tions to tackle packet loss.

Fig. 3. Encryption versus no encryption.
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Now, let us have a look at robustness from a different
perspective. As shown in Fig. 3, the PSNRs of the no-
encryption and encryption cases start to descend once PLR
exceeds approximately the transition points 0.25 and 0.65,
respectively. For the sake of generality, we denote these
two transition points as g1 and g2, respectively. To attain
satisfactory signal reconstruction quality for the user,
by associating the relation of PLR and SR mentioned in the
Section 6.2 above, we have að1� bÞ 
 1� gið Þ, where
i ¼ 1; 2. This means that given the no-encryption case
ði ¼ 1Þ or the encryption case ði ¼ 2Þ, the client should select
an SR that is no less than 1� gið Þ=ð1� bÞ. In practice, the
PLR often does not surpass 30 percent [45] and thus the SRs
used in our experiment are 1� 0:25ð Þ= 1� 0:3ð Þ 	 1:07 and
1� 0:65ð Þ= 1� 0:3ð Þ ¼ 0:5, corresponding to the cases with-
out encryption and with encryption, respectively. The SR
value of 1.07 implies that even though there is no compres-
sion in the no-encryption case, a good reconstruction perfor-
mance same as that of the benchmark case is not achievable.
In short, the encryption algorithm in the proposed outsourc-
ing scheme can acquire stronger robustness, together with
greater compression rate, better reconstruction performance
and privacy assurance.

6.5 Efficiency Evaluation

The efficiency of the proposed PAO-SRDS is tested using
Lena image under different PLRs and the results are
shown in Table 2, where the number of multi-clouds is

l ¼ 512. Also, in Table 2, toriginal represents the time
required to solve the original reconstruction problem
without encryption; tcustomer, tcloud and tuser are the time
spent by the client, the multi-clouds and the user,
respectively, in the PAO-SRDS. After encryption, the
time of solving the reconstruction problem over
encrypted domain by the multi-clouds is often longer
than the original problem and this speeddown is reflected
as tcloud=toriginal. The proposed PAO-SRDS offers the
client or user computation savings and this speedup is
evaluated as toriginal= tclient þ tuserð Þ.

From Table 2, one can find by simple computation
that the average speeddown value is about 1.44, which
means that the use of encryption causes a computation
increase of about 44 percent. Nevertheless, the advan-
tages of using encryption have been discussed in detail
in the Sections 6.3 and 6.4 above. Importantly, from
Table 2, it can be found that the average speedup value
is about 26�, which means that the use of encryption
has dramatically reduced the computation cost of the
client and/or user. We can also see from the table that
with the increase of PLR, the speedup value becomes
smaller.

At last, we would like to note that we have also used var-
ious other natural images to test the proposed PAO-SRDS,
in terms of PLR versus SR, encryption effectiveness, robust-
ness against packet loss and efficiency evaluation. The
experimental results are similar.

TABLE 1
PSNR Gain of the Encryption Case over the No-Encryption Case

Sparse Data PLR No Encryption (dB) Encryption (dB) PNSR Gain (dB) Average (dB)

Lena

0.65 26.48 31.46 4.98 5.81
0.70 25.41 31.03 5.63
0.75 24.19 30.03 5.84
0.80 22.27 28.55 6.28
0.85 20.67 26.98 6.31
0.90 18.93 24.78 5.85

Baboon

0.65 21.30 23.44 2.14 2.41
0.70 20.89 23.30 2.41
0.75 20.32 22.95 2.63
0.80 19.86 22.45 2.59
0.85 19.60 21.80 2.20
0.90 18.62 21.09 2.47

Boat

0.65 23.17 28.32 5.15 5.98
0.70 22.02 27.91 5.89
0.75 21.10 26.95 5.85
0.80 19.24 25.61 6.37
0.85 17.73 24.26 6.53
0.90 16.55 22.63 6.09

Peppers

0.65 24.46 31.04 6.58 7.26
0.70 23.56 30.58 7.03
0.75 21.68 29.48 7.80
0.80 20.49 28.03 7.53
0.85 19.00 26.30 7.30
0.90 16.87 24.15 7.28

Goldhill

0.65 25.14 30.34 5.20 5.95
0.70 24.34 29.99 5.65
0.75 22.81 29.13 6.32
0.80 21.80 27.96 6.16
0.85 20.41 26.47 6.05
0.90 18.62 24.91 6.29
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7 CONCLUDING REMARKS

In this paper, we have presented a privacy-assured out-
sourcing of SRDS, or PAO-SRDS in short, through packet
loss transmission. The encryption algorithm simply pro-
cesses the indices and amplitudes of the non-zero entries in
the 2D sparse signal. Then the parallel CS is used for robust
coding and the SRDS is outsourced to the multi-clouds,
where each cloud only owns a small quantity of information
of both the measurements and asymmetric support set.
Upon the request of a user, the multi-clouds carry out SRDS
and send the reconstructed signal, which is still encrypted,
to the user. Finally, the user decrypts the reconstructed sig-
nal to recover the original signal. The superior performance
of the proposed PAO-SRDS has been demonstrated by theo-
retical analysis and extensive experimental results.
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