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ARTICLE

Characteristics of cybercrimes: evidence from Chinese judgment
documents
Tianji Cai a, Li Dub, Yanyu Xina and Lennon Y.C. Changc

aDepartment of Sociology, University of Macau, Macau, China; bFaculty of Law, University of Macau, Macau, China;
cSchool of Social Sciences, Monash University, Melbourne, Australia

ABSTRACT
China has witnessed a rapid growth in internet use alongside an unpre-
cedented increase in cybercrimes. Although studies have suggested that
there are many factors that may contribute to the growing number of
cybercrimes, such as the widespread use of online gaming, the low
average income of internet users, and an increased access to IT skills,
systematic analyses of actual convictions are rare. As the level of domes-
tic cybercriminal activities increases rapidly, there is a growing call for
empirical studies on cybercrime in China.

Through the extraction of data from China Judgements Online, the
newly released Chinese judgements service, this study examines the
basic characteristics of cybercrimes in China by analysing 448 sentencing
documents that cover four types of computer crimes: online frauds, real
asset theft, virtual asset theft, and stolen accounts. We analyse cyber-
crime cases from the perspective of the underground economy, focusing
on the roles that cybercriminals play in the value chains of the online
underground market; more specifically, what kind of products and ser-
vices are enabled through cyber theft, and how those products and
services are integrated as components of the underground economy.

KEYWORDS
Cybercrimes; sentencing
documents; value chain;
underground economy

Introduction

There has been a rapid and constant growth in the number of internet users in China. According
to World Factbook published by the Central Intelligence Agency, there were about 253 million
internet users in China in 2008, or 19% of the population (Central Intelligence Agency, 2010;
Chang, 2012). While technology has brought convenience and efficiency, Chinese internet users
are also facing increased cybercrime threats. Henan Communications Administration (2017)
reported that, in 2016, among the 79.6 million internet users in Henan province, 60% received
a large amount of spam, and 58% experienced a stolen account. Data from the Network Hunt
Platform (NHP) operated by the Beijing Public Security Bureau indicated that there were 20,623
reports of online fraud in 2016, with an average loss of RMB9,471 (approximately USD1,422).
Although the total number of reports reduced by 17.1% from 2015, the average loss per victim
increased by 85.5% (Network Hunt Platform [NHP], 2017).

The Chinese Government began to introduce new laws and regulations in response to
cybercrime in the late 1990s. New Articles 285, 286 and 287 were added into the Criminal Law
of the People’s Republic of China 1997 to criminalize and penalize computer crimes. However, only
unlawful intrusions and breakings into computer systems related to state affairs, defense facilities,
or science and technology were deemed illegal. In 2009 and 2015, two new sections referenced to
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Article 285 were introduced to widen the offenses covered. The Cyber Security Law of the People’s
Republic of China came into effect on 1 June 2017, which goes beyond the Criminal Law, and
focuses more on the protection of individual privacy and the integrity of the information
infrastructure. It standardizes the collection and usage of individual information, and clarifies
cybersecurity obligations for all parties in the context of national cyberspace sovereignty, i.e.,
enterprises, financial institutions, and organizations. It also provides specific penalties. For
example, Cyber Security Law defines what ‘key information’ is, and requests that all key informa-
tion be stored on domestic servers instead of servers outside of China. Subjects who violate the
law will face punishment, e.g., suspension of business, license revocation, and monetary penalties.

The renewed push to tackle cybercrime in china

The purposes stated for tackling cybercrimes in China, especially regarding the hacking of computer
systems, are numerous. Some hacking activities are intertwined with online patriotism (Chang, 2011).
For example, the Red Hacker Alliance, an informal group of Chinese hackers, attacked Indonesian
websites after the Jakarta riots against local Chinese nationals in 1998 (Carr, 2011; Henderson, 2007).
Some cybercriminal activities are driven by economic motivations. An editorial in the China Daily
reported that collecting and selling personal information for profit has been one of the major financial
sources for groups in the underground market. According to the report, some employees of bank and
telecommunications companies were also involved in collecting and selling personal information
(Personal data protection, 2012). The buying and selling ofmaterials and tools for hacking are growing
in the underground market (CNCERT, 2013).

Routine Activity Theory (RAT) is one of the most popular criminological theories that has
been used by academics to explain cybercrime (Chang, 2012; Chon & Broadhurst, 2014).
Grabosky (2001) argued that the three elements that define a criminogenic situation − motivated
offenders, suitable targets, and the absence of capable guardians − have their corresponding
components in cyberspace. Criminogenic events may occur in the absence of capable guardians
when the motivated offender and target meet in cyber space. Hackers, fraudsters, pirates, etc. can
be seen as motivated offenders, whether motivated by politics, money or revenge. Digital property,
personal information, on-line bank accounts, virtual assets, as well as computer systems them-
selves, are well-qualified to be suitable targets as they have no weight, are easy to move and have
value. The absence of capable guardians will be due to the lack of individual protection (anti-virus
software), network administrators, forum moderators, users and peers, or result from a limited
amount of state intervention and regulation (Leukfeldt, and Yar, 2016; Nikitkov, Stone, & Miller,
2014; Chen 2006). The burgeoning online hidden market not only facilitates cybercriminal
activities by linking supply, and trading components (Chen, 2006), but it is also a catalyst for
certain widespread forms of cybercrime by offering easy-to-use tools and malware, with training
materials to assist newcomers (Chon & Broadhurst, 2014).

Although China is infamous for politically-motivated intelligence-gathering and espionage,
little attention has been paid to domestic cybercrime, such as online fraud, virtual asset theft, and
stolen accounts. In addition, the booming online hidden market in China has received much
media coverage in the last decade. Zhuge et al. (2009) and Zhuge, Gu, and Duan (2012) researched
the online market in China and demonstrated four distinct value chains for cybercrime.

Building upon the work of Zhuge, Gu and Duan on value chain and cybercrime, as well as
being guided by RAT, the authors examine domestic cybercrime in China, using cases collected
from the newly-released Chinese judgment online service. We analyze cybercrime from the angle
of the underground economy (the exchange of illegal goods and services). We focus on the roles
that cybercriminals play in the value chains of the online underground market. That is, we explore
the kind of products and services they provide, and demonstrate how those products and services
are integrated into the underground economy, or ‘dark’ market.
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‘Value chains’ in the online underground markets

Similar to markets in the US (Sood, Bansal, & Enbody, 2013) and Europe (Hutchings & Holt,
2015), the online hidden market in China links together the various components of the under-
ground economy, such as logistics, operational support, trading, and communications (Chen,
2006; Fallmann, Wondracek, & Platzer, 2010). Today, while online forums and chat groups
provide efficient platforms for personal interactions, criminals also use these tools to build an
underground market where one can acquire and sell illicit products and services, as well as
establish illegal labor assignments. In China, Baidu Post Bars and Tencent QQ chat groups are
two commonly used platforms for the dark market. To operate within the market, cybercriminals
need to play various roles with a clear division of labor, following multiple value chains to deliver
products or services for the market. The use of new IT technologies, such as online shopping and
payment, coupled with slow changes in legislation and poor enforcement of the law (Pi, 2011), has
rendered Chinese citizens more vulnerable to cybercriminal activities compared to citizens of the
western world (Lu, Liang, & Taylor, 2010; NHP, 2017).

Previous studies have delineated four value chains in the online underground markets: real
assets theft; virtual assets theft; internet resources and service abuse, and hacking techniques
(Chen, 2006; Zhuge et al., 2012). Characteristics of the online underground markets, such as
anonymous suppliers and buyers, encrypted transactions, and decentralized structure make them
exceedingly difficult to trace (Hardy & Norgaard, 2016). Nevertheless, there are valuable clues,
allowing us to explore each of the four chains in the paragraphs below.

Real asset theft

Real assets theft, for example, is executed by illegally accessing online banking or payment accounts.
Criminals steal real assets and then monetize the stolen assets. A typical routine involves two steps:
stealing and money-laundering (Zhuge et al., 2012). Stealing uses various techniques, such as
phishing and/or installing malicious computer software such as Trojan Horse in order to acquire
account information and login credentials. Money-laundering is used when stolen assets are 1)
transferred to criminals’ accounts, usually registered under fake names, and cash is withdrawn from
ATMs in multiple locations (Gu, 2015); or 2) used to purchase shopping cards or credit points
without tracking information (Chen, 2006). According to NHP (2017), the total losses from real
asset theft in China in 2016 had reached RMB1.95 billion (approximately USD293 million).

Network virtual asset

The second value chain targets network virtual assets, such as virtual currencies, equipment, and
membership. During the past decade, China’s online gaming market witnessed meteoric growth,
with revenues growing from approximately USD10 million in 2001 (IResearch, 2008), to approxi-
mately USD27.3 billion in 2016 (IResearch, 2017). Most online games have introduced a system of
virtual assets, such as virtual currency, treasures, equipment, and site membership. These require
real money to purchase, or one can take time to earn them (Guo & Barnes, 2007). Players quickly
self-initiated an online market to trade these virtual assets. However, it was not until 2008 that
virtual assets were protected by law in China (Chen, 2017). This delay left millions of gamers
unprotected, and their virtual assets were vulnerable to cybercriminal activity. Similar to the value
chain for stealing real assets, the value chain for virtual assets starts from acquiring account
information and login credentials (Dilla, Harrison, Mennecke, & Janvrin, 2013). Once an account
is hacked, criminals will transfer the virtual assets in the account to another account, or change
the password and account settings in order to take control of the account. These virtual assets
and/or accounts are then listed on the black market for sale (Chew, 2011; Zhuge et al., 2009). The
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estimated loss in 2011 alone was RMB 1.42 billion (approximately USD213 million), which was
about 3.18% of the online gaming market (IResearch, 2012).

Internet resources and service abuse

The third value chain relates to internet resources and service abuse. The Chinese government has
invested heavily in constructing and improving information infrastructure in the areas of impor-
tant public services, such as public security, transportation, health, and educational services. The
unprotected development of critical information infrastructures allows cybercriminal activities to
occur, especially when the regulatory governance of cyberspace is missing (CNCERT/CC, 2017).
Although it is difficult to gain a complete picture of the total damage caused by internet resources
and service abuse, Zhuge et al. (2012) estimated that, in 2011, damage inflicted by botnets, Trojan
infections, smartphone infections, drive-by downloads, hidden-link attacks, or hacked servers
amounted to RMB 1.88 billon (approximately USD282 million).

Hacking techniques

The last value chain is the supply chain for hacking techniques, which includes products and
services that facilitate hacking. This supply chain serves as an engine for online underground
economic activities, as it provides the technical basis, such as hacking tools and training, for all
other value chains. Hackers develop malwares and attack tools and distribute these tools to
other cybercriminals (Sood et al., 2013; Symantec, 2008). Hackers also offer training for new
players by writing guidelines, organizing group attacks, and providing technical support.
Cybercriminals take on various roles in the value chains and the interdependent transactions
that connect them. For instance, a hacker can be hired to develop malware and deliver it to an
agent who then sells the malware to clients. The products and services provided by the hacker
can potentially help buyers to develop the capacity for future cybercrime activities (Chang,
2012; Gu, 2015; Sood et al., 2013).

The criminal law of the people’s republic of china

The Criminal Law specifies five computer-related crimes, including illegally invading, controlling,
and sabotaging computer systems, illegally obtaining computer data, and intentionally creating or
spreading destructive programs. Added in 1997, Articles 285 and 286 cover the criminal activities
such as intrusion and interference for computer systems used for state affairs, national defense
construction, and sophisticated science and technology; and Article 287 deals with crimes
committed by using computers and the internet, e.g., online fraud and theft (Chang, 2012;
Chen, 2017).

Due to the rapid increase of new norms of cybercriminal activities, Article 285 was amended in
2009 so that invasions of other types of computer systems that were not listed in the 1997 version
are considered as cybercrimes. Article 285 was expanded again in 2015 to hold network service
providers who fail to perform network security obligations as well as those who knowingly
provide technical or material support to cybercriminals accountable (National People’s
Congress Standing Committee [NPCSC], 2015).

Although the current law covers a wide range of cybercriminal behaviors, several issues related
to the application of Chinese cybercrime legislation are left unaddressed (Li, 2016; Lu et al., 2010;
Qi, Wang, & Xu, 2009). For example, some paragraphs in Article 286 may involve the overlap of
provisions which could cause confusion and difficulties in implementation. Especially since many
modern cybercriminal activities start with creating and spreading computer viruses, which then
leads to the abnormal operation of a system, thus causing the destruction of data and applications
in the infected system (Li, 2016).
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Moreover, some scholars suggest that there should be an extension to the current scope
regarding the subject of cybercrimes because the subject of a computer crime was initially limited
to natural persons (Huang & Chen, 2005; Zhao & Yu, 2001). According to Article 17(2) of the
Criminal Law, an individual between 14 and 16 years old is not capable of being charged for
cybercrimes, because cybercrime is not among the eight categories of ‘severe’ offenses for which
youth between 14 to 16 years are eligible: intentional homicide, intentional injury resulting in
serious harm or death, rape, robbery, drug trafficking, arson, explosion, and poisoning. However,
many cybercrime perpetrators are under 16 years of age. According to the current criminal law,
those offenders are to be given a lighter or mitigated punishment. Although the XI Amendment
added the term ‘unit’ (e.g., company or organization) as a potentially liable party, many still
suggest a lower liable age, such as 15 years old, is an appropriate addition to the interpretation of
the amendment (Huang & Chen, 2005; NPCSC, 2015).

In addition, current law enforcement still largely relies on campaign-style policing (Lu et al.,
2010), which may be triggered by public unrest. For example, a campaign against phone-scams and
related cybercrimes that collect and sell personal information was immediately initiated after the
tragic death of a college student, Xu Yuyu, who was defrauded by a swindler using information
bought online. Yuyu died of a heart attack just two days after she was victimized by the cybercriminal
(Cao, 2017). However, such campaigns are more or less temporary, and often lack consistency.
Furthermore, many campaigns target moral offenses in cyberspace, such as pornography or politi-
cally-motivated rumor-mongering (Lu et al., 2010). Many offenses such as online gambling, fraud,
invasion of privacy, and public humiliation are, thus, selectively overlooked or ignored.

Research methodology

The current study involved an analysis of all the cybercrime sentencing documents from January
2008 to March of 20171 that were uploaded to the China Judgments Online (CJO) website. For
practical reasons, a narrow definition of cybercrime has been adopted, focusing on offenses against
computer data and systems. The CJO is the government platform for archiving legal documents
nationwide. It collects sentence documents made by all levels of courts, except for those that may
contain classified information or pose a threat to individual privacy. So far, more than 39 million
sentence documents are available. Among all the available cases, more than half of them are civil
(63%), followed by enforcement (18%), criminal (15%), and administrative (4%) matters.

The sentencing documents for criminal cases contain three parts: caption, main body, and
conclusion. The caption lists the parties, the court, the case number, and related information. The
main body consists of a description of facts: offender information (e.g., gender, age, prior
offending history), offense characteristics (e.g., type of crime, time, location, the number of
offenders, the number of victims, offender and victim relationship), and process (e.g., legal
representation and appeal). The conclusion includes the dispositional decisions, such as citations
of law and sentences. The names of the judge, collegiate bench, and lawyer (if any) are given at the
end of the document.

We retrieved the sentencing documents only from the first trial that cited Articles 285, 286, and
287. After deleting duplicate and misclassified cases, there were a total of 448 sentencing docu-
ments from a first trial. Using the categories and keywords identified by Zhuge et al. (2012), we
coded all cases to solicit information on the connections between the underground economy and
criminal activities (see Table 1). Their first sentencing outcomes, e.g., the length of sentence,
probation, and the amount of the fines, were also coded.

Results

Table 1 shows the overall pattern of selected cybercrimes in China by each value chain. About
20% of the total cases involve real assets theft, such as illegally accessing bank accounts, online
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gambling, copying bankcards, and fraud. Gambling in general is illegal in China except for state-
run lotteries. The cases citing Articles 285, 286 and 287 with keywords ‘online gambling’ are not
illegal gambling cases; all of them are associated with stealing game tokens, or cheating using a
Trojan horse and then monetizing illegal gains. There are only 31 cases containing the keyword
‘fraud’ because after the implementation of Article 287.1 and Article 287.2 (the provisions dealing
with concurrence), most fraud perpetrators using computer techniques were sentenced according
to the articles related to fraud.

Previous findings indicated that the virtual assets theft chain is much more prolific in China
than in other countries (Chew, 2011). Among all sentencing documents, 15.6% of them (70 cases)
included game account ID, game equipment, and game coins theft in the sentencing descriptions,
with a mean and median profit of RMB 874,343 and RMB 51,780, respectively. Even if we remove
the top three cases with the highest profit (average profit of RMB 8.67 million), which all involved
cheating using a Trojan horses in online gambling, the average profit drops to RMB 143,188, with
a median of RMB 47,400.

There were 145 cases (slightly more than 30%) that had information on the value chain of
internet resources and services abuse, such as online shopping account ID theft, chatting account
theft, illegally accessing a customer list, or abducting a smart phone. All smartphone abduction
cases (12 cases) started with a phishing website to obtain login credentials such as an Apple ID
(where a password was not necessarily needed). Once obtained, the devices were locked, and
victims were forced to pay the thieves to unlock their devices or accounts. Consistent with the role
of the last value chain, the majority of cases (82.1%) include information on supplying hacking
techniques, such as developing malware, and providing hacking training and services.

Table 2 represents the distribution of the types of systems that cybercriminals have targeted in
China. Similar to the United States (Andreasson, 2011) and European countries (Oliveira &
Stickings, 2016), 68.8% of cases reported concern commercial systems such as online shopping
companies (e.g., Taobao), telecom companies (e.g., China Mobile), and IT companies (e.g.,
Tencent). The top two types of cybercrimes targeting online shopping companies were: account

Table 1. Value chains of online underground economy.

Value chain Keywords N %

Length of sentence in
month

Mean (SD)

Real asset theft Bank account, online gambling, fraud, reimbursement
receipt

88 19.64 35.80(26.34)

Network virtual assets theft Game account id, game equipment, game coins 70 15.63 30.77(19.50)
Internet resources and
services abuse

Online shopping account id, chatting id, customer list,
phone id,

145 32.37 27.95(18.56)

Hacking techniques, tools, &
training

Developing malware, providing training, hacking website,
providing services

368 82.14 29.24(21.23)

Table 2. Types of targeted systems from 2008 to 2017.

Commercial systems Online gaming companies Public systems Internet café Governmental systems
Year Mean (SD) Mean (SD) Mean (SD) Mean (SD) Mean (SD) N

2008 1.00(–) – – – – 1
2009 – – – –
2010 1.00(–) 1.00(–) – – – 1
2011 .67(.58) .33(.58) – – – 3
2012 .75(.46) .50(.53) .25(.46) .13(.35) .25(.46) 8
2013 .58(.50) .34(.48) .21(.41) .21(.41) .03(.19) 29
2014 .66(.48) .28(.45) .13(.33) .15(.35) .08(.28) 134
2015 .72(.45) .26(.44) .17(.38) .11(.31) .07(.27) 119
2016 .69(.46) .24(.42) .13(.33) .06(.24) .06(.24) 144
2017 .78(.44) .11(.33) – – – 9
Total .68(.46) .27(.44) .14(.35) .11(.32) .07(.26) 448
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theft (real assets theft), and hacking services such as faking transactions, or providing positive
reviews to improve seller performance. In terms of telecom companies, the common cybercrimes
were fraud (e.g., faking records to obtain credit or points of sales), and electronic spamming (e.g.
sending phishing messages). As China promotes the so-called ‘cashless life’ plan (i.e., using
smartphone apps to pay for almost everything) (Gu, 2017), WeChat Pay (by Tencent) and
Alipay (used by Taobao) have become popular in China. Inevitably, they also become suitable
targets of cybercrime for both real and virtual asset thefts.

Online gaming companies are also frequently targeted by cybercriminals. In the case of online
gambling, 26.8% of cases reported that cybercriminals committed either virtual assets theft or
manipulated illegal online gambling. Public systems are also commonly targeted (14.1%), with
school systems and those seeking to make a medical purchase being particularly vulnerable.
Information on medical purchases, prescriptions, and patients are valuable on the black market
because it can be used by criminals to initiate fake claims with insurers, buy medical equipment or
prescription drugs for resale, or sell the information to pharmaceutical sales representatives (Riley
& Robertson, 2014). For the attacks on public systems in China, our data show that medical
purchases or patients’ records are used by criminals to conduct phishing; while attacks on school
systems were more likely to be done by students who want to modify grades or test scores.

Our data show that 11.2% of cybercrime cases targeted internet cafés, which might be related to
the surge of such establishments throughout the region. Internet cafés started in China in 1995
(Liang & Lu, 2010; Lum, 2006), and have experienced rapid growth (with little regulatory super-
vision) ever since. After a fatal fire accident in 2002 in the Lanjisu (Blue Ultraspeed) internet café
that killed 24 people, the Chinese government tightened its grip on the business, requiring all
internet cafés to verify and register the identification cards. This was done primarily to protect
minors by providing safe internet use (State Council, 2002). The real-name registry requirement
promoted an underground market for malware that allowed access to the service without
registration (Lu, 2007). Following the legislative changes, individuals who were producing,
providing, and supporting such malware were prosecuted. Of note is the fact that the booming
business of internet cafés also made the cafés a target of real assets theft.

The last target is governmental systems (7.14%), such as governmental records on traffic or
criminal offenses. Chinese cybercriminals are generally reluctant to attack governmental systems
because of the high risk. For example, in a trial document, one defendant was recorded as stating
that members of his group are prohibited from hacking governmental systems.2 Usually such
conduct is assisted by a government insider without a technical background.3

Over time, with the exception of commercial systems, the cybercrime trends in targeting
governmental systems, internet cafés, and online gaming systems has declined. This may reflect
the changing economic structure (e.g., internet cafés are losing popularity as personal computers
and smartphones are on the rise), as well as indicate the intensified law enforcement of cybercrime.

According to the Criminal Law, criminal activities under Articles 285, 286, and 287 are
subject to four types of sentencing outcomes: fixed-term imprisonment, criminal detention,
probation, and fines. Table 3 summarizes the outcomes from 2008 to 2017. The average
number of defendants per case has been relatively stable over the years. Most defendants
received a fixed-term of imprisonment with a mean of 28.89 months and a standard deviation
of 20.63. Over the years, the average length of sentence declined from 36.17 months in 2012 to
25.30 months in 2016. The standard deviation of such sentences dropped from 21.68 to 14.72.
However, the number of cases each year has increased dramatically. Less than half (47.7%) of
defendants were given probation, with the average length being 29.32 months, which is almost
the same amount of time for the fixed-term sentences of imprisonment. About 72.3% of
defendants were financially penalized, with a mean fine amount of RMB 52.61 thousand, but
the standard deviation was more than three times the mean, indicating huge variations in cases
and defendants.
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To see if a major defendant received a heavier punishment, we repeated the analysis in Table 3
for major defendants only, and presented the results in Table 4. Compared to their counterparts,
major defendants did receive longer imprisonment (31.26 versus 21.89 months) but with a similar
standard deviation; less probation (36.8% versus 47.7%); and higher fines (65.67 versus 52.61
thousand RMB).

Discussion

The current study investigated cybercrime in China by examining court sentencing documents
with a focus on investigating the roles that cybercriminals play in the value chains of the online
underground economy. Among the total of 448 cases, almost all were motivated by economic
reasons, except for eight cases that were either out of spite or simply voluntary. This finding
supports claims that domestic cybercrimes are mainly economically motivated (Gu, 2015; Qi,
2009; Zhuge et al., 2012). However, there might also be a possibility that those hacking govern-
ment sites for political purpose are not prosecuted using the Criminal Law nor are they included
in the system due to the sensitivity.

Our analysis revealed that the provision of hacking products and services still serves as the
main engine of value chains for the online underground economy. More than 80% of these types
of crimes involved hacking products and services. In particular, network virtual assets thefts,
especially ones involving online gambling, contributed to a high profit among all the value chains
identified, even though the proportion of cases was not large. For those who want to steal virtual
assets, they might need to be a prolific hacker. They can simply become motivated offenders
through buying hacking tools and/or services online.

We identified a pattern of targeted systems over time. Based on our data, we found that attacks
on online gaming companies, public systems, internet cafés, and governmental systems have been
declining, while invasions of commercial systems such as online shopping, online payments, and
communication systems have maintained a high incidence rate. Our results also showed that the
attacks on online gaming systems are declining. However, given the size of the online gaming
market, we expect that the battle against virtual property thefts will be long-term. Moreover,
besides regular virtual property theft, the online gambling industry offers an extremely lucrative
source of financial gain for cybercriminals. Thus, it is reasonable to expect that the profit-driven
cybercriminals will be increasingly attracted to this kind of business in the coming years, which
will pose a huge challenge for regulatory supervision.

In addition, as internet cafés lose popularity and lose revenue in China, we can predict that
cybercrimes targeting internet cafés will further diminish (Liang & Lu, 2010). Similarly, as the
Chinese government has invested heavily in upgrading governmental infrastructure and public
e-services in the past few years, it will become increasingly difficult to hack governmental systems

Table 4. Sentencing outcomes for major defendants from 2008 to 2017.

Fixed-term (month) Detention (month) Probation (month) Fine (in 1,000 RMB)

Year Mean (sd) N Mean (sd) N Mean (sd) N Mean (sd) N

2008 36.00(–) 1 – – –
2009 – – – –
2010 18.00(–) 1 – – 5.00(–) 1
2011 9.00(4.24) 2 3.00(–) 1 6.00(–) 1 1.00(–) 1
2012 45.00(26.30) 8 – 60.00(–) 1 283.75(544.20) 4
2013 30.29(24.18) 31 – 26.73(15.50) 11 51.88(72.76) 16
2014 33.38(23.96) 125 5.25(0.50) 4 31.91(15.78) 44 143.53(517.44) 68
2015 33.00(24.21) 106 4.80(1.10) 5 29.19(15.42) 42 39.06(47.87) 65
2016 28.14(16.46) 135 4.71(0.76) 7 32.59(17.04) 49 24.77(35.43) 94
2017 21.75(14.76) 8 4.00(–) 1 23.20(21.43) 5 19.88(18.05) 8
Total 31.26(21.82) 419 4.72(.89) 18 30.77(16.35) 154 65.67(279.01) 258
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to access information such as records on traffic or criminal offenses. School and medical service
systems remain vulnerable due to low level of security (Neusoft, 2017) and the users’ low cyber
security awareness.

Our study indicated that the punishment for cybercriminals has changed in recent years. In
general, cybercrimes in China are categorized as crimes of disrupting the order of social adminis-
tration, rather than being more serious crimes. Under the current criminal law in China, the
maximum penalty for a cybercrime offense is seven years fixed-term imprisonment. Although the
variability of sentencing has declined over the years, cybercriminals received relatively lenient
punishments in China compared to other countries, e.g., UK (Doyle, 2014) and US (Reinhart,
2012). For instance, on average, a convicted cybercriminal receives less than two years fixed
imprisonment, and about 42% receive probation. The level of penalty imposed often does not
match the seriousness of the offense (Du, 2017; Zhang, 2015). According to RAT, motivated
offenders are going through a cost-benefit assessment before they decide to commit a crime.
When they see a suitable target, they will assess whether there are capable guardians. The
opportunity of being caught and the severity of the punishment will be key to their decision.
Cybercrime investigation has long been recognised as a main barrier for combating cybercrime. If
the judges continue to take a lenient attitude toward cybercrime and do not take them seriously, we
can predict that cybercrime will increase drastically, as there will be lower cost for the motivated
offender to commit the crime.

As a civil law system country, China’s criminal justice system is characterized by limited judicial
discretion. There are five categories of principal punishments: public surveillance (three months to
two years), detention (one to six months), fixed-term imprisonment (six months to fifteen years for
a single offense), life imprisonment, and the death penalty. The criteria for allocating each type of
punishment are clearly delineated in the law. However, granting probation is within a judge’s
discretion as long as the length of sentence is no more than three years of imprisonment. If a
probationer does not violate any of the regulations (which are similar to public surveillance within
the probation period), the original sentence will no longer be executed (Tursun, 2010). Therefore,
probation can be considered as one way of downgrading the sentence type from fixed-term
imprisonment to public surveillance. Large percentages and longer terms of probation are clear
indictors of a more lenient punishment regime for cybercrimes.

Finally, we found that more than 80% of convicted cases include the value chain of providing
hacking techniques. The value chain supplies tools and supports. As an incubator, it provides
training to cultivate a new generation of cybercriminals. Therefore, monitoring and tracking the
supply chain would help to undermine cybercriminal activities. Individuals in the online under-
ground market communicate with each other using coded systems or jargon (Reyes, et al., 2007).
From our analysis, many cybercriminals used instant messaging systems (e.g., Tencent QQ) or
online web forums (e.g., Baidu Post Bar) to find customers or recruit criminals. This finding
supports Zhuge’s (2012) proposed measures that, in order to fight cybercrime and to deter
participants, building a task force within the scope of law to monitor suspicious posts or messaging
groups would be better than simply shutting down communication methods.

Limitations in this study

The above analysis is limited in some respects: First, due to practical reasons, we followed a narrow
definition of cybercrime, focusing on offenses against computer data and systems, which limits the
generalizability of our findings. Further work is needed to cover other types of cybercrime offenses.

Second, the cases analysed are a very small subset of cybercriminal activities, even though we
retrieved all the sentencing documents from the official platform. Reports and surveys suggested
that more than 60% of internet users experienced at least one type of cybercrime in the past year
(NHP, 2017). The small number of cases uploaded in the system, however, implies that only a very
small proportion of cybercriminals were caught, and an even smaller group was prosecuted.
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Therefore, the convicted cases are highly selective in nature; for example, cases involving cracking
the real-name system in internet cafés, or infiltrating state-owned telecom companies, or high-
valued entities. Therefore, our results only provide a glimpse of a much larger issue.

Third, the SPC requires all levels of courts to upload effective sentence documents within six
months of conviction. Nevertheless, many cases might not be uploaded due to technical issues or
the sensitivity of some cases. This issue is particularly relevant to our study, since cases that
included the hacking of systems with sensitive information would not be uploaded, further
limiting the generalizability of this study.

Conclusion

The Chinese government has started to develop strategies and enforce measures for improving
cybersecurity. However, the pervasive use of the internet and constant innovations in the IT field
continue to challenge the Chinese government’s ability to combat cybercrime effectively and efficiently.

Based on the huge discrepancy in terms of the number of cases in the survey report we
analysed, we believe that the current measures against cybercrime in China are still insufficient
due to the lack of capacity-building of crime scientists. The lenient attitudes of the judges on
penalising cybercrime also contribute to the insufficiency.

To develop effective countermeasures against cybercrimes, collaborations with other enforce-
ment units for money laundering, gambling, and fraud are needed. For example, the top three
high profitable cases listed in the chain of virtual assets theft were all related to underground
gambling using stolen virtual assets to then monetize illegal gains.

As China moves towards becoming a cashless society, monitoring irregular currency flow has
become increasingly important in fighting financial crime. This can not only be done by the police
but by the private sector, such as financial and telecommunication authorities and industries.
Rising the awareness of the impact and damage of cybercrime to the society is also important.
More educations need to be provided to government officials, judges, prosecutors and police to
change their mind-set on cybercrime.

Notes

1. There were no cases citing the new amendment in 2015 while retrieving the sentencing document.
2. Case reference number: (2015) E Tieshan Xing Chuzi 00006.
3. Case reference number: (2016) Min 0181 Xingchu 513.
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