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Abstract— In many practical scenarios, image encryption has
to be conducted prior to image compression. This has led to
the problem of how to design a pair of image encryption and
compression algorithms such that compressing the encrypted
images can still be efficiently performed. In this paper, we design
a highly efficient image encryption-then-compression (ETC) sys-
tem, where both lossless and lossy compression are considered.
The proposed image encryption scheme operated in the predic-
tion error domain is shown to be able to provide a reasonably
high level of security. We also demonstrate that an arithmetic
coding-based approach can be exploited to efficiently compress
the encrypted images. More notably, the proposed compression
approach applied to encrypted images is only slightly worse,
in terms of compression efficiency, than the state-of-the-art
lossless/lossy image coders, which take original, unencrypted
images as inputs. In contrast, most of the existing ETC solutions
induce significant penalty on the compression efficiency.

Index Terms— Compression of encrypted image, encrypted
domain signal processing.

I. INTRODUCTION

CONSIDER an application scenario in which a content
owner Alice wants to securely and efficiently transmit an

image I to a recipient Bob, via an untrusted channel provider
Charlie. Conventionally, this could be done as follows. Alice
first compresses I into B , and then encrypts B into Ie using
an encryption function EK (·), where K denotes the secret key,
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as illustrated in Fig. 1(a). The encrypted data Ie is then passed
to Charlie, who simply forwards it to Bob. Upon receiving Ie,
Bob sequentially performs decryption and decompression to
get a reconstructed image Î .

Even though the above Compression-then-Encryption (CTE)
paradigm meets the requirements in many secure transmission
scenarios, the order of applying the compression and encryp-
tion needs to be reversed in some other situations. As the
content owner, Alice is always interested in protecting the
privacy of the image data through encryption. Nevertheless,
Alice has no incentive to compress her data, and hence,
will not use her limited computational resources to run a
compression algorithm before encrypting the data. This is
especially true when Alice uses a resource-deprived mobile
device. In contrast, the channel provider Charlie has an
overriding interest in compressing all the network traffic so
as to maximize the network utilization. It is therefore much
desired if the compression task can be delegated by Charlie,
who typically has abundant computational resources. A big
challenge within such Encryption-then-Compression (ETC)
framework is that compression has to be conducted in the
encrypted domain, as Charlie does not access to the secret
key K . This type of ETC system is demonstrated in Fig. 1(b).

The possibility of processing encrypted signals directly in
the encrypted domain has been receiving increasing attention
in recent years [2]–[6]. At the first glance, it seems to be
infeasible for Charlie to compress the encrypted data, since
no signal structure can be exploited to enable a traditional
compressor. Although counter-intuitive, Johnson et. al showed
that the stream cipher encrypted data is compressible through
the use of coding with side information principles, with-
out compromising either the compression efficiency or the
information-theoretic security [7]. In addition to the theoretical
findings, [7] also proposed practical algorithms to losslessly
compress the encrypted binary images. Schonberg et. al later
investigated the problem of compressing encrypted images
when the underlying source statistics is unknown and the
sources have memory [8], [9]. By applying LDPC codes in
various bit-planes and exploiting the inter/intra correlation,
Lazzeretti and Barni presented several methods for loss-
less compression of encrypted grayscale/color images [11].
Furthermore, Kumar and Makur applied the approach of [7]
to the prediction error domain and achieved better lossless
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Fig. 1. (a) Traditional Compression-then-Encryption (CTE) system;
(b) Encryption-then-Compression (ETC) system.

compression performance on the encrypted grayscale/color
images [12]. Aided by rate-compatible punctured turbo codes,
Liu et. al developed a progressive method to losslessly com-
press stream cipher encrypted grayscale/color images [13].
More recently, Klinc et al. extended Johnson’s framework to
the case of compressing block cipher encrypted data [10].

To achieve higher compression ratios, lossy compression
of encrypted data was also studied [14]–[20]. Zhang et. al
proposed a scalable lossy coding framework of encrypted
images via a multi-resolution construction [14]. In [15], a
compressive sensing (CS) mechanism was utilized to compress
encrypted images resulted from linear encryption. A mod-
ified basis pursuit algorithm can then be applied to esti-
mate the original image from the compressed and encrypted
data. Another CS-based approach for encrypting compressed
images was reported in [16]. Furthermore, Zhang designed
an image encryption scheme via pixel-domain permutation,
and demonstrated that the encrypted file can be efficiently
compressed by discarding the excessively rough and fine infor-
mation of coefficients in the transform domain [17]. Recently,
Zhang et. al suggested a new compression approach for
encrypted images through multi-layer decomposition [18].
Extensions to blind compression of encrypted videos were
developed in [19], [20].

Despite extensive efforts in recent years, the existing ETC
systems still fall significantly short in the compression perfor-
mance, compared with the state-of-the-art lossless/lossy image

and video coders that require unencrypted inputs. The primary
focus of this work is on the practical design of a pair of image
encryption and compression schemes, in such a way that com-
pressing the encrypted images is almost equally efficient as
compressing their original, unencrypted counterparts. Mean-
while, reasonably high level of security needs to be ensured.
If not otherwise specified, 8-bit grayscale images are assumed.
Both lossless and lossy compression of encrypted images will
be considered. Specifically, we propose a permutation-based
image encryption approach conducted over the prediction error
domain. A context-adaptive arithmetic coding (AC) is then
shown to be able to efficiently compress the encrypted data.
Thanks to the nearly i.i.d property of the prediction error
sequence, negligible compression penalty (< 0.1% coding loss
for lossless case) will be introduced. Furthermore, due to the
high sensitivity of prediction error sequence against distur-
bances, reasonably high level of security could be retained.

The rest of this paper is organized as follows. Section II
gives the details of our proposed ETC system, where lossless
compression is considered. Extension to the case of lossy
compression is given in Section III. In Section IV, we present
the security analysis and evaluation of the compression per-
formance. Experimental results are reported in Section V to
validate our findings. We conclude in Section VI.

II. PROPOSED ETC SYSTEM

In this section, we present the details of the three key
components in our proposed ETC system, namely, image
encryption conducted by Alice, image compression conducted
by Charlie, and the sequential decryption and decompression
conducted by Bob.

A. Image Encryption Via Prediction Error Clustering
and Random Permutation

From the perspective of the whole ETC system, the design
of the encryption algorithm should simultaneously consider
the security and the ease of compressing the encrypted data.
To this end, we propose an image encryption scheme operated
over the prediction error domain. The schematic diagram of
this image encryption method is depicted in Fig. 2. For each
pixel Ii, j of the image I to be encrypted, a prediction Īi, j

is first made by using an image predictor, e.g. GAP [21]
or MED [22], according to its causal surroundings. In our
work, the GAP is adopted due to its excellent de-correlation
capability. The prediction result Īi, j can be further refined
to Ĩi, j through a context-adaptive, feedback mechanism [21].
Consequently, the prediction error associated with Ii, j can be
computed by

ei, j = Ii, j − Ĩi, j (1)

Although for 8-bit images, the prediction error ei, j can poten-
tially take any values in the range [−255, 255], it can be
mapped into the range [0, 255], by considering the fact that the
predicted value Ĩi, j is available at the decoder side. From (1),
we know that ei, j must fall into the interval [− Ĩi, j , 255− Ĩi, j ],
which only contains 256 distinct values. More specifically,
if Ĩi, j ≤ 128, we rearrange the possible prediction errors
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Fig. 2. Schematic diagram of image encryption.

− Ĩi, j ,− Ĩi, j + 1, . . . , 0, 1, . . . , Ĩi, j , Ĩi, j + 1, . . . , 255 − Ĩi, j in
the order 0,+1,−1, . . . ,+ Ĩi, j ,− Ĩi, j , Ĩi, j + 1, Ĩi, j + 2, . . . ,

255 − Ĩi, j , each of which is sequentially mapped to a value
between 0 to 255. If Ĩi, j > 128, a similar mapping could be
applied. Note that, in order to reverse the above mapping, the
predicted value Ĩi, j needs to be known. In the sequel, let us
denote the mapped prediction error by ẽi, j , which takes values
in the range [0, 255].

Our proposed image encryption algorithm is performed over
the domain of the mapped prediction error ẽi, j . Instead of
treating all the prediction errors as a whole, we divide the
prediction errors into L clusters based on a context-adaptive
approach. The subsequent randomization and compression will
be shown to be benefited from this clustering operation. To
this end, an error energy estimator originally proposed in [21]
is used as an indicator of the image local activities. More
specifically, for each pixel location (i, j), the error energy
estimator is defined by

�i, j = dh + dv + 2|ei−1, j | (2)

where

dh = |Ii−1, j − Ii−2, j | + |Ii, j−1 − Ii−1, j−1|
+|Ii, j−1 − Ii+1, j−1|

dv = |Ii−1, j − Ii−1, j−1| + |Ii, j−1 − Ii, j−2|
+|Ii+1, j−1 − Ii+1, j−2| (3)

and ei−1, j is the prediction error at location (i − 1, j).
The design of the cluster should simultaneously consider the
security and the ease of compressing the encrypted data.
In an off-line training process, we collect a set of samples
(ẽ,�) from appropriate training images. A dynamic program-
ming technique can then be employed to get an optimal
cluster in minimum entropy sense, i.e., choose 0 = q0 < q1 <
· · · < qL = ∞ such that the following conditional entropy
measure is minimized

∑

0≤i≤L−1

H (ẽ|qi ≤ � < qi+1)p(qi ≤ � < qi+1) (4)

where H (·) is the 1-D entropy function taking logarithm in
base 2. It can be seen that the term H (ẽ|qi ≤ � < qi+1)
denotes the entropy of the prediction error sequence in the
i th cluster, and hence, (4) becomes an approximation of the

bit rate (in bpp) of representing all the prediction errors.
Therefore, the cluster designed by minimizing (4) is expected
to achieve optimal compression performance.

Also, the selection of the parameter L needs to balance the
security and the encryption complexity. Generally, larger L
could potentially provide higher level of security because there
are more possibilities for the attacker to figure out. However,
it also incurs higher complexity of encryption. We heuristically
find that L = 16 is an appropriate choice balancing the
above two factors well. Note that the cluster configurations,
i.e. the values of all qi , are publicly accessible. For each
pixel location (i, j), the corresponding cluster index k can be
determined by

k = {k|qk ≤ �i, j < qk+1} (5)

The algorithmic procedure of performing the image encryp-
tion is then given as follows:

Step 1: Compute all the mapped prediction errors ẽi, j of
the whole image I .

Step 2: Divide all the prediction errors into L clusters Ck ,
for 0 ≤ k ≤ L − 1, where k is determined by (5), and each
Ck is formed by concatenating the mapped prediction errors
in a raster-scan order.

Step 3: Reshape the prediction errors in each Ck into a
2-D block having four columns and �|Ck |/4� rows, where |Ck|
denotes the number of prediction errors in Ck .

Step 4: Perform two key-driven cyclical shift operations to
each resulting prediction error block, and read out the data in
raster-scan order to obtain the permuted cluster C̃k .

Let CSk and RSk be the secret key vectors controlling
the column and the row shift offsets for Ck . Here, CSk and
RSk are obtained from the key stream generated by a stream
cipher, which implies that the employed key vectors could
be different, even for the same image encrypted at different
sessions. The random permutation is also illustrated in Fig. 3
for an input sequence S = s1s2 . . . s16, where the numbers
within the blocks denote the indexes of the elements of S.
Before permutation, the first row becomes (1, 2, 3, 4), the
second row becomes (5, 6, 7, 8), etc. The column shifts are
specified by a key vector CS = [2 3 0 1], with each column
undergoing a downward cyclical shift in accordance with the
key value associated with that column. The procedure is then
repeated using another key vector RS = [1 3 1 2] for each
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Fig. 3. An example of the cyclical shifts.

Fig. 4. Schematic diagram of compressing the encrypted data.

of the rows. Note that such permutation operations can be
realized via circular shifts, which are easily implemented in
either hardware or software.

Step 5: The assembler concatenates all the permuted clus-
ters C̃k , for 0 ≤ k ≤ L − 1, and generates the final encrypted
image

Ie = C̃0C̃1 . . . C̃L−1 (6)

in which each prediction error is represented by 8 bits. As the
number of prediction errors equals that of the pixels, the file
size before and after the encryption preserves.

Step 6: Pass Ie to Charlie, together with the length of each
cluster |C̃k |, for 0 ≤ k ≤ L − 2.

The values of |C̃k| enable Charlie to divide Ie into L clusters
correctly. In comparison with the file size of the encrypted
data, the overhead induced by sending the length |C̃k | is
negligible.

B. Lossless Compression of Encrypted Image Via Adaptive AC

The compression of the encrypted file Ie needs to be
performed in the encrypted domain, as Charlie does not have
access to the secret key K . In Fig. 4, we show the diagram of
lossless compression of Ie. Assisted by the side information
|C̃k |, for 0 ≤ k ≤ L−2, a de-assembler can be utilized to parse
Ie into L segments C̃0, C̃1, . . . , C̃L−1 in the exactly same way
as that done at the encryption stage. An adaptive AC is then
employed to losslessly encode each prediction error sequence
C̃k into a binary bit stream Bk . Note that the generation of
all Bk can be carried out in a parallel manner to improve
the throughput. Eventually, an assembler concatenates all Bk

to produce the final compressed and encrypted bit stream B,
namely,

B = B0B1 . . . BL−1 (7)

Similar to the encryption stage, the length of Bk , i.e. |Bk |,
for 0 ≤ k ≤ L−2, needs to be sent to Bob as side information.
The compressibility of each C̃k relies on the fact that random
permutation only changes the locations, while not the values
of the prediction errors. This leads to the preservation of the
probability mass function (PMF) of prediction error sequence,
which drives the adaptive AC. The length of the resulting
compressed bit stream can then be computed by

Lc = |B| + (L − 1)�log2 |B|� (8)

where |B| is measured by bits, and the second term denotes
the overhead induced by sending the side information |Bk |,
for 0 ≤ k ≤ L − 2.

Remark: In predictive coding such as the benchmark codec
CALIC [21], over 50% of the computations come from the
entropy coding part, assuming that the adaptive AC is adopted.
This implies that if Alice has to compress the prediction errors
via adaptive AC, the computational burden will at least be
doubled.

C. Sequential Decryption and Decompression

Upon receiving the compressed and encrypted bit stream B,
Bob aims to recover the original image I . The schematic
diagram demonstrating the procedure of sequential decryption
and decompression is provided in Fig. 5. According to the
side information |Bk |, Bob divides B into L segments Bk ,
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Fig. 5. Schematic diagram of sequential decryption and decompression.

for 0 ≤ k ≤ L − 1, each of which is associated with a
cluster of prediction errors. For each Bk , an adaptive arithmetic
decoding can be applied to obtain the corresponding permuted
prediction error sequence C̃k . As Bob knows the secret key K ,
the corresponding de-permutation operation can be employed
to get back the original Ck .

With all the Ck , the decoding of the pixel values can be
performed in a raster-scan order. For each location (i, j), the
associated error energy estimator �i, j and the predicted value
Ĩi, j can be calculated from the causal surroundings that have
already been decoded. Given �i, j , the corresponding cluster
index k can be determined by using (5). The first ‘unused’
prediction error in the kth cluster is selected as ẽi, j , which
will be used to derive ei, j according to Ĩi, j and the mapping
rule described in Section II-A. Afterwards, a ‘used’ flag will be
attached to the processed prediction error. The reconstructed
pixel value can then be computed by

Îi, j = Ĩi, j + ei, j (9)

As the predicted value Ĩi, j and the error energy estimator �i, j

are both based on the causal surroundings, the decoder can
get the exactly same prediction Ĩi, j . In addition, in the case
of lossless compression, no distortion occurs on the prediction
error ei, j , which implies Îi, j = Ii, j , i.e., error-free decoding
is achieved.

III. EXTENSION TO LOSSY COMPRESSION

In this section, we discuss the extension of our framework to
provide lossy compression of encrypted images. A seemingly
straightforward solution to this end is to let Charlie perform
uniform scalar quantization on each element of C̃k , for 0 ≤
k ≤ L − 1, and then apply adaptive AC over quantized
prediction errors. Unfortunately, this straightforward method
leads to the undecodable problem, because the prediction Ĩi, j

is based on the original, unquantized surrounding pixels that

are not available to the decoder side in the case of lossy
compression.

To remedy this problem, quantization on prediction errors
needs to be conducted by Alice. In other words, Alice has to
be cooperative in order to gain the compression ratios. More
specifically, after getting each prediction error ei, j via (1),
Alice applies the following uniform scalar quantization on ei, j

with a parameter τ

ěi, j =
{

(2τ + 1)�(ei, j + τ )/(2τ + 1)� if ei, j ≥ 0

(2τ + 1)�(ei, j − τ )/(2τ + 1)� if ei, j < 0
(10)

where ěi, j denotes the quantized version of ei, j . Meanwhile,
Alice maintains a reconstruction

Îi, j = Ĩi, j + ěi, j (11)

which will be used to predict the subsequent pixels and estab-
lish the context models. In other words, the prediction and
context modeling are now based on the causal reconstructed
values Îi, j , rather than the original Ii, j . To achieve better
compression performance, a similar mapping as that described
in Section II-A will be conducted to narrow the range of ěi, j .
For simplicity, we still use ẽi, j to represent the mapped version
of ěi, j . In addition, the optimal cluster used to partition the
error energy space needs to be re-designed in accordance to
different τ . More specifically, for each τ , the training samples
become (ẽ,�), where ẽ is the mapped version of ě quantized
with parameter τ and � is calculated with the reconstructed
surrounding pixels. A dynamic programming technique can
be similarly employed to get the optimal cluster 0 = q0(τ )<
q1(τ ) < · · · < qL(τ ) = ∞, where the cluster configurations
now depend on τ . As in the lossless case, all the values of
q0(τ ), q1(τ ), . . . , qL(τ ) are publicly accessible. The encrypted
image is eventually constructed by concatenating the L clus-
ters of quantized, permuted prediction error sequences, in a
very similar fashion as that done in the lossless case.
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Upon receiving the encrypted image, Charlie can retrieve
the L clusters of quantized, permuted prediction errors. An
adaptive AC can then be applied to encode the prediction
errors in each cluster in a lossless way. Within the above
framework of lossy compression of encrypted image, given
fixed distortion, the lowest bit rate achievable R is determined
by Alice through setting the quantization parameter τ . This
is because the entropy of the prediction error sequences is
fixed for given τ , which limits the lowest bit rate achievable.
However, Charlie still enjoys the flexibility of adjusting the
bit rate, which also depends on the compression algorithm
applied, in addition to the parameter τ . For instance, Charlie
may employ a non-adaptive Huffman coding to compress the
prediction errors. Certainly, the resulting bit rate will be higher
than that of the case when adaptive AC is used, while the
complexity is lowered. In fact, Charlie may also select an
even higher bit rate by compressing partial prediction errors
and leaving the others in the uncompressed format, with even
lowered complexity. Note that Charlie is not privileged to set a
rate lower than R, because this results in lossy representation
of the prediction error sequence. As will be discussed shortly
in the next Section, tiny mismatch of the prediction error
sequence still leads to severe degradation of the decoded
image, causing it to be worthless. The ability of controlling the
lowest achievable rate by the content owner may be treated as
an advantageous feature of the proposed ETC scheme, since
the quality of the decoded image at receiver side is guaranteed,
though the manipulation of the encrypted data is completely
handled by an untrusted party. In contrast, in many existing
systems, e.g., [14] and [17], such guarantee cannot be offered,
as Charlie can arbitrarily reduce the bit rate.

Furthermore, in the case of lossy compression, the com-
putational overhead at Alice’s side will not be materially
increased, as the uniform scalar quantization can be efficiently
implemented. Noticing the fact that the dynamic program-
ming operations for the optimal cluster design are performed
completely off-line, the overall complexity of computation by
Alice is not very high, and should be similar to that of some
existing systems, e.g., [11] and [12], which are also operated
over the prediction error domain.

IV. SECURITY AND PERFORMANCE ANALYSIS

In this section, we present the analysis regarding the security
of the proposed permutation-based image encryption method
and the efficiency of compressing the encrypted data.

A. Security Analysis

Recall that the key stream controlling the random permu-
tation of Ck is generated by using a stream cipher. This
implies that the key stream could be different even for the
same image encrypted at different sessions. Hence, the only
attack model applicable to our proposed encryption scheme
is the ciphertext-only attack [23], in which the attacker can
only access the ciphertext and attempts to recover the original
image.

As the AC module is completely public and invertible, the
attacker can obtain the encrypted image Ie, which is formed

Fig. 6. (a) original Lena; (b) encrypted Lena; (c) original Baboon; (d)
encrypted Baboon.

by concatenating L clusters of prediction error sequences.
With Ie, the following statistical attack could be applied.
As the length of each C̃k is publicly known, Ie can be
straightforwardly partitioned into L segments C̃k , for 0 ≤ k ≤
L − 1. For each C̃k , the empirical probability mass function
(EPMF) can be calculated

pk(i) = #i

|C̃k |
(12)

where #i denotes the number of i in C̃k and i ∈ [0, 255]. The
following conditional entropy quantity obtained by averaging
over L clusters can be used to measure the complexity of the
input image

h = −
L−1∑

k=0

|C̃k |
N

255∑

i=0

pk(i) log2 pk(i) (13)

where N is the number of pixels in I . Clearly, images with
intensive fine details would result in bigger values of h,
while images with large portion of smooth regions would give
smaller values. In other words, some statistical information
of the input image leaks. However, it should be noted that
statistical information leakage is inevitable for any feasible
ETC systems. The feasibility of compressing the encrypted
image without secret key allows any attacker to apply the same
compression strategy on the encrypted data, and the size of
the resulting file has already been a statistical indicator of the
original image. For example, the Baboon image having more
intensive statistical activities would lead to a larger file than
Lena image.

Despite the statistical information leakage, it is practi-
cally intractable to figure out the permutation, due to the
large number of distinct ways of performing the permutation.
Specifically, the number of distinct ways of permutation for
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Fig. 7. Ten test images, each of which is assigned with an ID ranging from 1-10, in the raster-scan order. (a) Lena. (b) Peppers. (c) Goldhill. (d) Boat.
(e) Man. (f) Harbor. (g) Airplane. (h) Barbara. (i) Bridge. (j) Tank.

Fig. 8. Reconstruction results of directly decoding the compressed and encrypted images.

each Ck can be approximately calculated by

|Ck |!
∏255

i=0

(
�pk(i) · |Ck|�!

) (14)

In practice, the number given by (14) is extremely large, pre-
cluding practical brute-force attack. For instance, the number
of distinct ways of permuting the first cluster of Lena image
is significantly larger than 2256.

Alternatively, the attacker may attempt to decode
the encrypted file Ie directly. For correct decoding of Ii, j , the
attacker needs to get both the prediction error ẽi, j and the
associated predicted value Ĩi, j . One way of guessing ẽi, j is
to first estimate the cluster index k according to the decoded
neighboring pixels, and then select one element from C̃k .
Recall that the cluster index is determined according to the
error energy estimator �i, j calculated by using the casual
surrounding pixels. This implies that the causal pixels have to

be correctly decoded, and any previous decoding error may
cause error propagation, influencing the correct determination
of the cluster index k. Furthermore, the accurate estimation
of the predicted value Ĩi, j also depends on the correct
reconstruction of the casual surrounding pixels. In this sense,
the error propagation effect inherent in predictive coding
helps improve security. Even if k can somehow be correctly
estimated, the attacker still needs to decide the value of ẽi, j

within C̃k . As the distribution of the prediction errors is
peaked at zero, the optimal estimation of ẽi, j in maximum
likelihood (ML) sense is then zero. Unfortunately, setting all
ẽi, j = 0 does not lead to a semantically meaningful image.

Another way of recovering the original image is to explic-
itly explore the spatial correlation of natural images when
estimating the prediction errors. Suppose the attacker can
somehow correctly estimate all the pixels up to Ii, j . Certainly,
the prediction Ĩi, j+1 and the cluster index k for the pixel
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Fig. 9. Decoding performance of the case by assuming that bounded errors only occur in the prediction errors of the first two rows.

TABLE I

COMPARISON OF LOSSLESS COMPRESSION PERFORMANCE

location (i, j + 1) can be perfectly known, as all the casual
surroundings are decoded without error. The attacker then
needs to select one prediction error from the kth cluster.
Due to the spatial correlation, if the selected ẽi, j+1 makes the
reconstruction Îi, j+1 deviate too much from Ii, j, the attacker
has high confidence to reject this selection. In other words,
the spatial correlation helps the attacker narrow the set where
the true prediction errors lie in. To evaluate the feasibility and
efficiency of this type of attack strategy, we actually consider
a more general scenario, which is more advantageous for the
attacker. It is now assumed that the attacker can perfectly
estimate 99% of the prediction errors for the first two rows.
We further assume that the estimation error is bounded by
a small integer constant ε, namely, |êi, j − ẽi, j | ≤ ε, for all
(i, j) in the first two rows, where êi, j denotes the estimation
of ẽi, j . All the other prediction errors in the remaining rows
are assumed to be perfectly available. The above assumption,
though impractical, offers us an opportunity to get an upper
bound of the reconstruction performance that the attacker
can achieve. As will be experimentally verified in the next
Section, the PSNR values of the reconstructed images are
still too low (around 10 dB), even under such favorable
conditions.

Therefore, the proposed permutation-based image encryp-
tion approach is still practically useful in those scenarios where
perfect secrecy is not required.

B. Compression Performance

As a well-known fact, image predictors, e.g., GAP [21] and
MED [22], have strong de-correlation capability, thus making
the prediction error sequence nearly i.i.d. In other words, only
small amount of inter-dependence exists in the prediction error
sequence. Compared with the traditional predictive coding sys-
tem in which the compression is conducted over the original,
unpermuted prediction error sequences, the compression task
of Charlie has to be performed over the permuted ones.

From the perspective of information theory, a sequence
with inter-dependence, which is caused by redundancy,
is more compressible than its i.i.d counterpart. As the
permutation operations in the prediction error domain destroy
the inter-dependence, the resulting C̃k is less compressible
than its original, unpermuted version Ck . Fortunately, the
inter-dependence left in each Ck is rather limited, thanks to
the superior de-correlation capability of image predictors.
Hence, it is intuitively expected and will be verified by our
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TABLE II

COMPARISON OF LOSSY COMPRESSION PERFORMANCE WHEN τ = 1

TABLE III

COMPARISON OF LOSSY COMPRESSION PERFORMANCE WHEN τ = 3

experiments that the coding penalty caused by prediction
error permutation is very small.

V. EXPERIMENTAL RESULTS

In this section, the security of our proposed image encryp-
tion and the compression performance on the encrypted data
are evaluated experimentally.

Fig. 6 illustrates the Lena and Baboon images, together
with their encrypted versions, from which we can see that our
encryption approach is effective in destroying the semantic
meaning of the images. In addition, it can be observed
that the encrypted Baboon image looks ‘brighter’ than the
encrypted Lena image. This is because the Baboon image
contains large portion of texture regions that are diffi-
cult to compress, resulting in more large-valued prediction
errors.

We implement the attack strategy of directly decoding the
encrypted file Ie, as described in Section IV-A. Ten images
of size 512 × 512 shown in Fig. 7 are used as the test set.
In Fig. 8, we give the PSNR results of the reconstructed
images, where x-axis represents the image ID. It can be
observed that all the PSNR values are around 10 dB, which
is too low to convey any useful semantic information.

We also evaluate the reconstruction performance under the
assumption that the bounded errors only occur in the prediction
errors of the first two rows, while all the remaining ones are
perfectly known. Here the estimation error bound ε is set to
be 5. Fig. 9 illustrates the PSNR values of the reconstructed

TABLE IV

COMPARISON OF LOSSY COMPRESSION PERFORMANCE WHEN τ = 5

TABLE V

COMPARISON OF LOSSY COMPRESSION PERFORMANCE WHEN τ = 7

images, where each point is the averaged result of 10 realiza-
tions. It can be seen that, even under such favorable conditions,
the attacker still cannot obtain any useful visual information
of the source images, because all the PSNR values are too low
(around 10 dB).

In Table I, the compression efficiency of our proposed
method applied to the encrypted images is compared with
the lossless rates given by the latest version of CALIC,
a benchmark of practically good lossless image codecs, and
the method in [13], a state-of-the-art lossless compression
approach on encrypted images. The test set is composed of
100 images with various characteristics, 10 of which are
shown in Fig. 7. Here ‘B’ and ‘bpp’ denote bytes and bit
per pixel, respectively. In the rightmost two columns, Sc and
S[13] stand for the bit rate saving of our proposed method
over the CALIC and the method in [13], respectively. All
the results of the proposed method are obtained by averaging
over 10 random trials. The last row gives the averaged results
over the 100 images in the test set. It can be seen that the
coding penalty incurred by our method is consistently lower
than 0.1% when comparing with the results of the CALIC.
Meanwhile, the bit rate saving over the method in [13] can be
up to 36.3%, which is achieved by the image Airplane.

The lossy compression performance of the proposed method
for different quantization parameters τ = 1, τ = 3, τ = 5, and
τ = 7 is presented in Table II through V. The results of the
near-lossless version of the CALIC (CALIC, in abbreviation)
are also tabulated in these tables for comparison purpose. It can
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Fig. 10. Comparison of the rate-PSNR performance.

be observed that the coding penalty of our proposed method
is less than 2%, compared with the CALIC. In addition,
for fixed τ , both methods give the same PSNR values, as the
distortion only depends on the prediction approach and the
quantization strategy. We also notice that the coding penalty
tends to increase for larger τ . Due to the employment of the
uniform scalar quantizer, the �∞ bound associated with the
reconstructed image ‖I − Î‖∞ = τ still holds. This implies
that further PSNR improvement can be retained by using our
recently proposed soft decoding technique [24], at the cost of
doubled �∞ bound. For simplicity, the results are omitted here.

In Fig. 10, we also compare the rate-PSNR performance
of our compression method with JPEG 2000 and the method
in [14]. For bit rates above 2 bpp, our method achieves even
higher PSNR values than JPEG 2000. The gain in PSNR over
JPEG 2000 can be significant for high bit rates. For instance,
for the image Lena, the gain is more than 2 dB. As bit rate
drops, the PSNR gain over JPEG 2000 decreases. When the
bit rate is below 2 bpp, the PSNR gain over JPEG 2000
diminishes and starts to become negative. It can also be seen
that the PSNR gain of our method over the one in [14] is quite
remarkable. When the bit rate is around 2.50 bpp, the PSNR
gain can be over 10 dB for the Lena image. We also notice
that the method of [14] seems to suffer from the problem
of performance saturation for images with intensive activities
such as Harbor, Barbara, and Bridge.

The rate-distortion behavior of our proposed scheme is
mainly due to the nature of the coding structure, which essen-
tially is a predictive coding. As a well-known fact, predictive
coding always outperforms transform coding, not just JPEG
2000, as bit rate gets sufficiently high. This is because for
high rate, bits will be allocated to code small high frequency
coefficients in transform domain, and hence, the energy pack-
ing advantage of transform coding will be lost. When bit

rate reduces, these small high frequency coefficients in trans-
form domain will be quantized to zero, which can be very
efficiently coded, making the energy packing advantage of
transform coding apparent. For predictive coding, however, the
quantizer is necessarily embedded in the prediction loop and
this causes quantization errors to propagate. Error propagation
occurs because future predictions are based on previously
reconstructed values that are contaminated by quantization
errors, resulting in prediction biases. Biased predictions can
in turn generate even greater prediction errors, and so forth.
The adverse effect of quantization error propagation becomes
more complex if context-adaptive prediction is performed,
in which case quantization errors would affect not only pre-
diction but also context formation.

VI. CONCLUSION

In this paper, we have designed an efficient image
Encryption-then-Compression (ETC) system. Within the pro-
posed framework, the image encryption has been achieved via
prediction error clustering and random permutation. Highly
efficient compression of the encrypted data has then been
realized by a context-adaptive arithmetic coding approach.
Both theoretical and experimental results have shown that
reasonably high level of security has been retained. More
notably, the coding efficiency of our proposed compression
method on encrypted images is very close to that of the state-
of-the-art lossless/lossy image codecs, which receive original,
unencrypted images as inputs.

ACKNOWLEDGMENT

The authors would like to thank Prof. Wenjun Zeng from the
University of Missouri-Columbia, and Prof. Xinpeng Zhang
from the Shanghai University for sharing their source codes

Authorized licensed use limited to: Universidade de Macau. Downloaded on July 06,2022 at 06:54:49 UTC from IEEE Xplore.  Restrictions apply. 



ZHOU et al.: DESIGNING AN EFFICIENT IMAGE ENCRYPTION-THEN-COMPRESSION SYSTEM 49

for comparison. The authors also thank the Associate Editor
Prof. H. Vicky Zhao and two anonymous reviewers for their
helpful comments.

REFERENCES

[1] J. Zhou, X. Liu, and O. C. Au, “On the design of an efficient encryption-
then-compression system,” in Proc. ICASSP, 2013, pp. 2872–2876.

[2] T. Bianchi, A. Piva, and M. Barni, “On the implementation of the
discrete Fourier transform in the encrypted domain,” IEEE Trans. Inf.
Forensics Security, vol. 4, no. 1, pp. 86–97, Mar. 2009.

[3] T. Bianchi, A. Piva, and M. Barni, “Encrypted domain DCT based
on homomorphic cryptosystems,” EURASIP J. Inf. Security, 2009,
Article ID 716357.

[4] T. Bianchi, A. Piva, and M. Barni, “Composite signal representation for
fast and storage-efficient processing of encrypted signals,” IEEE Trans.
Inf. Forensics Security, vol. 5, no. 1, pp. 180–187, Mar. 2010.

[5] M. Barni, P. Failla, R. Lazzeretti, A.-R. Sadeghi, and T. Schneider,
“Privacy-preserving ECG classification with branching programs and
neural networks,” IEEE Trans. Inf. Forensics Security, vol. 6, no. 2,
pp. 452–468, Jun. 2011.

[6] Z. Erkin, T. Veugen, T. Toft, and R. L. Lagendijk, “Generating pri-
vate recommendations efficiently using homomorphic encryption and
data packing,” IEEE Trans. Inf. Forensics Security, vol. 7, no. 3,
pp. 1053–1066, Jun. 2012.

[7] M. Johnson, P. Ishwar, V. M. Prabhakaran, D. Schonberg, and
K. Ramchandran, “On compressing encrypted data,” IEEE Trans. Signal
Process., vol. 52, no. 10, pp. 2992–3006, Oct. 2004.

[8] D. Schonberg, S. C. Draper, and K. Ramchandran, “On blind compres-
sion of encrypted correlated data approaching the source entropy rate,”
in Proc. 43rd Annu. Allerton Conf., 2005, pp. 1–3.

[9] D. Schonberg, S. C. Draper, and K. Ramchandran, “On compression of
encrypted images,” in Proc. IEEE Int. Conf. Image Process., Oct. 2006,
pp. 269–272.

[10] D. Klinc, C. Hazay, A. Jagmohan, H. Krawczyk, and T. Rabin, “On
compression of data encrypted with block ciphers,” IEEE Trans. Inf.
Theory, vol. 58, no. 11, pp. 6989–7001, Nov. 2012.

[11] R. Lazzeretti and M. Barni, “Lossless compression of encrypted grey-
level and color images,” in Proc. 16th Eur. Signal Process. Conf.,
Aug. 2008, pp. 1–5.

[12] A. Kumar and A. Makur, “Distributed source coding based encryption
and lossless compression of gray scale and color images,” in Proc.
MMSP, 2008, pp. 760–764.

[13] W. Liu, W. J. Zeng, L. Dong, and Q. M. Yao, “Efficient compression
of encrypted grayscale images,” IEEE Trans. Imag. Process., vol. 19,
no. 4, pp. 1097–1102, Apr. 2010.

[14] X. Zhang, G. Feng, Y. Ren, and Z. Qian, “Scalable coding of encrypted
images,” IEEE Trans. Imag. Process., vol. 21, no. 6, pp. 3108–3114,
Jun. 2012.

[15] A. Kumar and A. Makur, “Lossy compression of encrypted image
by compressing sensing technique,” in Proc. IEEE Region 10 Conf.
TENCON, Jan. 2009, pp. 1–6.

[16] X. Zhang, Y. L. Ren, G. R. Feng, and Z. X. Qian, “Compressing
encrypted image using compressive sensing,” in Proc. IEEE 7th IIH-
MSP, Oct. 2011, pp. 222–225.

[17] X. Zhang, “Lossy compression and iterative recobstruction for encrypted
image,” IEEE Trans. Inf. Forensics Security, vol. 6, no. 1, pp. 53–58,
Mar. 2011.

[18] X. Zhang, G. Sun, L. Shen, and C. Qin, “Compression of encrypted
images with multilayer decomposition,” Multimed. Tools Appl., vol. 78,
no. 3, pp. 1–13, Feb. 2013.

[19] D. Schonberg, S. C. Draper, C. Yeo, and K. Ramchandran, “Toward
compression of encrypted images and video sequences,” IEEE Trans.
Inf. Forensics Security, vol. 3, no. 4, pp. 749–762, Dec. 2008.

[20] Q. M. Yao, W. J. Zeng, and W. Liu, “Multi-resolution based hybrid
spatiotemporal compression of encrypted videos,” in Proc. ICASSP,
Apr. 2009, pp. 725–728.

[21] X. Wu and N. Memon, “Context-based, adaptive, lossless image codec,”
IEEE Trans. Commun., vol. 45, no. 4, pp. 437–444, Apr. 1997.

[22] M. J. Weinberger, G. Seroussi, and G. Sapiro, “The LOCO-I loss-
less image compression algorithm: Principles and standardization into
JPEG-LS,” IEEE Trans. Imag. Process., vol. 9, no. 8, pp. 1309–1324,
Aug. 2000.

[23] A. J. Menezes, P. C. Van Oorschot, and S. A. Vanstone, Handbook of
Applied Cryptography. Cleveland, OH, USA: CRC Press, 1997

[24] J. Zhou, X. Wu, and L. Zhang, “�2 restoration of �∞-decoded images via
soft-decision estimation,” IEEE Trans. Imag. Process., vol. 21, no. 12,
pp. 4797–4807, Dec. 2012.

Jiantao Zhou (M’11) is currently an Assistant
Professor with the Department of Computer and
Information Science, Faculty of Science and Tech-
nology, University of Macau. He received the B.Eng.
degree from the Department of Electronic Engi-
neering, Dalian University of Technology, Dalian,
China, in 2002, the M.Phil. degree from the Depart-
ment of Radio Engineering, Southeast University,
Nanjing, China, in 2005, and the Ph.D. degree
from the Department of Electronic and Computer
Engineering, Hong Kong University of Science and

Technology, Hong Kong, in 2009. He held various research positions with
the University of Illinois at Urbana-Champaign, the Hong Kong University
of Science and Technology, and McMaster University. His research interests
include multimedia security and forensics, and high-fidelity image compres-
sion. He was a co-author of a paper that received the Best Paper Award at
the IEEE Pacific-Rim Conference on Multimedia in 2007.

Xianming Liu (M’12) is currently an Assistant
Professor with the Department of Computer Sci-
ence, Harbin Institute of Technology, Harbin, China.
He received the B.S., M.S., and Ph.D. degrees in
computer science from the Harbin Institute of Tech-
nology, Harbin, China, in 2006, 2008, and 2012,
respectively. In 2007, he joined the Joint Research
and Development Laboratory, Chinese Academy of
Sciences, Beijing, China, as a Research Assistant.
In 2009, he was with the National Engineering
Laboratory for Video Technology, Peking University,

Beijing, as a Research Assistant. From 2012 to 2013, he was a Post-
Doctoral Fellow with McMaster University, Hamilton, Canada. His research
interests include image/video coding, image/video processing, and machine
learning.

Oscar C. Au (S’87–M’90–SM’01–F’11) received
the B.A.Sc. degree from the University of Toronto
in 1986, and the M.A. and Ph.D. degrees from
Princeton University in 1988 and 1991, respectively.
After being a post-doctoral in Princeton for one year,
he joined the Hong Kong University of Science and
Technology (HKUST), as an Assistant Professor, in
1992. He was a Professor with the Department of
Electronic and Computer Engineering, the Director
of the Multimedia Technology Research Center, and
the Director of computer engineering at HKUST.

His main research contributions are on video/image coding and process-
ing, watermarking/light weight encryption, and speech/audio processing. His
research topics include fast motion estimation for H.261/3/4/5, MPEG-
1/2/4, and AVS, optimal and fast sub-optimal rate control, mode decision,
transcoding, denoising, deinterlacing, post-processing, multiview coding, view
interpolation, depth estimation, 3DTV, scalable video coding, distributed
video coding, subpixel rendering, JPEG/JPEG2000, HDR imaging, compres-
sive sensing, halftone image data hiding, GPU-processing, and software-
hardware co-design. He has published over 60 technical journal papers,
350 conference papers, and 70 contributions to international standards. His
fast motion estimation algorithms were accepted into the ISO/IEC 14496-7
MPEG-4 international video coding standard and the China AVS-M standard.

Authorized licensed use limited to: Universidade de Macau. Downloaded on July 06,2022 at 06:54:49 UTC from IEEE Xplore.  Restrictions apply. 



50 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 9, NO. 1, JANUARY 2014

His light-weight encryption and error resilience algorithms are accepted into
the China AVS standard. He was a Chair of the Screen Content Coding AdHoc
Group in JCTVC for HEVC. He has published over 20 granted U.S. patents
and is applying for over 70 more on his signal processing techniques. He
has performed forensic investigation and stood as an expert witness in Hong
Kong courts many times.

Dr. Au is a fellow of HKIE and a BoG Member of APSIPA. He was an
Associate Editor of eight journals: TCSVT, TIP, TCAS1, JVCIR, JSPS, TSIP,
JMM, and JFI. He was the Chair of three technical committees (TCs): IEEE
CAS MSA TC, IEEE SPS MMSP TC, and APSIPA IVM TC. He is a member
of six other TCs: IEEE CAS VSPC TC, DSP TC, IEEE SPS IVMSP TC,
IFS TC, and IEEE ComSoc MMC TC. He served on two steering committees:
IEEE TMM and IEEE ICME. He also served on the organizing committee
of many conferences including ISCAS 1997, ICASSP 2003, ISO/IEC 71st
MPEG, in January 2005, and ICIP 2010. He was the General Chair of several
conferences: PCM 2007, ICME 2010, PV 2010, APSIPA ASC 2015, and
ICME 2017. He received five Best Paper Awards: SiPS 2007, PCM 2007,
MMSP 2012, ICIP 2013, and MMSP 2013. He was the IEEE Distinguished
Lecturer (DL) in 2009 and 2010, APSIPA DL in 2013 and 2014, and has
been keynote speaker multiple times.

Yuan Yan Tang (S’88–M’88–SM’96–F’04) is a
Chair Professor of the Faculty of Science and
Technology, University of Macau, and a Pro-
fessor/Adjunct Professor/Honorary Professor with
several institutes including Chongqing University,
China, Concordia University, Canada, and Hong
Kong Baptist University, Hong Kong. His current
interests include wavelets, pattern recognition, image
processing, and artificial intelligence. He has pub-
lished more than 400 academic papers and is the
author or co-author of over 25 monographs, books,

and book chapters. He is the Founder and Editor-in-Chief of the International
Journal on Wavelets, Multiresolution, and Information Processing, and an
Associate Editor of several international journals. He is the Founder and
Chair of the Pattern Recognition Committee in IEEE SMC. He has served
as a General Chair, Program Chair, and Committee Member for many
international conferences. He is the Founder and General Chair of the Series
International Conferences on Wavelets Analysis and Pattern Recognition. He
is the Founder and Chair of the Macau Branch of International Associate of
Pattern Recognition (IAPR). He is a fellow of IAPR.

Authorized licensed use limited to: Universidade de Macau. Downloaded on July 06,2022 at 06:54:49 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


