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Abstract— In recent years, online social networks (OSNs)
have become extremely popular and been one of the most
common ways for storing and distributing images. Naturally,
such widespread availability of OSN makes it a viable channel
for transmitting additional data along with the image sharing.
However, various lossy operations, e.g., resizing and compression,
conducted by OSN platforms impose great challenges for designing a robust watermarking scheme over OSN shared images.
In this paper, we tackle this challenge and propose a robust
high-capacity watermarking technique, by using Facebook as
a representative OSN. To achieve the satisfactory robustness,
we first probe into Facebook and recover the image manipulation
mechanism via a deep convolutional neural network (DCNN)
approach. Assisted with the precise knowledge on the lossy
channel offered by Facebook, we then suggest a DCT-domain
image watermarking method that is highly robust against the
lossy operations on Facebook, even without any error correcting
codes (ECC). The proposed technique is also extended to other
popular OSNs, e.g., Wechat and Twitter. Extensive experimental
results are provided to show the superior performance of our
method in terms of the embedding capacity, data extraction
accuracy, and quality of the reconstructed images.
Index Terms— Image watermarking, online social networks,
deep convolutional neural network, DCT domain.

I. I NTRODUCTION
OWADAYS, the popularity of various online social network (OSN) platforms significantly simplifies the dissemination and sharing of images. A huge number of images
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have been uploaded to Facebook, Twitter, and Wechat, etc.
at a daily basis. For instance, there are over 350 million new
photos uploaded to Facebook [1] everyday. For Wechat, this
number goes to astoundingly 1 billion [2]. Obviously, OSNs
have become one of the most accessible ways for storing and
sharing images, making OSN platform a practically available
channel for transmitting additional data along with the image
sharing. However, designing a feasible watermarking scheme
over OSN shared images is quite challenging, primarily due
to the following two reasons. First of all, as indicated by
many existing works [3]–[5], almost all OSNs manipulate the
uploaded images in a lossy fashion, which could severely
affect the extraction of the embedded data. For instance,
Facebook converts all uploaded images to the pixel domain
with rounding and possible resizing. JPEG compression is then
applied with quality factor (Q F) adaptively chosen. In other
words, the links provided by OSNs cannot be regarded as
perfect channels, but rather lossy ones. Secondly, these lossy
operations conducted by OSNs are typically unknown, and
beyond the controllable domain of users.
The most relevant technique for embedding data over OSN
shared images is the traditional robust image watermarking,
which has been extensively investigated for more than two
decades [6]–[32]. Most of the existing robust image watermarking methods were usually designed to be robust against
one or several hypothetical image manipulations, e.g., image
cropping, scaling, or JPEG compression, which cannot fully
reflect the characteristics of the real lossy channel in practice.
Moreover, these robust watermarking methods typically can
only accommodate very limited number of embedded bits,
making them far from adequate for use in an enormously
complex and lossy scenario. In recent years, some approaches
specifically attempted to design robust image watermarking
over OSNs. Ning et al. suggested to use the 2nd-LSBs of the
quantized DCT coefficients for robust data embedding over
various OSN platforms [4]. However, the extraction accuracy
of the embedded data is very low and even approaches 50%
when applied to Facebook. Morkel [33] then introduced a
tagging watermarking algorithm, in which the embedding is
achieved by modulating all the pixels according to the bits
to be embedded. Nevertheless, the high extraction accuracy
is achieved with the available original image, also at the
cost of severe blocking artifacts. In addition, the embedding capacity is generally low for this method, as only
one bit can be embedded into each block. To our best
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Overview of the proposed image watermarking scheme over Facebook shared images.

knowledge, [4] and [33] are the only two existing works
which investigated the robust watermarking over OSN shared
images. In [34], Tao et al. designed a robust image
steganography method by improving two JPEG steganographic
schemes [35], [36]. It was claimed that such method could
be applied to OSNs, while all the experiments were conduced in a simulated (offline) environment. More importantly,
the practical OSN platforms are much more complicated than
a standalone JPEG compression module with a fixed Q F,
as considered in [34].
In this work, we address the challenging task of designing
and implementing a robust high-capacity image watermarking
scheme over OSNs. We first consider Facebook, one of the
most representative OSNs, as the design platform. We first
conduct an in-depth investigation on the manipulations that
Facebook performs to the uploaded images. This is equivalent
to performing the estimation of the lossy channel provided
by Facebook. We identify that four types of operations are
applied to the uploaded images, including format conversion, resizing, JPEG compression, and enhancement filtering.
Except the enhancement filtering, the parameters employed
in the other three operations can be accurately estimated
through an off-line training procedure. Due to the difficulty
in modeling the enhancement filtering analytically, we adopt
a deep convolutional neural network (DCNN) to predict its
effect on the uploaded images. Being aware of the knowledge
on the manipulations, we design a DCT-domain high-capacity
image watermarking scheme that is robust against these lossy
operations. The marked image can be freely spread over
Facebook. For an image of size 512×512, the average number
of bits that can be embedded is around 23 K bits, which is
quite sufficient for many practical applications. At the recipient
side, it can be shown that, due to the robust design, the data
extraction can be almost perfect (>99.99%), even without
any error correcting codes (ECC). In addition, the original
cover image can be recovered with high fidelity upon the
data extraction. Extensive experimental results are provided to
validate the superior performance of our method in terms of
the embedding capacity, data extraction accuracy, and quality
of the reconstructed images, compared with the state-of-theart competing schemes. Furthermore, we extend the developed
technique to the other OSN platforms such as Wechat and
Twitter, achieving promising performance.
The rest of this paper is organized as follows. Section II
presents the system model and design goals of our watermarking scheme over Facebook shared images. In Section III,

we describe our findings on how Facebook manipulates the
uploaded images, based on which we in Section IV, propose a DCNN approach for selecting the blocks that are
immune from the lossy operations conducted by Facebook.
Section V is devoted to the proposed robust image watermarking scheme, including the details on the data embedding, the data extraction, and the necessary error analysis.
In Section VI, we explain how to extend our watermarking
scheme to other OSN platforms. Experimental results are provided in Section VII to demonstrate the superior performance
of our scheme. We finally conclude in Section VIII.
II. S YSTEM M ODEL AND D ESIGN G OALS
The framework of the proposed robust watermarking
scheme over Facebook shared images is illustrated in Fig. 1.
Before sharing images through Facebook, Alice embeds a
message M into the cover image I. Alice then uploads the
marked image I to Facebook, exploiting Facebook as a viable
channel for transmitting additional information along with the
cover image I. As explained in Section I, Facebook applies
various lossy operations, including JPEG compression and
enhancement filtering, to I (details will be given in the next
section). The resulting image Ī of JPEG format is stored
in Facebook for sharing purpose. At the client side, Bob
downloads Ī from Facebook and applies the extraction function
to extract the message M and recover the original image Î.
To design a robust high-capacity image watermarking
scheme over such a highly lossy channel provided by Facebook, the key components are the embedding and extraction
functions. The design goals can be summarized as follows.
• High quality of the shared image: The image Ī stored and
shared over Facebook should be of high quality, which is
a fundamental requirement of the image sharing.
• High embedding capacity: The embedding capacity
should be as high as possible, which has always been an
essential indicator for evaluating a watermarking method.
• High quality of the extracted data: The distortion
between the extracted message M and the embedded
M should be as small as possible. In other words,
the embedded data should be able to survive from the
highly lossy operations conducted by Facebook. It should
be emphasized that we do not rely on any ECC for
offering the robustness; but rather exploiting the robust
property inherent to the image signal itself. As can be
seen later, the message extraction is still nearly perfect,
even without any ECC.
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Manipulations of uploaded images on Facebook.

•

High quality of the reconstructed image: The reconstructed image Î upon the message extraction should be
of high quality as well.
Bearing the above design goals in mind, the most challenging task now is to combat with the negative effect brought
by the lossy operations on Facebook, especially noticing
that these lossy operations are applied automatically and are
beyond the control of users.
III. D ETECTING THE I MAGE M ANIPULATIONS
ON FACEBOOK
In order to design a robust image watermarking scheme
over Facebook shared images, the first challenge is to figure out the image manipulations on Facebook. It is well-known
that almost all the existing OSN platforms apply various
operations, e.g., format conversion, compression, enhancement
filtering, etc. on user-uploaded images [3]–[5], [37]. These
operations, which are lossy in nature, are usually designed to
save the storage cost, improve the viewing experiences, or simplify the file management. In other words, the uploaded images
could be severely disturbed. As mentioned in [4], [5], [37],
the manipulations on Facebook are much more complicated
than the other OSNs, and the results obtained over Facebook
could be easily extended to the other platforms. That is one
of the reasons why we choose Facebook as the representative
OSN, in addition to its extreme popularity. In our previous
works [37], we have investigated how Facebook processes
the uploaded images to some extent, though some operations remain mysterious. The general framework regarding
the manipulations performed by Facebook can be illustrated
in Fig. 2, which consists of four types of operations: format
conversion, resizing, JPEG compression, and enhancement
filtering.
More specifically, the uploaded images are first decoded
into the pixel domain, where the truncation is also applied
such that the pixel values are within the range [0, 255]. After
that, Facebook checks the resolution of the image in the pixel
domain, and employs resizing if either the height or the width
is greater than 2048 pixels. Subsequently, the resulting image
is subject to a round of JPEG compression with Q F adaptively
determined according to the image content. Through extensive
experiments, we have known that the Q F used by Facebook
ranges from 71 to 95 [5]. In addition to the results achieved
in our previous works [5], we find that the Q F values used
are also closely related to the quality of the uploaded image.
Generally, for the image of high quality, the Q F value used in

Fig. 3.
Relationship between the Q F of the upload images and the
Q F employed by Facebook.

Facebook tends to be high, while for the one with low quality,
the associated Q F value seems to be low. This maybe because
the low-quality image is more noisy and more difficult to be
compressed; using a low Q F could better save the storage
cost. To further explore the relationship between the quality of
the uploaded image and the Q F actually used on Facebook,
we assume that the uploaded image is of JPEG format as
well. As can be seen from Fig. 3, Facebook adopts a rather
conservative strategy: when the Q F value of the uploaded
image is low, Facebook uses the Q F = 71, the minimum
one in the range [71, 95], to compress it. Only when the
quality of the uploaded image is sufficiently high, Facebook
then utilizes a Q F value higher than 71. It should be noted
that this phenomenon is observed not only from these test
images in Fig. 3, but also from a much larger dataset. Another
important conclusion that can be drawn from Fig. 3: only when
the Q F value of the uploaded image is 71, the Q F value
employed by Facebook remains the same, which is valid for
all the images. As will be clear in the following sections,
the Q F assignment strategy is very important to design a
robust high-capacity image watermarking scheme over Facebook shared images.
Apart from the aforementioned operations, additional
enhancement filtering is also applied to the uploaded image.
As mentioned in [5], these operations are highly adaptive
and only applied to some selected image blocks, making
it very challenging to be determined by traditional signal
processing approaches. Although the changes due to the
enhancement filtering are small, these changes could lead
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Structure of the proposed block classifier.

to the de-synchronization problem in the message extraction
phase, causing errors that are difficult to be corrected. In this
work, we resolve this challenge by using a deep learning
approach. Instead of fully characterizing such enhancement
filtering operations, we use a DCNN to identify which blocks
remain unchanged after the enhancement filtering, thus converting a complicated regression problem into a much simpler classification problem. The detailed description of this
DCNN module is deferred to Section IV.
Upon the clarification of the above operations, let us now
analyze the end-to-end distortion caused by these lossy operaN
N
and B̄ = {B̄i }i=1
be the collections of
tions. Let B = {B i }i=1
DCT blocks (8 × 8) of the image I and Ī, respectively, where
N is the total number of blocks. Then,




(1)
di = B̄i − B i  ,
2

measures the distortion associated with the i th block due to
the lossy operations of Facebook. A conservative yet effective
strategy for robust watermarking is to use those blocks B i
with the associated di = 0 (zero distortion) for carrying
the message bits, while leaving the other blocks untouched.
Noticing that we enforce both dimensions of I to be no
larger than 2048 pixels (no resizing is triggered), we can
mathematically model the channel offered by Facebook as
B̄i = F E (F J (F F (B i ))).

(2)

where F E (·), F J (·) and F F (·) represent the unknown
enhancement filtering, the JPEG compression and the format
conversion, respectively. Consequently, (1) can be re-written
as




(3)
di = F E (F J (F F (B i ))) − B i  .
2

IV. DCNN-BASED ROBUST B LOCK S ELECTION
Based on the knowledge of the lossy operations conducted
by Facebook, we in this section develop a DCNN-based
classifier to determine whether an image block B i keeps
unchanged or not after these lossy operations. For a block B i ,
if its associated distortion di = 0 (di = 0), then it is called a
robust (vulnerable) block. More specifically, we assign a label
v i to the block B i , i.e.,

1 if di > 0

v i = C(B i ) =
(4)
0 if di = 0.

For a block B with embedded data, if it is identified as a
robust block, then the embedding task is claimed to be successful. Otherwise, if it is classified as a vulnerable one, then
the embedding operation on it will be cancelled. As will be
clear soon, by appropriate robust design, the number of robust
blocks is quite large, potentially enabling a high-capacity
watermarking scheme, even under this rather conservative
strategy. The overall procedure of performing this classification is illustrated in Fig. 4, where the input B is a generic
quantized DCT block (the subscript i is removed), and the
output of the classifier is the binary label v indicating whether
it is a robust or vulnerable block. The first building module
in Fig. 4 mimics the format conversion for restoring a pixel
block, and the Q F value used is extracted from the header
file associated with B . If the pixel overflow phenomenon is
observed, then the label v is immediately set to be 1, i.e., B
is classified as a vulnerable block. If otherwise B passes this
check, it will be applied a round of JPEG compression to
produce a new quantized DCT block B̃, where the Q F value
is selected according to the assignment strategy on Facebook.
Then, B̃ will be checked with B . If there is any inconsistency,
the label v is set to be 1. Otherwise, the quantized DCT
block B̃ will be further checked by a DCNN-based classifier,
corresponding to the unknown enhancement filtering.
Recall that we only need to determine whether the block B
stays unchanged or not upon the enhancement filtering. Therefore, we do not need to fully regress how the enhancement filter works; but rather a binary classifier is sufficient.
To this end, we design a DCNN-based classifier, as illustrated
in Fig. 5. This classifier is trained with a set of training blocks
K , which are quantized DCT blocks with Q F = 71.
{B̃i }i=1
It should be emphasized that we do not absorb the operations
of F F and F J into this deep learning based classifier. This
is because both F F and F J can be accurately determined;
mixing them into the deep learning based classifier could
unnecessarily complicate the design and even degrade the
classification performance. The developed DCNN is designed
to minimize the following cross entropy loss function
L() =

2
K
1   ∗(k)
(k)
yi log(yi ),
N

(5)

i=1 k=1

∗(k)

represents the
where  denotes the trainable parameters, yi
true label (one-hot vector) corresponding to the DCT block B̃i ,
and yi(k) is the output of the deep learning based classifier
for B̃i . Fig. 5 shows the architecture of the proposed DCNN,
consisting of four types of layers marked in different colors.
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Overall framework of our proposed DCNN architecture.

CNN(3, 3) + ReLU: we use 32 filters of size 3 × 3 × 1
for the first layer to generate 32 feature maps, concatenating rectified linear units (ReLU) [38] for nonlinearity.
To ensure that each feature map of the middle layers has
the same size as the input, we use zero padding for all
the convolution operations.
• CNN(3, 3) + BN + ReLU: for layers 2∼4, 32 filters of
size 3 × 3 × 32 are adopted. Batch normalization [39] is
added between the convolution and ReLU to reduce the
effect of internal covariate shift. Note that the size of the
input is 8×8, and hence 4 convolution layers of 3×3×32
filter size have enough receptive field (local region/patch
convolved with a filter) to cover the entire input.
• CNN(1, 1) + BN + ReLU: for the 5th layer, we adopt
32 filters of size 1 × 1 × 32 to constrain the DCNN to
learn the association across feature maps produced by
the former layers. This technique is widely employed
in many DCNN architectures to improve their learning
abilities [40].
• FC + BN + ReLU: the deepest layers consist of four
fully connected layers, each of which has 200 neurons.
The outputs of the final fully connected layer will directly
be fed into a softmax layer with 2 neurons for the
classification.
To train our DCNN, we first build a dataset with
1000 images of size 768 × 768. We randomly select 80% of
them for training, while the remaining for testing. Since we
cannot get the intermediate results of the image manipulations
on Facebook, the input blocks should be generated at the
client side. The format conversion and JPEG compression
which mimic the Facebook image manipulations are applied to
the training images to obtain the intermediate quantized DCT
K . The Q F values used in the JPEG compression
blocks {B̃i }i=1
are consistently 71. Then, we upload the training images to
Facebook and then download them. By entropy decoding the
K , we can
downloaded JPEG files and comparing with {B̃i }i=1
obtain the corresponding output labels. We observe that, for
each image, the average number of blocks that are labeled
as 1 (positive sample) accounts for approximately 1.2% of
the total number of blocks, i.e., 110 samples per image on
average. Therefore, to balance the proportion of the positive
•

and negative samples, the number of negative samples is
set to 1.5 times of that of positive samples. Such negative
samples are randomly selected from all the blocks which are
labeled as 0. Finally, we totally have 220 K quantized DCT
blocks and the corresponding labels {B̃i , yi∗ } for training, and
55 K pairs for testing.
The network parameters are initialized using Xavier
method [41]. We use stochastic gradient descent (SGD) to
train our network with a weight decay of 10−4 , a momentum
of 0.9, and the mini-batch size of 96. The DCNN is trained
for 100 epochs with the learning rate gradually decayed from
10−1 to 10−4 . The network is implemented using Tensorflow
package. All the experiments are conducted on a PC with
an Nvidia GTX 1080 GPU. Once such a DCNN is trained,
it can be used to determine whether B̃i will be modified by
the enhancement filtering.
V. P ROPOSED ROBUST I MAGE WATERMARKING
S CHEME OVER FACEBOOK S HARED I MAGES
In this section, we give the details of the embedding and
extraction functions of our proposed image watermarking
scheme. The cover image I is assumed to be in the pixel
domain. In other words, if I is of other formats, e.g., JPEG,
it will be decoded into pixels first. For color images, we only
use the Y channel for the actual embedding. Therefore,
the cover image I is considered as 8-bit grayscale image in
the rest of this paper. As Facebook mainly manipulates the
uploaded images over DCT domain, the proposed watermarking is naturally designed to be carried out in the DCT domain
as well. Also, to avoid Facebook-side resizing, we enforce that
both the height and the width of I are no larger than 2048 pixels. In the case that one of the dimensions exceeds 2048 pixels,
we recommend to apply a user-side downsampling operation.
A. Embedding Algorithm
The cover image I is first partitioned into a series of
non-overlapping blocks of size 8 ×8, which matches the block
size used for JPEG compression on Facebook. Let x be a
generic pixel block, and X = {X i, j } be the corresponding
DCT coefficient block. Then each DCT coefficient block X is
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quantized by using a quantization table Q = {Q i, j } associated
with Q F = 71, generating a quantized DCT block B = {Bi, j },
where
X 
i, j
.
(6)
Bi, j = round
Q i, j
The choice of such a quantization table is to minimize the
distortion caused by the JPEG compression on Facebook,
where the same Q F = 71 is used. The subsequent data
embedding is conducted over the quantized DCT block B.
One of the major contributions of this work is a strategy
of identifying the robust blocks that can perfectly survive
from the lossy operations on Facebook. In the remaining of
this subsection, we first present the data embedding method
for a particular block, followed by the details on the robust
block selection. Finally, we address the issue on how to
recursively embed the location map generated in the process
of message embedding, which is of practical importance to
achieve satisfactory robustness.
1) Block Based Embedding Function E: We define a function E that takes the block B as the cover and M as the message
to produce a marked block B , namely,
B = E(B, M),

Fig. 6.

Proposed image level embedding scheme.

(7)

where the resulting block B should be a robust block
and hence will keep intact upon the manipulations of
Facebook. Without loss of generality, we assume M =
{M1 , M2 , · · ·, M K } is a message bitstream of length K to be
embedded. In fact, as long as B is a robust block, it is not
a challenging task for the data embedding. Though there are
many ways to achieve this goal, in this work, we adopt the
histogram shifting (HS) technique performed over the DCT
domain for the actual data embedding, due to its excellent performance in the embedding capacity and preserving the image
fidelity. Similar to many existing DCT-domain watermarking
schemes, we embed the data in the AC coefficients, while leaving all the DC components unchanged. As a well-known fact,
AC coefficients can be satisfactorily modelled with a Laplacian
distribution [42], [43]. To avoid significant file size expansion,
we also keep the zero AC coefficients (0 bin) unaltered, and
only utilize the second highest peaks in the Laplacian distribution corresponding to +1 and −1 bins for the embedding
purpose. Specifically, let AC = {AC1 , AC2 , · · · , AC63 } be the
quantized AC coefficients of the generic block B. The data
embedding is performed as follows:
⎧
⎪
|ACi | = 0
⎨ ACi ,

ACi = ACi + sign(ACi ) × M j , |ACi | = 1
(8)
⎪
⎩
ACi + sign(ACi ),
|ACi | > 1
where ACi and ACi are the i th quantized AC coefficient
before and after the embedding, respectively, and

1,
x≥0
sign(x) =
(9)
−1. x < 0
With such an embedding strategy, each value of the quantized
AC coefficient ACi changes at most 1, providing guaranteed
high quality of the marked image regardless of the image

content. This is of paramount importance for image sharing
applications, where users seriously care the quality of their
shared content. Furthermore, as will be shown later, we can
ensure high-quality reconstruction of these quantized AC coefficients upon the data extraction, and in most of the cases, even
perfect reconstruction.
Upon having the embedding function E for a particular
block, we now present how to process all the blocks in
the cover image to generate the marked image. Let B =
{B1 , B2 , · · · , B N } be the quantized DCT blocks arranged in
the raster scan order, and M = {M1 , M2 , · · · , M K } be the
message bitstream to be embedded. The whole procedure is
summarized into the following Algorithm 1, with graphic illustrations given in Fig. 6. More specifically, we first initialize
N
= 0, where L i = 0 means
a location map L = {L i }i=1
no message embedded in the i th block. For each block Bi ,
we then evaluate its potential embedding capacity ci , which
is the total number of +1 and −1 bins. In the rare case
of ci = 0, we simply let Bi = Bi without any embedding
operations. If the capacity ci > 0, we embed the message bits
M(li +1)(li +ci ) (the message segment indexed between li + 1
to li + ci ) into Bi and obtain the marked block Bi
Bi = E(Bi , M(li +1)(li +ci ) ).

(10)

where li denotes the number of bits that have already been
embedded previously, i.e.,
li =

i−1


cn .

(11)

n=1

Meanwhile, we set L i = 1 to indicate the existence of the
embedding data. To achieve high robustness, the resulting
Bi needs to be further checked by the classifier designed in
Section IV, and denote v i as the classification result. If v i = 1
(vulnerable block), then we give up the data embedding for
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Image partition of the embedding area and the reserved area.

the i th block and reverse the operation by setting Bi = Bi ,
ci = 0 and L i = 0.
Algorithm 1 Embed the Message Bitstream M Into B
N
Input: The quantized DCT blocks B = {Bi }i=1
and the binary
K
message bitstream M = {M j } j =1 .
N
Output: Marked blocks B = {B i }i=1
and location map L =
N
{L i }i=1 .
1: Initialize L = 0 and the index for message bits l = 0.
2: for i = 1 to N do
3: ci ← (# + 1 Bin in Bi ) + (# − 1 Bin in Bi )
4: if ci > 0 then
5:
B i ← E(Bi , M(l+1)(l+ci ) ).
6:
v i ← C(Bi ), where C(·) is defined in (4).
7:
if v i = 0 then
8:
l ← l + ci .
9:
L i ← 1.
10:
else
11:
Bi ← Bi .
12:
end if
13: else
14:
Bi ← Bi .
15: end if
16: end for
17: return {B , L}.

After the data embedding, an important side information that
needs to be sent to the decoder side is the location map L,
which records whether a particular block contains message bits
or not. In our scheme, we propose to use a recursive method
to embed the location map into the cover image along with
the message bits to achieve practically desirable robustness.
The details will be given below.
2) Recursive Embedding of the Location Map: To embed
the location map generated along with the data embedding,
our strategy is to reserve a certain area of the cover image
for it. To this end, the cover image I is first partitioned into
two parts: the embedding area I E and the reserved area I R ,
as shown in Fig. 7(a). The embedding area I E is used to
embed the message bits directly, and generates a location
map L, which will be compressed and then embedded into
the reserved area I R . Clearly, due to the sparse nature of the
location map, I R should be much smaller than I E . Similarly,

the embedding of the location map L in I R generates a new
location map, making it necessary to partition I R again for
the actual data embedding and the location map embedding,
as can be seen in Fig. 7(b). Following this fashion, the reserved
(i)
area needs to be recursively partitioned. Let I(i)
E and I R be the
embedding and reserved areas in the i th iteration, respectively.
(i)
The partition of I R can be expressed as
(i+1)
I(i)
R = IE

.
I(i+1)
R

(12)

The original cover image I can then be written into the
following form:
I=



n

I(i)
E



I(n)
R ,

(13)

i=1

where n is the number of iterations. Such partition process can
also be demonstrated in Fig. 7(c).
An important question remaining is how to perform the
partition of the embedding and reserved areas. The following
requirements should be fulfilled: 1) the reserved area should
be large enough for embedding the location map generated
in the same iteration, and 2) the partition should be perfectly
reproducible at the decoder side. To be conservative for achieving the guaranteed robustness, the size of I(i)
R is empirically
set to one quarter of I(i−1)
.
In
addition,
ideally
the reserved
R
area should be located in the relatively high-capacity regions.
This is because the message extraction is highly sensitive to
the location map, and it should be guaranteed that we have
enough room for embedding the location map. For determining
the I(1)
R in the first iteration, we partition the cover image I
into four non-overlapping regions of the same size, denoted by
I1 , I2 , I3 , and I4 , as shown in Fig. 7(d). In most cases, all of
these four regions are sufficient to serve as the reserved area.
However, in some extreme cases, if a large number of pixels in
a region are close to 0 or 255, it will result in an exceptionally
low capacity. This is because the blocks in such a region
are more prone to overflow after performing quantization and
embedding, thereby becoming vulnerable blocks and unable to
carry any message bits. In order to avoid these low-capacity
(1)
regions, I R is selected to one of Ik̂ (1 ≤ k̂ ≤ 4), which is far
away from the saturated pixel values, namely,

|Ik (i, j ) − 128|.
(14)
k̂ = arg min
k

i

j
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Once the index k̂ is determined for the first iteration, it will
be used for all the subsequent iterations. For instance, if the
(1)
upper-right partition of I is selected to be I R , then in all the
subsequent iterations, the upper-right one will be used as the
reserved region.
Upon the image partition, we start the embedding operation
for each area sequentially from I(1)
E . For ease of presentation,
we here only consider full embedding, i.e., each embedding
block carries the amount of bits at its capacity. After the
(1)
embedding operation in I E , a location map L(1) is generated,
which will be compressed into L̃(1) using an adaptive arithmetic coder A0Coder [44]. Then, L̃(1) is embedded into I(2)
E .
(i)
In general, a compressed location map L̃ , which is generated
(i+1)
by I(i)
. As mentioned before and
E , will be embedded in I E
will be verified experimentally, the capacity of I(i+1)
is much
E
larger than the length of L̃(i) . Therefore, in order to maximize
the embedding capacity, the excessive volume of I(i+1)
is used
E
to embed the remaining bits in M. Such process repeats until
(n)
(n)
the size of I R is below 32×32, and the resulting I R is called
the seed block. Before embedding data into the seed block I(n)
R ,
we first embed twelve consecutive 1’s as a verification code to
ensure the correct positioning at the decode side. The resulting
compressed location map L̃(n) is certainly shorter than 2 bytes
and can be uploaded to Facebook as the metadata. Once all
the embedding operations have been completed, the quantized
DCT coefficients are applied a round of entropy coding which
is exactly the same as the one used in the classic JPEG
compression, to generate the final JPEG file I to be shared
over Facebook.
B. Data Extraction Algorithm
At the receiver side, Bob downloads the image Ī in JPEG
format, which is a lossy version of I with hidden data,
together with the metadata from Facebook. He attempts to
recover the embedded message and restores the cover image
simultaneously. Essentially, the data extraction and image
reconstruction are the inverse of the embedding operations at
Alice’s side.
Let us first focus on a particular block B̄ of size 8 × 8,
and discuss the data extraction and image restoration. We will
then present how to process all the blocks of Ī. Obviously,
we need to manipulate the quantized AC coefficients associated with the block, as only these coefficients carry the
¯ =
hidden data and are modified due to the embedding. Let AC
¯
¯
¯
{ AC 1 , AC 2 , · · · , AC 63 } be the quantized AC coefficients for
B̄, which are entropy decoded from the downloaded JPEG file.
Let also M = {M1 , M2 , · · · , M K } be the message bitstream
to be extracted. From the HS operations described in (8), it is
¯ i (denoted
easy to know that the message bit carried by AC

by M j ) can be extracted as

¯ i| = 1
0, | AC
M j =
(15)
¯ i| = 2
1. | AC
ˆ = { AC
ˆ 2 , · · · , AC
ˆ 63 } be the AC coefficients to
ˆ 1 , AC
Let AC
be restored. Upon the message bits extraction, the restoration

Fig. 8.

1215

Three types of data extraction errors in lossy channel.

can be conducted as follows:

¯ i| ≤ 1
¯
| AC
ˆ i = AC i ,
AC
¯
¯
¯ i| > 1
AC i − sign( AC i ). | AC

(16)

To process all the blocks, we first divide the image Ī into
four non-overlapping regions, in the exactly the same way as
done in Fig. 7(d). The determination of the reserved region is
conducted by resorting to (14). Note that the lossy operations
of Facebook would lead to the distortion in Ī with respect to I ,
and hence, the determination of the reserved region using (14)
based on Ī could be different from the one at the Alice’s
side. The verification code consisting of twelve consecutive 1’s
then plays an important role. If the determination using (14)
is correct, the verification code must be encountered at the
(n)
seed block Ī R . Otherwise, the determination must be wrong,
and re-searching needs to be done for the remaining three
regions. Experimentally, we find that, in most cases, the determination using (14) is correct, and only in some rare cases,
we need to perform the re-searching. The verification code,
though seemly redundant, offers the practical guarantee for the
robustness. Upon finding the embedding area and the reserved
area, we can also confirm the seed block. In addition, from
the metadata, we can apply the adaptive arithmetic decoder
A0Coder to obtain the location map L (n+1) [44]. With
L (n+1) , the embedded bits can be easily extracted. Following
the same procedure, we can readily recover all the message
bits as well as the cover image Î recursively, through applying
the de-quantization and IDCT.
C. Extraction Error Analysis
As mentioned earlier, the robustness of our proposed watermarking scheme over a practically lossy channel provided by
Facebook does not rely on any ECCs. We now present some
analyses on the potential message extraction errors, which can
be categorized into the following types (see Fig. 8 for some
illustrations).
Type I error: |M| = |M |, but there exist some i ’s such
that Mi = Mi . This type of error is called flipping error.
Type II error: |M| < |M |, meaning that the number of
the extracted message bits is larger than the original one. This
type of error is then called bit insertion error.
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Type III error: |M| > |M |, meaning that the number of
the extracted message bits is smaller than the original one.
This type of error is then called bit deletion error.
Both Type II and III errors lead to the de-synchronization
problem, in which the extracted bits will be shifted forward
or backward, though the message bits extraction is successful
in many blocks. In addition, the Type I error could be a
combination of Type II and III errors in multiple segments.
Considering the image uploaded, the message is carried by
some specific AC coefficient bins (bins +1, +2, −1, and −2).
These bins can be grouped into the inner region and the rest
into the outer region. In our proposed method, if a single
error is assumed, the Type I error is caused by the distortions
which modify an inner region coefficient to another inner
region coefficient. Meanwhile, the type II error is caused by
the distortions which modify an outer coefficient to an inner
coefficient, and the type III error is just the opposite of type II.
The distortions which modify an outer coefficient to another
outer coefficient will have no impact on the embedded data.
Once the de-synchronization occurs, the extraction accuracy
could be very low, as the extraction correctness is usually
defined by the bit-wise comparison. In addition, from the
perspective of ECC, the de-synchronization errors are usually
difficult to be corrected, especially when such types of errors
could occur more than once. Though it is possible to design an
ECC with the capability of correcting very limited number of
delection/insersion errors [31], [45], it will significantly reduce
the embedding capacity.
In our proposed method, however, we attempt to identify
those robust blocks that do not change by the Facebook
manipulations, based on our knowledge on these operations
and the assistance of a DCNN-based powerful classifier. The
performance of the DCNN-based classifier is critical in the
overall robustness. The more vulnerable blocks are detected
and skipped in the embedding phase, the higher robustness
we can achieve. Since the functions F F and F J can be
perfectly predicted at the client side, the vulnerable blocks
caused by these two operations can be identified with 100%
accuracy. The remaining part of the vulnerable blocks caused
by the enhancement filtering only accounts for a small portion
of all image blocks, usually only 1.2% on average. Relying
on the DCNN in the classifier C, this part of vulnerable
blocks can also be detected very accurately (99.69% accuracy,
with detailed experiments to be given in the next Section).
Furthermore, luckily, due to the appropriate robust design,
the number of robust blocks is quite large, making the potential embedding capacity very high. As will be seen soon,
the average embedding capacity can reach around 23 K bits
for a 512 × 512 grayscale image, while ensuring almost
perfect recovery of both the message bits and the cover image.
In comparison, the state-of-the-art competitors can easily fail
(extraction accuracy drops to 50%) in many cases.
VI. E XTENSIONS TO OTHER OSN P LATFORMS
In this section, we explain how to extend our proposed
technique to other OSN platforms. Instead of extending to
a certain platform, we would rather give a general extension
strategy which is suitable to all the other OSNs.

As the image manipulations on different OSN platforms are
slightly different, we first need to probe into the target platform
to know the details on these manipulations. According to our
observations, the operations conducted by mainstream OSNs
include format conversion, size transformation, compression,
and enhancement filtering, which are very similar to what are
performed on Facebook. Regarding a specific platform, mostly,
not all the aforementioned operations will be performed,
but rather only several of them. For instance, Twitter does
not apply enhancement filtering on user uploaded images.
Therefore, the methodology of investigating the image manipulations on Facebook could be easily extended to the other
platforms. In addition, similarly, the parameters employed in
each operation can be estimated through an off-line training
procedure.
Upon having the knowledge on how the target OSN platform manipulates the uploaded images, we then need to adjust
the parameters of our algorithm developed based on Facebook.
Clearly, the first parameter we have to adjust is the image
resolution threshold. In principle, the resolution of the cover
image I should be enforced or pre-resized to be no larger than
a certain threshold, such that no platform-side image geometric
transformation will be applied. For instance, the shorter edge
of the image uploaded to Wechat should not exceed 1080 pixels. It should be noted that some OSN platforms are even
sensitive to the shape of the uploaded images. For example,
Instagram prefers to crop the uploaded image into a square,
which should also be taken into consideration. In addition,
the client-side quantization table used to convert the cover
image I into DCT domain should also be re-set according to
the one used in the target platform. This is critical to minimize
the distortion caused by platform-side JPEG compression.
Further, the structure of the block classifier C has to be
re-designed in accordance with the possibly new pipeline
in the target platform. Specifically, some modules in Fig. 4
could be added or removed, if needed. For those OSN platforms adopting the enhancement filtering, the deep model for
enhancement filtering should also be adjusted by re-training
with training samples from the target platform.
By adopting these aforementioned strategies, our proposed
technique can be readily extended to other OSN platforms.
Experimental results with two additional platforms: Wechat
and Twitter, will be given in the next Section to validate this
statement.
VII. E XPERIMENTAL R ESULTS
In this section, we experimentally evaluate the performance
of our proposed watermarking scheme over Facebook shared
images, and compare it with the state-of-the-art competing
algorithms. The test set is composed of 200 images of sizes
512 × 512 with various characteristics. Some representative
test images are demonstrated in Fig. 9. We are very careful
when selecting the methods to be compared. As far as we
know, [4] and [33] are the only two works which investigated
the robust watermarking over OSN shared images. Hence,
they should definitely be included for comparison. As our
method is essentially a DCT-domain image watermarking
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TABLE I
E MBEDDING P ERFORMANCE C OMPARISON ( IN bits) W ITH [4], [31], [33], AND [43]

where yi∗ and yi are the true and the predicted labels,
respectively. As we can see, the probability that a vulnerable
block (yi∗ = 1) is miss-classified as a robust block (yi = 0)
is only 0.31%. This guarantees the high accuracy of the
extracted message since 99.69% vulnerable blocks caused by
the enhancement filtering are classified correctly. Meanwhile,
93.57% robust blocks are classified correctly and will be used
to carry the message bits. This supports the high capacity of
the proposed method.
B. Evaluation on the Embedding Capacity and Extraction
Accuracy
Fig. 9.

We now investigate the embedding capacity and extraction
accuracy of our proposed watermarking scheme. In Table I,
we tabulate the embedding capacity and data extraction accuracy τ of the aforementioned methods, where τ is defined as

Some representative test images.
TABLE II
A CCURACY OF THE B LOCK C LASSIFIER C

# of correctly extracted bits
.
(17)
# of embedded bits
For each method, we present the results of the 8 representative
test images illustrated in Fig. 9 and the average results over
all 200 test images. As can be observed, our method can
embed 23099 message bits on average for 512 × 512 images,
while ensuring 100% accuracy of data extraction for most
test images. The average extraction accuracy of our method
is as high as 99.9991%. In contrast, the average extraction
accuracy achieved by [43] and [4] is consistently much lower
than 100%, even close to 50%, as they do not take any
measures to deal with the distortions caused by Facebook.
The embedding capacity of [43] is superior, which is a little
bit higher than that of our method. Such high capacity is
achieved by embedding message bits in all the DCT blocks
indiscriminately without considering the robustness issues.
As for the method [4], the data embedding is conducted by
replacing the 2nd-LSB of all the quantized AC coefficients.
Thus, the message bits can only be embedded in some large
AC coefficients. Due to the distribution of the AC coefficients,
naturally, the embedding capacity of [4] is much lower than
that of our method. The accuracy of the method [33] is very
attractive, i.e., 100%, meaning the perfect extraction. However,
such results are obtained under some unrealistic assumptions,
e.g., the location of the cover block and the original image
are assumed to be available when performing the extraction.
In addition, the capacity of the method [33] is rather low,
τ=

scheme, we also compare with a classic baseline watermarking
method [43], which is performed over the DCT-domain with
the HS technique. Such comparison can demonstrate the value
of the robust design, which is a key element of our proposed
scheme. Further, we select a representative robust watermarking method [31] for comparison as well. For fairness,
we assume that all these methods know the Q F selection
mechanism on Facebook, which is certainly an advantage for
them. All the parameters in these methods are set to be the
recommended values. All the marked images are uploaded to
Facebook and then are downloaded for the data extraction and
image reconstruction. This implies that all the data are from
the interaction with the real Facebook, instead of under some
simulated environments.
A. Evaluation on the Performance of the DCNN-Based
Classifier
We first evaluate the performance of our
DCNN-based classifier. The overall accuracy
DCNN-based classifier is as high as 95.98%. In
the specific classification results are tabulated in

proposed
of the
addition,
Table II,
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Image visual quality comparison at different phases. The test image Lena is enlarged for better viewing experience.

TABLE III
S OME E XPERIMENTAL R ESULTS ON G ROSS C APACITY
AND N ET C APACITY ( IN bits)

only 1503 bits on average. Meanwhile, the robustness of
the method [31] is achieved by a Repeat-Accumulate (RA)
code. Since it is not particularly designed for OSNs, both the
capacity and the accuracy are quite low.
Before ending the discussion on the embedding capacity
and extraction accuracy, we also provide some experimental
results on the proportion of the location map and the net
capacity (gross capacity = net capacity + location map).
(i+1)
is always
In Section V, we state that the capacity of I E
larger than the length of L̃(i) . This is a necessary condition
for our method to work properly. Fortunately, our approach
satisfies this assumption very well. As illustrated in Table III,
the average gross capacity of our method is 24938 bits while
the average length of the location map of the whole image is
only 1839 bits. The former is nearly 14 times larger than the
(i−1)
latter. In our proposed embedding operation, the ratio of I E
(i)
to I E is only 4:1 in each iteration. In addition to the relatively
higher capacity of the reserved area, even in extreme cases,
is much larger
we can still guarantee that the capacity of I(i+1)
E
than the length of L̃(i) .
C. Evaluation on Image Quality
We further evaluate the image quality in different phases
of our proposed scheme, where the original cover image I
is used as the reference. First of all, we compare the quality
of the Facebook shared image Ī generated by our proposed
method, with those produced by the other competing schemes.
The quality of the JPEG coded image with Q F = 71 is also
shown as a reference. As can be seen from Fig. 11, for all

the methods, the image quality decreases with the increasing
embedding payload, and the PSNR values of the marked
images are consistently lower than those of the JPEG coded
images with Q F = 71. This is reasonable, as any embedding
can be regarded as a type of distortion. Compared with the
methods in [4] and [31], the rate-distortion (RD) performance
of our method is better, especially the performance improvement over [31] is quite significant. Meanwhile, as explained
previously, our method also enjoys much higher embedding
capacity as well as significantly improved extraction accuracy.
When comparing with the method [43], its RD performance
is better than ours at the low embedding rate regime; but
the medium and high rate regimes become unachievable.
In addition, the method [33] is superior than ours in terms of
the RD performance. Nonetheless, the embedding capacity is
much lowered. Finally, an example using the test image Lena
is given in Fig. 10. As can be observed, the shared image is
of high quality and is visually similar to the JPEG coded one
with Q F = 71.
We now further evaluate the quality of the reconstructed
image Î. As shown in Table IV, the restored images of
our proposed method are of high quality, in the sense that
the PSNR degradations are less than 0.01 dB on average,
compared with the reference JPEG coded images (Q F = 71).
In contrast, except for the method [43], the other three methods
all cause severe PSNR drops. Especially, the PSNR degradation for the method [31] is as large as 4.38 dB on average,
which is very significant. An example of the restored image
lena is illustrated in Fig. 10 (d).
D. Evaluation on Storage Overhead and Running Time
We further investigate the storage overhead on Facebook
incurred by different methods. The overhead is defined as
the file size expansion of the shared image Ī with respect
to the corresponding offline JPEG image with Q F = 71.
Clearly, the overhead becomes larger as the payload increases,
as shown in Fig. 12. Quantitatively, to embed 1 bit message, it will result in 1.2 bits storage overhead on average.
Compare with [43], our proposed method exhibits almost the
same performance. In contrast, the remaining three competing
methods [4], [31], [33] outperform our method and almost
incur no storage overhead. This is because all these methods
adopt bits replacement strategy, and hence, do not lead to
any file size expansion. For example, the method [4] replaced
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TABLE IV
R ESTORED I MAGE Q UALITY (PSNR IN dB), C OMPARED W ITH [4], [31], [33], AND [43]

TABLE V
E XPERIMENTAL R ESULTS ON C OLOR I MAGES W ITH M ULTIPLE R ESOLUTIONS OVER FACEBOOK , W ECHAT AND T WITTER

TABLE VI
RUNNING T IME C OMPARISON W ITH [4], [31], [33], AND [43]

Fig. 11.

RD curves for different methods.

We also report the running time for the compared algorithms. The results are illustrated in Table VI, where the
experiments are conducted on Matlab 2013b and Python 3.6 in
a personal PC with Intel i7@3.40 GHz CPU and 8 GB RAM.
All the presented numbers are obtained from averaging over
the 200 images in the test set. It takes 1.12 seconds on average
for our method to complete the full embedding, while the
methods [43] and [31] take 1.29 seconds and 1.19 seconds,
respectively. In contrast, the approach [4] is slightly more
efficient due to the simpler embedding strategy. Among all
the compared algorithms, the one in [33] is the fastest, taking
0.26 seconds only. This is because the embedding is carried
out in the pixel domain via simple operations.
E. Evaluation on Extensibility

Fig. 12.

Rate-Overhead curves for different methods.

the 2nd-LSBs of the DCT coefficients with the message bits.
The advantage regarding the storage overhead is achieved
at very low message bits extraction accuracy, as discussed
in Section VI-B.

To evaluate the extensibility of our proposed scheme to
other OSN platforms, color images, and images with different
resolutions, we build a new dataset formed by 600 color
images with various resolutions ranging from 360 × 480
to 1080 × 1920. Some representative color test images are
shown in Fig. 13. We also demonstrate the extensibility by
considering two extra platforms, i.e., Wechat and Twitter.
The experimental results on embedding capacity, extraction
accuracy and restored image quality (PSNR in dB), are illustrated in Table V. As can be seen, Twitter seems to the most
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Some representative color test images.

embedding-friendly platform, with the highest embedding
capacity, 100% extraction accuracy, and the best reconstructed
image quality. The performance on Facebook and Wechat
is similar. This indicates that our proposed technique works
quite well on color images over different OSN platforms.
Meanwhile, the embedding capacity scales up satisfactorily
with the increasing spatial resolution.
VIII. C ONCLUSION
In this paper, we have designed a robust and high-capacity
image watermarking scheme over Facebook shared images.
To combat with the various lossy operations conducted by
Facebook, we have first recovered the image manipulation
mechanism through a DCNN approach. Based on the knowledge on the lossy channel offered by Facebook, we have
designed a DCT-domain image watermarking scheme, which
is rather robust even without the help of an ECC. We also have
extended our proposed scheme to various OSN platforms, such
as Twitter and Wechat. We have conducted extensive experiments to validate the superior performance of our proposed
method in terms of the embedding capacity, data extraction
accuracy, and the quality of the reconstructed images.
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