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Denoising in the Dark: Privacy-Preserving Deep
Neural Network-Based Image Denoising
Yifeng Zheng , Huayi Duan , Xiaoting Tang, Cong Wang , Senior Member, IEEE, and Jiantao Zhou
Abstract—Large volumes of images are being exponentially generated today, which poses high demands on the services of storage,
processing, and management. To handle the explosive image growth, a natural choice nowadays is cloud computing. However,
coming with the cloud-based image services is acute data privacy concerns, which has to be well addressed. In this paper, we present
a secure cloud-based image service framework, which allows privacy-preserving and effective image denoising on the cloud side to
produce high-quality image content, a key for assuring the quality of various image-centric applications. We resort to state-of-the-art
image denoising techniques based on deep neural networks (DNNs), and show how to uniquely bridge cryptographic techniques (like
lightweight secret sharing and garbled circuits) and image denoising in depth to support privacy-preserving DNN based image
denoising services on the cloud. By design, the image content and the DNN model are all kept private along the whole cloud-based
service flow. Our extensive empirical evaluation shows that our security design is able to achieve denoising quality comparable to that
in plaintext, with high cost efficiency on the local side and practically affordable cost on the cloud side.
Index Terms—Image denoising, cloud computing, privacy preservation, deep neural networks
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volumes of images are being exponentially generated today from various kinds of imaging devices
(smartphones, medical imaging equipment, digital cameras,
etc.). Such tremendous growth is further greatly accelerated
along with the fast development and wide deployment of
diverse Internet of Things (IoT) applications. For example,
in IoT multimedia healthcare applications [1], images are
continuously generated from IoT-enabled medical imaging
devices [2], which range from being large and stationary [3],
to being small, portable, and handheld [4], [5]. Such tremendous growth has led to high demands on the services of
image storage, processing, and management, which are
now naturally addressed via the adoption of cloud computing [6], [7], [8], [9], [10]. One fundamental and long-standing
image processing task is image denoising, which refers to
the procedure that takes as input a noisy image and produces a denoised image where the noise is reduced [11]. In
practical situations, image noises are often hard to avoid in
the first place [12], since they can come from different internal (i.e., imaging devices) and external (i.e., environment)
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sources [13], [14]. With the ability to remove noises and
deliver high-quality image content, image denoising typically serves as a necessary stepping stone for many other
applications like image segmentation, image registration,
image super-resolution, and more [14], [15].
In the literature, state-of-the-art image denoising techniques rely on deep neural networks (DNNs), where a welltrained DNN model is used to map a noisy image to a
denoised one [16]. In order to achieve high denoising quality, the DNN model used for denoising is typically large,
containing a number of hidden layers with thousands of
neurons on each layer [16]. This poses high computation
workload, and thus is especially suitable to be handled at
the cloud for its abundant yet economical computing
resources. Despite the appealing benefits, leveraging the
cloud for DNN based image denoising also entails critical
privacy concerns. First, the images generated from various
application contexts could be proprietary and/or could be
privacy-sensitive, like medical images and faces images.
Second, the DNN model could be proprietary information
of the model owner, and may also leak information of the
underlying possibly sensitive training images [17]. Therefore, it is of paramount importance to enforce the protection
of images and of the DNN model, against the cloud
throughout the whole service flow.
In light of the above observations, in this paper, we present
the first system framework enabling privacy-preserving
DNN based image denoising services on the cloud. Our
framework enables DNN based image denoising to be conducted on the cloud side, while keeping the (noisy/denoised)
images and DNN model private. That is, along the whole service flow, the cloud only sees ciphertexts of the (noisy/
denoised) images and DNN model. While in theory fully
homomorphic encryption [18], [19] could be used to achieve
such security features and functionality, it is way far
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inefficient for practical use [20], [21], and would induce prohibitive runtime and communication cost on both local side
and cloud side if applied to our case. The challenge we aim to
tackle is how to achieve privacy-preserving DNN based
image denoising with effective denoising quality, high local
cost efficiency, and practically affordable performance on the
cloud. To this end, we bridge together cryptography and
image denoising in depth, so as to securely, effectively, and
efficiently embrace the operations required by DNN based
image denoising.
First, to simultaneously achieve privacy protection and
high local cost efficiency, we resort to the lightweight cryptographic technique, i.e., additive secret sharing, to encrypt
(noisy) images. Then, encrypted DNN based image denoising is conducted over the secret shares of images on the cloud
side. In our framework, we consider that the cloud entity is
split into two cloud servers which are hosted by independent
cloud service providers. Such a two-server model is commonly used in various security application contexts in recent
years (e.g., [22], [23], [24], [25], to just list a few), and we consider our adoption also to be in this trend. Specifically, in our
framework each cloud server respectively holds secret
shares of noisy images and the DNN model. And a secure
protocol highly customized for DNN based image denoising
is run between the two cloud servers to produce the ciphertexts of denoised images.
To accomplish this secure protocol, a strawman solution is
to directly use garbled circuits, which is a well-known secure
two-party computation protocol enabling secure evaluation
of arbitrary functions. However, directly applying garbled circuits to fully complete our target complicated DNN based
image denoising would lead to highly burdensome performance overhead. This is because in garbled circuits even a
simple function can lead to a circuit with an excessive number
of gates [26]. In fact, motivated by this, many recent security
works choose to work under the blueprint of using a hybrid
approach: bridging together garbled circuits and other secure
computation techniques to build custom protocols and solve
application-specific tasks (e.g., [26], [27], [28], to just list a few).
Following the same blueprint, in this paper we show
how to uniquely bridge together additive secret sharing and
garbled circuits to deliver a highly customized design for
privacy-preserving DNN based image denoising. Indeed,
garbled circuits are used very selectively in our design
(Section 4). Through in-depth examination on the procedure
of DNN based image denoising, we first carefully decompose
the procedure and identify the underlying atomic operations.
Then we consider how to properly leverage additive secret
sharing and garbled circuits to embrace these operations in a
secure, efficient, and customized manner. Specifically, in our
design, as an instantiation, we use the multi-layer perceptron
(MLP) model proposed in [16] as the concrete DNN model,
which is one of the most representative and state-of-the-art
DNN models for image denoising. We identify that the atomic
operations turn out to be addition, multiplication, and evaluation of a non-linear activation function, i.e., the hyperbolic tangent function. For secure addition and secure multiplication,
we rely on specialized use of additive secret sharing, and
work over secret-shares under a vectorized setting customized for DNN based image denoising, which inherently
requires operations among matrices/vectors [16], [29].

Regarding secure evaluation of the activation function, we
note that it requires division and exponentiation in the ciphertext domain, which is hard to be practically supported [30].
To ease this tension, our idea is to seek a secure-computation-friendly and high-accuracy approximation for the hyperbolic tangent function in DNN based image denoising. In
particular, we resort to a piecewise non-linear and low-degree
polynomial approximation with high accuracy and very small
quantitative approximation errors [31], where exponentiation
and division are avoided. Based on this approximation, we
then develop a highly customized mechanism to support
secure and efficient evaluation of the approximated function
for image denoising, via a tailored combination of additive
secret sharing and garbled circuits. At a very high level, we
rely on decomposing approximated function into atomic
operations, and mostly compute on secret-shared values.
Then, garbled circuits is only used when the comparison
operation is required. In this way, we achieve the best of both
worlds: additive secret sharing for efficient arithmetic operations and garbled circuits for efficient Boolean operation.
To facilitate the practical usage of our design, we also further explore and address several practical considerations,
including number representation, secure shared-value rescaling, local pre-processing and post-processing, and communication cost reduction. We implement a proof-of-concept
prototype and conduct an extensive evaluation over a realworld image dataset. Our experiments results show that the
denoising quality achieved by our security design is comparable to that in plaintext. Besides, it is validated that our security design has highly efficient local cost and practically
affordable cloud-side cost. Altogether, we make the following
contributions:






We present the first system framework enabling privacy-preserving DNN based image denoising services on the cloud. Our framework allows DNN
based image denoising to be conducted on the cloud
side, while keeping the image content and the DNN
model private along the whole service flow.
We present a security design highly customized for
DNN based image denoising. Our design uniquely
bridges lightweight additive secret sharing and garbled circuits, with secure and efficient mechanisms
for customizing the atomic operations underlying
DNN based image denoising.
We implement a proof-of-concept prototype and
conduct a comprehensive evaluation. The evaluation results show that our security design achieves
denoising quality comparable to that in plaintext,
with high local-side cost efficiency and practically
affordable cloud-side cost.

1.1 Related Work
Privacy-Preserving Image Denoising. In the literature, there exist
some works on privacy-preserving image denoising in cloud
computing [32], [33]. We identify that the common philosophy underlying the image denoising approach of these works
is to produce denoised image patches via appropriately
aggregating a set of reference patches, which can be selected
either from external databases [32] or from inside the noisy
image itself [33]. In [32], Zheng et al. study how to achieve
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Fig. 1. The illustration of our system architecture.

privacy-preserving image denoising from encrypted external
databases hosted by the cloud. In particular, they consider a
setting where a service provider outsources an encrypted
database of image patches to the cloud, which is then required
to offer secure query based image denoising service to authorized users. In [33], Hu et al. propose a double-cipher scheme
for non-local means based encrypted image denoising. In
their scheme, two ciphertexts are generated for each noisy
image. One ciphertext is generated via (expensive) homomorphic encryption for supporting encrypted mean filter, and the
other is obtained by a distance-preserving transform function,
so as to support non-local search. Despite being valuable data
points in the design space of privacy-preserving image
denoising in cloud computing, we emphasize that these
designs consider denoising techniques different from stateof-the-art DNN based image denoising targeted by us. Very
recently, Zheng et al. [34] present a first study on DNN based
image denoising with security features, which heavily uses
homomorphic encryption. Their work substantially differs
from ours in two aspects. First, they target a different problem
setting where a user stays online to interact with the cloud
server throughout procedure of denoising of his images. In
contrast, in our system architecture all parties (the IoT gateway, receiver, and model owner) are not required to stay
online to participate in the encrypted denoising procedure
with the cloud. Second, their security design has very cumbersome performance overhead: a single DNN computation in
their security design can take up to tens of hours.
Secure Deep Neural Network Inference. Our work is also
related to existing works on secure DNN inference, which
generally aims to leverage a trained DNN model for data
inference in a secure and privacy-preserving manner [30],
[35], [36], [37], [38], [39], [40], [41]. The concrete application
setting of most of these works [30], [35], [36], [37], [38], [39],
[40], however, is different from ours. Specifically, these works
operate in a two-party setting where a client holding private
data wishes to leverage a trained DNN model held by a
server to get inference results. The overall security goal is to
ensure that the client only learns the inference results (without learning the model) while the server learns nothing about
the client’s data. So, in these works, the trained model is held
in the clear by the server. In contrast, in our application setting, the model is concealed to the cloud servers, and they
only see along the whole workflow ciphertexts of the neural
network model, the network input, and the network output.
Moreover, we emphasize that those prior works have different problem focuses and their security designs are highly
customized to serve their purposes. For example, the work
[35] focuses on the square activation function and builds a
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highly customized design for the problem of image classification; the works [30], [37], [40] focus on considering customized designs for different non-determined and nonclosed-form approximation of activation functions which
requires manual and empirical parameter tuning; the work
[41] targets image classification and relies on a determined
approximation for the sigmoid function to propose a customized security design for image classification.
The rest of this paper is organized as follows. Section 2
presents our problem statement. Section 3 describes some
preliminaries. Section 4 gives our detailed design of privacypreserving DNN based image denoising. Section 5 presents
the experiment results. Section 6 concludes the whole paper.

2

PROBLEM STATEMENT

2.1 System Model
Our work targets privacy-preserving DNN based image
denoising on the cloud. To facilitate the presentation, we will
use denoising for images generated from IoT multimedia
healthcare [1], [2] applications as a concrete example to demonstrate our system design. Fig. 1 shows the system architecture that enables IoT multimedia healthcare applications
with cloud-based privacy-preserving DNN based image
denoising. There is an IoT gateway [42], [43], [44] that connects the IoT devices to the cloud. The IoT gateway can be
operated by a hospital or a medical center, which continuously collects images from the IoT devices in various healthcare contexts, and then outsources the storage, management,
and analytics of the images to the cloud. For privacy protection, the images will be first encrypted by the IoT gateway
before being outsourced to the cloud.
In practical situations, due to various intrinsic (i.e., sensor)
and extrinsic (i.e., environment) conditions, the images collected from the IoT devices are easy to be corrupted with
noise [12]. Hence, in order to ensure the quality of IoT healthcare applications, it is highly demanded to let the cloud perform image denoising so as to deliver high-quality image
content for accurate medical diagnosis and/or for any further
image analytic tasks. For high-quality image denoising, in
our system architecture, we will resort to the approach based
on DNNs, which has been shown to achieve the state-of-theart denoising quality in recent years [16], [29]. Specifically, in
our system architecture an encrypted trained DNN model
will be stored in the cloud in advance by the model owner
(e.g., a medical lab that has expertise in DNN model training).
After the encrypted images are sent to the cloud by the IoT
gateway, image denoising is performed in the encrypted
domain based on the pre-stored encrypted DNN model. The
denoised images in encrypted form can later be delivered on
demand to the receiver (e.g., a physician in the hospital).
The cloud entity in our system architecture is split into two
cloud servers S 0 and S 1 , which can be hosted by independent
cloud service providers in practice. We note that such a twoserver model has been widely adopted in the literature under
various security application contexts (e.g., [22], [24], [41], to
just list a few) and our adoption also follows this popular
trend. Particularly, the two cloud servers will jointly perform
the task of high-quality DNN based image denoising in the
encrypted domain. In our protocol design, for fast image
encryption on the IoT gateway side, we will resort to the
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TABLE 1
Key Notations Used in This Paper
Notations
p
q
Gj
bj
I
D
R
½Ci
s
l
s

Description
Noisy patch
Denoised patch
Weight matrix of the jth layer of the DNN model
Bias vector of the jth layer of the DNN model
Noisy image
Denoised image
Random matrix used in secret sharing
Image ciphertext held by cloud server S i
Standard deviation of noise
Ring size parameter
Scaling factor parameter

lightweight cryptographic technique called additive secret
sharing. In particular, for each (noisy) image, the IoT gateway
generates two secret shares, and sends each secret share to
each cloud server. Besides, each cloud server also holds a
secret share of the DNN model in advance. Based on the secret
shares of the collected images and DNN model, the two cloud
servers jointly run an encrypted DNN based image denoising
protocol to produce the encrypted denoised images.

2.2 Threat Model
In this paper, we consider that the security threats primarily
come from the adoption of cloud services. That is, the two
cloud servers are considered as adversaries. Following most
of existing security works under the two-server model (e.g.,
[41], [45], to just list a few), we assume a semi-honest and
non-colluding security model in this paper. In particular,
the two cloud servers will honestly follow our protocol for
encrypted DNN based image denoising, yet they are interested in inferring private information about the image content and DNN model and will do so independently.
We note that such a security assumption also makes
sense in our target cloud-assisted image services, as in practice cloud service providers are well-established and business-driven parties and they are not willing to risk their
highly valuable reputation by behaving maliciously and colluding with each other [22], [24]. Under such a security
assumption, our security goal is to ensure that the image
content and DNN model are all kept private against the two
cloud servers along the whole service flow. Note that the
DNN model also demands protection in practice as it could
be proprietary information of the model owner, and may
also leak information about the training data which might
be privacy-sensitive [30].

3

PRELIMINARIES

3.1 DNN Based Image Denoising
Image denoising is a well-known and fundamental problem
in image processing, which, roughly speaking, aims to map
a noisy image to a noise-free image. Mathematically, a noisy
image I is generally modeled as
I ¼ X þ E;

(1)

where X is the original clean image, and E is the additive
white Gaussian noise (AWGN) with standard deviation s
[16], [29], [46], [47], [48], [49]. Given a noisy image I, image

denoising aims to produce an estimate of the original image
X as accurately as possible. Note that here s can be estimated
from a noisy image through various effective existing methods (e.g., [50], [51], [52]) and thus in the literature it is treated
as a known prior and serves as an input to a denoising algorithm (e.g., [16], [46], [53]). So, we also consider s as a known
priori. We stress that the noise assumptions simply follow
plaintext-domain works on image denoising and our focus is
on crafting a privacy-preserving design for DNN based
image denoising which is introduced below.
For high denoising quality, we resort to state-of-the-art
DNN based image denoising techniques in this paper. Specifically, we will use the widely popular DNN model proposed
in [16] as an instantiation, which is one of the most representative and state-of-the-art DNN models for image denoising
[29], with relatively simple structure and outstanding denoising performance. In [16], it is proposed that a multi-layer perceptron can be used as a DNN model for high-quality
denoising. Specifically, given an input vector p, an MLP is
essentially a nonlinear function that maps p to the output vector q, via feeding the input to a pipeline of layers. For example, an MLP with L  1 hidden layers can be written as,
q ¼ GL  tanhð:::tanhðG1 p þ b1 Þ:::Þ þ bL Þ;

(2)

where Gj denotes the weight matrix and bj the bias vector,
of the jth layer (j 2 ½1; L). DNN based image denoising is
performed patch-wise [16], [29], so here the input vector p
actually represents a patch of the noisy image and the output vector q is the denoised patch. Therefore, for DNN
based image denoising, a noisy image is first divided into
overlapping patches, and each patch is then denoised separately. Afterwards, we can place the denoised patches at the
locations of their noisy counterparts and produce the
denoised image via aggregating the overlapping region [16].

3.2 Yao’s Garbled Circuits
Yao’s garbled circuits enables two parties to compute a function f on their respective data, in such a manner that the parties’ inputs are kept private against each other and only the
function output is revealed at the end [54], [55]. Specifically,
one party acts as a generator who first generates a garbled
version of the circuit computing fðg1 ; g2 Þ, where g1 is this
party’s input and g2 is the other party’s input. The generator
sends the garbled circuit and the garbled input gb1 of g1 to the
other party, which is called the evaluator. The evaluator runs
an oblivious transfer protocol [56] with the generator to obliviously obtain the garbled input gb2 of his private input g2 . With
gb1 and gb2 , the evaluator evaluates the garbled circuit to obtain
the target result fðg1 ; g2 Þ.
In Table 1, we provide a summary of the key notations
used in this paper.

4

PRIVACY-PRESERVING DNN BASED IMAGE
DENOISING

In this section, we will elaborate on our design for enabling
privacy-preserving DNN based image denoising. At a high
level, the workflow in our system architecture is as follows.
First, the DNN model is encrypted by the model owner (e.g.,
a medical lab) and the resultant ciphertexts are sent to the
two cloud servers for later use in denoising. Subsequently,
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the IoT gateway continuously collects images from the IoT
devices, encrypts each image, and sends the ciphertexts to
the two cloud servers. After receiving the ciphertexts of each
image, the two cloud servers jointly run a secure protocol to
perform DNN based image denoising in the encrypted
domain, and produce the ciphertexts of the denoised image.
Later, the two cloud servers can deliver the ciphertexts of
denoised image on demand to the receiver, who then performs decryption to recover the denoised images. Along this
workflow, our protocol design can be decomposed into three
core components accordingly, i.e., (i) encryption of images
and DNN model, (ii) encrypted DNN based image denoising,
and (iii) decryption of encrypted denoised images. In what
follows, we first present in detail each component. Then, we
analyze the security guarantees of our design, and address
some practical considerations.

4.1 Encryption of Images and DNN Model
For practical cost efficiency, we resort to the lightweight
cryptographic technique—additive secret sharing, for the
encryption of images and DNN model. We note that secret
sharing based encryption can result in ciphertexts which
are twice the size of plaintexts. However, this is still substantially less than the common homomorphic encryption
approach for supporting encrypted computation, which can
cause up to tens of times size expansion (say from 64-bit
plaintext to 2048-bit ciphertext in the widely adopted Paillier cryptosystem) [57].
In particular, given an image I, the IoT gateway first generates a random matrix R, where each element of R is uniformly
random in Z2l and l is the parameter deciding the ring size.
Then, the IoT gateway produces the ciphertexts of the image
as ½C0 ¼ ðI  RÞ mod 2l and ½C1 ¼ R mod 2l , and sends ½C0
and ½C1 to the two cloud servers S 0 and S 1 respectively. We
denote the secret share held by cloud server S i as ½Ci , where
i 2 f0; 1g. Similarly, for the DNN model, each cloud server S i
receives f½Gj i gLj¼1 and f½bj i gLj¼1 in advance. Note that the
encryption of the DNN model only needs to be conducted
once, and afterwards the encrypted DNN model can be
deployed at the cloud side for denoising.
4.2 Encrypted DNN Based Image Denoising
Given the secret shares of an image and the DNN model, we
now describe how to perform encrypted DNN based image
denoising over the secret shares on the cloud. The result
from the encrypted image denoising procedure is that each
cloud server obtains a secret share of the denoised image. In
what follows, we will first describe how to securely support
the underlying atomic operations, and then present the full
construction. Note that unless otherwise stated, all arithmetic operations related with secret shares take place in Z2l
and for ease of presentation we will omit the modulo operation in the description of our design.
4.2.1 Design Overview
We now first consider how to securely support in our
design the atomic operations underlying DNN based image
denoising over secret-shared values. According to Eq. (2) in
Section 3.1, it is not difficult to see that the atomic operations
underlying DNN based image denoising include addition,
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multiplication, and evaluation of the non-linear activation
function tanhðÞ. First of all, we consider how to support
secure addition and secure multiplication over secretshared values, as a starting point.
Supporting Secure Addition and Multiplication. Given the
secret shares of two values a and b, secure addition can be
performed to enable each cloud server to obtain a secret
share of the sum a þ b, without disclosing a and b to the two
cloud servers. For this operation, we can simply let each
cloud server S i (i 2 f0; 1g) locally compute ½a þ bi ¼ ½ai þ
½bi . Regarding secure multiplication, the goal is to properly
multiply the secret shares of a and b so that each cloud
server S i can obtain ½a  bi without knowing a and b. We
note that this can be achieved via leveraging the Beaver’s
technique [58], which is described as follows. Suppose that
a multiplication triplet ðx; y; zÞ is secret-shared among the
two cloud servers, where x and y are random values and
x  y ¼ z. Each cloud server S i first locally computes ½ui ¼
½ai  ½xi and ½vi ¼ ½bi  ½yi . Then, each cloud server S i
broadcasts ½ui and ½vi , and they reconstruct u and v. Now
each cloud server S i computes the share ½a  bi ¼ i  u  v þ
u  ½yi þ v  ½xi þ ½zi . We refer the readers to [58] for the
proof of correctness and the extensions to more than two
servers. Note that for the simple case of multiplication
where one input value is a public constant c, we can simply
let each cloud server S i compute ½c  bi ¼ c  ½bi .
Customizing Secure Addition and Multiplication. To achieve
better efficiency in DNN based image denoising which inherently requires operations among matrices and/ or vectors,
we generalize the above secure operations to work under the
vectorized setting for matrices and/or vectors, inspired by
some latest advancements [30], [41], [59]. In particular, given
two shared matrices ½A and ½B, we can compute addition as
½A þ Bi ¼ ½Ai þ ½Bi . To compute secure multiplication, we
now need the multiplication triplet in a vectorized form. Specifically, given the secret shares of three matrices X, Y, and Z,
where X has the same size as A, Y has the same size as B, and
Z ¼ X  Y, we can compute the secret share of A  B as follows. First, each cloud server S i computes ½Ui ¼ ½Ai  ½Xi
and ½Vi ¼ ½Bi  ½Yi . Then, they jointly reconstruct U
and V. Afterwards, each cloud server S i locally computes
½A  Bi ¼ i  UV þ U½Yi þ ½Xi V þ ½Zi . Note that the secret
shares of data-independent multiplication triplets can be
made available to the two cloud servers via a trusted dealer
or via an existing cryptographic protocol in an offline phase
[41], [59] before actual secure multiplication takes place. So,
throughout this paper, we assume that the multiplication
triplets are available on the cloud side for use, and our main
focus is on the online encrypted denoising procedure.
Supporting and Customizing Secure Evaluation of the Activation Function. Besides secure addition and multiplication, we
also need to consider how to securely support the evaluation
of the non-linear activation function tanhðÞ. We note that the
evaluation of the tanhðÞ function requires exponentiation
and division, which are hard to be supported using secure
computation techniques [30], [41]. Therefore, our insight is to
seek a secure computation friendly approximation for the
tanhðÞ function, so that it can be efficiently supported by
secure computation techniques. While it is known that in
principle we can use high-degree polynomials for function
approximation [41], [60], this may not be a good choice for
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Fig. 2. The tanhðÞ function and its approximation in this paper.

practical cost efficiency and low-degree polynomials are
preferable for secure computation [30]. Hence, we resort to
low-degree polynomial approximation and particularly consider the technique of piecewise polynomial approximation.
Instead of using linear approximation which requires
empirical and heuristic tuning on the number of pieces and
also typically a large number (say more than 12) of pieces [30]
for high accuracy, we resort to non-linear low-degree polynomial approximation and particularly the promising approximation in [31] which has a closed-form solution and
quantitative approximation performance. Fig. 2 illustrates the
approximation tanhðÞ adopted in this paper for the tanhðÞ
function. The details of the tanhðÞ function are as follows:
8
< k  ðn1 jxj2 þ c1 jxj þ d1 Þ; 0  jxj  a
tanhðxÞ ¼ k  ðn2 jxj2 þ c2 jxj þ d2 Þ; a < jxj  b
:
k; otherwise:

garbled circuits for the evaluation of tanhðxÞ is as follows.
We can use garbled circuits to securely reconstruct the original value x from its secret shares, perform the function evaluation inside the garbled circuit, and secret-share the
computation result among the two cloud servers again for
subsequent processing. In more detail, we can let S 1 provide
S 0 with a garbled circuit inside which their secret shares are
combined to recover the original value, and then the tanhðÞ
function is evaluated against the recovered value. The evaluation of the garbled circuit on the S 0 side will output a secret
share ½tanhðxÞ 0 ¼ tanhðxÞ  r, where tanhðxÞ is the function evaluation result and r is a random value chosen by S 1 .
The corresponding secret share for S 1 is ½tanhðxÞ 1 ¼ r.
Despite being effective, such an intuitive mechanism is
not efficient as it requires multiplication inside the garbled
circuit. Note that in garbled circuits even simple functions
may lead to an excessive number of gates. For example, the
multiplication of two l-bit values will require Oðl2 Þ gates
[26], [28]. Therefore, for good efficiency, we choose to use
garbled circuits very selectively. Specifically, for secure
evaluation of the tanhðÞ function in our security design,
our main idea is to conduct all polynomial-related computation (where multiplication is required) under secret sharing
outside the garbled circuit, and only do addition (for recovery of original values) and comparison (for selection of
polynomial computation result) inside the garbled circuit.
In this way, we obtain the best of both worlds: additive
secret sharing for efficient arithmetic operation and garbled
circuits for efficient Boolean operation.

(3)

where k ¼ signðxÞ, and n1 , n2 , c1 , c2 , d1 , d2 , a and b are
0:2716, 0:0848, 1, 0.42654, 0.016, 0.4519, 1.52, and 2.57,
respectively. This approximation has quantitative performance: the average error and maximum error of this
approximation are 4:1  103 and 2:2  102 respectively
[31]. Note that the parameters in this approximation are
obtained via solving an error minimization problem, which
is orthogonal to our security design. Our focus is to delicately build on this approximation and explore a new
design point to support privacy-preserving DNN-based
image denoising on the cloud. Additionally, we remark that
in principle the closed-form approximation for the tanhðÞ
function is also applicable to the Sigmoid function, due to
the inherent relationship between the tanhðÞ function and
the Sigmoid function, i.e., constant scaling and shifting.
Based on the above effective and efficient approximation,
we then consider how to securely and efficiently evaluate the
approximate activation function tanhðÞ . Note that by saying
the approximation is effective, we mean that it has small
approximation errors; and by saying it is efficient, we mean
that the computation required by the approximation would
be simple (only addition, comparison, and multiplication are
needed) and lightweight to be supported in the encrypted
domain, as opposed to the expensive and complicated exponentiation and division operations in the original function.
As comparison operation is required in the approximation,
we proposed to leverage garbled circuits which can securely
and efficiently handle comparison operation [28], [41]. Given
the secret shares of a value x, an intuitive mechanism of using

4.2.2 Our Construction
We now present the detailed construction of privacy-preserving DNN based image denoising on the cloud side.
Recall that as introduced in 3.1, DNN based image denoising is performed patch-wise, so in what follows we will
show how to denoise a patch of a noisy image, given the
secret shares of the patch and the secret shares of the DNN
model. To ease our presentation, we will present our protocol for the case of one hidden layer for demonstration. That
is, q ¼ G2 tanhðG1  p þ b1 Þ þ b2 . The extension to more
layers is quite natural, as the output of this layer serves as
input of the next layer, followed by the same necessary
operations (i.e., secure addition, secure multiplication, and
secure evaluation of the approximated activation function).
Note that all intermediate and final results are secret-shared
between the two cloud servers. Suppose that the patch to be
denoised is p and each cloud server S i holds a secret share
½pi . The details of our construction are as follows.
First, the two cloud servers need to compute the secret
shares of G1  p þ b1 . Suppose that we have the multiplication triplet X1 ; y1 ; z1 , where X1 has the same dimension as
G1 , y1 has the same dimension as p, and z1 ¼ X1  y1 . The
computation of the secret shares of G1  p þ b1 is given in
Fig. 3. Subsequently, we need to obtain the secret shares of
tanhðG1  p þ b1 Þ . As mentioned before, we handle the
polynomial computation outside the garbled circuit so as to
avoid within-circuit multiplication operations. So, inside
the garbled circuit, we only need to do the operations of
modular addition and comparison. From Eq. (3), we know
that for the case x > 0, we need to compute two values
t1 ¼ n1 x2 þ c1 x þ d1 and t2 ¼ n2 x2 þ c2 x þ d2 ; for the case
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Fig. 3. Computing the secret shares of G1  p þ b1 .

x < 0, we need to compute two values t3 ¼ ð1Þ  ðn1 x2 þ
ð1Þ  c1 x þ d1 Þ and t4 ¼ ð1Þ  ðn2 x2 þ ð1Þ  c2 x þ d2 Þ, i.e.,
t3 ¼ n1 x2 þ c1 x  d1 and t4 ¼ n2 x2 þ c2 x  d2 . The details of the secure evaluation of the tanhðÞ function is given
in Fig. 4.
Based on the above secure evaluation mechanism, we can
enable the two cloud servers to obtain the secret shares of
tanhðG1  p þ b1 Þ . Then, the two cloud servers continue to
compute the secret shares of G2 tanhðG1  p þ b1 Þ þ b2 .
Suppose that we have the multiplication triplet X2 ; y2 ; z2 ,
where X2 has the same dimension as G2 , y2 has the same
dimension as tanhðG1  p þ b1 Þ , and z2 ¼ X2  y2 . The computation of the secret shares of G2 tanhðG1  p þ b1 Þ þ b2 is
given in Fig. 5.
Note that after each noisy patch is securely denoised and
the secret shares of denoised patches are obtained, each
cloud server can further obtain the secret share of the
denoised image by placing the secret shares of denoised
patches at the locations of their noisy counterparts and averaging/weighting the overlapping region, which just
requires local computation of secure addition and multiplication by constants [16]. We denote the secret share of the
denoised image held by each cloud server S i as ½Di .

Fig. 4. Secure customized evaluation of the tanhðÞ function.

Fig. 5. Computing the secret shares of G2  tanhðG1  p þ b1 Þ þ b2 .

4.3 Image Decryption
Upon receiving the request from the receiver for the
denoised image D, each cloud server S i sends ½Di to the
receiver. Then, the receiver can recover the denoised image
by combining the two secret shares, i.e., D ¼ ½D0 þ ½D1 .
4.4 Security Guarantees
We summarize the security guarantees of our privacy-preserving DNN based image denoising design by the following theorem.
Theorem 1. Given that the two cloud servers are honest-butcurious adversaries and do not collude with each other, our
design ensures that the two cloud servers learn nothing about
the image content (I or D), and the values in the private parameters Gj and bj of the DNN model.
Proof. Given the security of the underlying cryptographic
techniques of additive secret sharing, Beaver’s multiplication technique, and garbled circuits, the security guarantees can be proved immediately according to the modular
sequential theorem [61], [62], by showing that each step
of our design is secure.
First, before encrypted image denoising starts, the
two cloud servers receive the secret shares of Gj and bj
of the DNN model and of each image I. The security of
additive secret sharing ensures that each cloud server
learns nothing about the plaintext values underlying its
secret shares.
Subsequently, during the procedure of encrypted
DNN based denoising, the two cloud servers operate
over their respective secret shares locally and also have
some interactions with each other, either via the Beaver’s
technique for secure multiplication or via garbled circuits
for secure evaluation of the (approximated) activation
function. The security of the Beaver’s technique ensures
that each cloud server learns nothing from the interaction
for secure multiplication. Regarding the execution of
garbled circuits, the security of garbled circuits, which is
formally proved in [55], ensures that nothing is disclosed
to the two cloud servers except the output produced on
the S 0 side. Recall that the output from garbled circuit
evaluation is a secret share of the true evaluation result
on the S 0 side, where the other share is kept by S 1 .
So, each cloud server also learns nothing from the execution of garbled circuits. In a nutshell, each cloud server
only observes “random-looking” values and thus learns
nothing.
u
t
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~  m.
4). Obtaining the actual neural network input: p ¼ p
In addition, after the DNN based denoising procedure,
some post-processing is also required for each denoised
patch q, which is as follows:
^ ¼ q þ m;
Shifting the denoised patch: q
q=5 þ 0:5Þ  255
Reverse the normalization: q ¼ ð^
ðs   s 1 Þ1 .
Note that if s  ¼ s, only Step 2 is needed in pre-processing and the same applies to post-processing. As shown, the
pre-processing and post-processing of patches takes a number of steps that require additions and multiplications.
While such pre-processing and post-processing can be trivially done in the plaintext domain, handling them in the
ciphertext domain would otherwise largely complicate
the encrypted denoising procedure, and cause practically
unnecessary performance overhead. Instead of doing such
pre-processing and post-processing in the encrypted
domain on the cloud side, we add slight modification to our
above design by adopting the strategy of local pre-processing on the IoT gateway side and post-processing on the
receiver side. That is, the IoT gateway sends secret shares of
pre-processed patches to the cloud servers for denoising.
Upon request, the cloud servers send the secret shares of
the denoised patches to the receiver, who then combines the
secret shares to recover the denoised patches and further
performs all other post-processing to recover the whole
denoised image. In this way, we avoid unnecessary computation/communication overhead in the ciphertext domain
due to pre-processing and post-processing.
Reducing Communication Cost. The communication cost of
the IoT gateway depends on the transmission of the secret
shares to each cloud server. Hence, to reduce the communication cost of the IoT gateway, we can consider how to reduce
the amount of secret shares to be transmitted by the IoT gateway. Inspired by prior work [36], our idea is to apply a keyed
pseudo-random function (PRF) at the IoT gateway to generate the secret shares (i.e., random values) which are to be
received by the cloud server S 1 . In particular, for each (preprocessed) patch p, the secret share ½p1 is generated via
½p1 ¼ fPRFK ðwÞgW
w¼1 , where K is a freshly generated PRF
key for that patch; the secret share ½p0 is then derived as
½p0 ¼ p  ½p1 . In this way, it is easy to see that the IoT gateway does not need to directly send the secret share ½p1
(which could contain a large number of elements) to the cloud
server S 1 , and can just share the freshly generated key K to
enable the cloud server S 1 to reconstruct the share ½p1 . Note
that the security of PRF function ensures that the secret shares
generated are indistinguishable from truly random values.
In addition, we remark that it is feasible to support batch
input in our security design, and this can help reduce the
communication cost on the cloud side due to encrypted multiplication. Recall that as introduced in Section 3, the input to
the DNN model in DNN-based image denoising is a vectorized image patch [16]. So, the support for bath input will
work by taking multiple image patches as input. To support
batch input in our design, we just need to pack multiple input
vectors (image patches) into an input matrix, and change
from matrix-vector multiplication to matrix-matrix multiplication during the secure DNN computation procedure. Suppose that a DNN weight matrix has a size m  n, and the
1).
2).

Fig. 6. The secure rescaling protocol used in our security design. Note
that there is no modular arithmetic in computing v0r and vr .

4.5 Our Practical Considerations
With the design just described above as a promising
foundation, we now further explore and address some practical considerations for deploying our proposed privacypreserving DNN based image denoising services.
Number Representation. Our above security design works in
the ring Z2l . However, plaintext DNN based image denoising
requires computation over real values. So, we need to consider how to properly represent the values for computation
in secure DNN based image denoising. For efficiency consideration, we follow most of prior works (e.g., [27], [30], [63], to
just list a few) on secure computation and resort to fixed-point
representation for any non-integers. The intuitive idea is to
scale and round non-integers to integers. In particular, given
a real value v, its fixed-point representation is v ¼ bv  2s c,
where the fixed scaling factor s controls the precision. Then,
we can map v to the ring Z2l by computing v mod 2l .
Secure Shared-Value Rescaling. Note that after transforming
the inputs for secure computation, all intermediate results are
also expressed with fixed-point representation. Therefore, for
computation correctness, we need to make ensure that any
intermediate values should not exceed the bit length l. A noteworthy fact is that the multiplication of two scaled values
would lead to a scaling factor 22s for the actual result, which
may quickly exceed the big-length l and cause overflow.
Therefore, we consider how to scale down values scaled by
22s , before any subsequent multiplications take place. To this
end, we resort to a very recent secure, effective, and efficient
rescaling protocol in [63], which is given in Fig. 6. The secure
rescaling protocol enables the two cloud servers holding
secret shares of a value v scaled by 22s to obtain the secret
shares of a value v scaled by 2s , while learning nothing.
Local Pre-Processing and Post-Processing. While in principle
we can put all the workload of denoising on the cloud side,
this, however, may not be the best strategy from a practical
perspective. In fact, DNN based image denoising requires
data pre-processing and post-processing as described below
[64]. For pre-processing, each original patch in the (noisy)
image should be properly processed before being fed into
the DNN model for denoising. Suppose that the noise level
of the noisy image is s and the noise level of the trained neural network model is s  . The general pre-processing for an
^ is as follows:
original patch p
1).
2).
3).

^;
Scaling the noise: p0 ¼ s   s 1  p
~ ¼ ðp0 =255  0:5Þ  5;
Normalizing the patch: p
P
~ ðwÞ=W þ 0:5,
Computing the mean shift: m ¼ W
w¼1 p
~ ðwÞ is the w-th element in the patch p
~ , and
where p
W is the total number of elements;
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Fig. 7. Examples of the test images used in our experiments. They are denoted by “a”, “b”,   , “j” for convenience.

batch size is p. With the typical ring size l ¼ 64, the communication cost in the batch-input case due to encrypted multiplication would be 16  ðm  n þ n  pÞ bytes, as opposed to
16  p  ðm  n þ nÞ bytes in the plain case. So, the communication cost reduction in this case would be 16  mn  ðp
1Þ bytes. We point out that the usage of batch input might
also lead to improvement in runtime cost, through implementation-wise tricks in optimizing matrix-matrix multiplication. However, this is orthogonal to our security design
and out of the scope of this paper.

5

EXPERIMENTS

5.1 Implementation
We implement a proof-of-concept prototype for our security
design in C++. We use GMP (v6.1.2) for calculations over
ring, and Eigen (v3.3.4) for operations on matrix. To reduce
the overhead of dynamic memory management during
denoising, we associate the neural network model with preallocated buffers that are reusable for intermediate results.
We also implement a multi-threaded version, where a pool
of worker threads can denoise distinct patches in parallel
with their own buffers. For garbled circuits, we use the
GASH-lang,1 a programming framework for Yao’s garbled
circuit. GASH-lang includes a compiler of its own language,
and an implementation of Yao’s garbled circuit protocol
that incorporates recent optimizations such as Free-XOR
[65], fixed key block cipher [66], and garbled row reduction
[67]. It enables writing high-level function using a circuit
description syntax, which is similar to C. We deploy and
evaluate the prototype on Microsoft Azure Standard F64s
v2 instance, as well as a local client with Intel E3-1505 v5
CPU (2.8 GHz) and 16 GB memory. To ensure computation
accuracy, we need to use sufficiently large ring and scaling
factor [59]. In our experiments the ring size 2l is 264 and the
scaling factor 2s is 218 . The statistical security parameter u in
the secure rescaling protocol is set to 40 [68].
For demonstration, we use a real healthcare-related dataset
ChestX-ray8 [69] in our experiments. We form our test dataset
1. https://github.com/xiaottang2/gash

by randomly selecting 50 images from ChestX-ray8. In our
experiments, each test image has a size 512  512, and some
examples are provided in Fig. 7. Following existing works on
plaintext/secure image denoising [16], [32], [33], [46], [70], we
generate noisy images by adding zero-mean Gaussian noise
with standard deviations ranging from s ¼ 15 to s ¼ 35 to
the test images. Here, we note that the noises in many medical
images may be Poisson noises in the first place. However, as
indicated by existing works [70], [71], the Poisson noises in
medical images can be transformed into the universal Gaussian noises through the variance stability transform (VST), and
Gaussian denoising approaches can then effectively. We also
have the observation that due to these facts, experimenting
with medical image denoising under Gaussian noises also
appeared in the plaintext domain [47], [70]. So, we consider
our practice to be consistent with plaintext works and we
stress that this is effectively orthogonal to our security design.
We use the trained DNN model2 in the plaintext work
[72] for test. This DNN model is trained from the ImageNet
dataset [73]. It consists of four large hidden layers and has a
large size. The sizes of the hidden layers are 3072, 3072,
2559, and 2047, respectively. The output layer has a size 289,
i.e., a denoised patch with size 17  17. The noise level
parameter s  of the model is 25. For denoising, each test
noisy image is decomposed into overlapping patches of size
17  17 with a stride size 3. To denoise a noisy patch p, the
neural network model takes as input a noisy patch p of
size 39  39, which includes not only the corresponding
noisy pixels of p but also the surrounding ones. We will use
two widely adopted metrics, namely peak signal to noise
ratio (PSNR) and structural similarity (SSIM) [74], to measure the objective denoising quality. The PSNR metric measures the intensity difference between two images, while the
SSIM measures the perceptual quality difference.

5.2 Performance Evaluation
5.2.1 Denoising Quality
We first conduct a denoising quality evaluation to validate the
effectiveness of our security design. We make comparison
2. At http://people.tuebingen.mpg.de/burger/neural_denoising/
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TABLE 2
Comparison of PSNR (in dB) and SSIM Results for 10 Example Test Images Shown in Fig. 7
Image
a
b
c
d
e
f
g
h
i
j

s = 15

Method
Plaintext
Secure
Plaintext
Secure
Plaintext
Secure
Plaintext
Secure
Plaintext
Secure
Plaintext
Secure
Plaintext
Secure
Plaintext
Secure
Plaintext
Secure
Plaintext
Secure

s = 20

s = 25

s = 30

s = 35

PSNR

SSIM

PSNR

SSIM

PSNR

SSIM

PSNR

SSIM

PSNR

SSIM

36.13
35.82
37.21
37.15
37.29
37.12
36.16
35.85
37.4
37.26
36.62
36.42
35.26
34.9
36.6
36.4
36.97
36.75
38.36
38.25

0.92
0.91
0.95
0.95
0.94
0.94
0.93
0.92
0.93
0.93
0.95
0.95
0.93
0.93
0.94
0.94
0.92
0.92
0.97
0.97

34.85
34.55
35.95
35.9
35.85
35.72
34.96
34.67
36.08
35.94
35.82
35.59
34.3
33.95
35.18
35
35.44
35.21
36.81
36.71

0.9
0.89
0.93
0.93
0.93
0.93
0.9
0.9
0.92
0.92
0.93
0.93
0.91
0.91
0.92
0.92
0.91
0.9
0.96
0.96

34.07
33.73
34.95
34.78
34.96
34.63
34.24
33.89
35.3
34.93
34.99
34.62
33.58
33.23
34.34
34.05
34.66
34.36
35.5
35.1

0.88
0.88
0.91
0.91
0.91
0.91
0.89
0.89
0.91
0.91
0.92
0.92
0.89
0.89
0.9
0.9
0.9
0.89
0.94
0.94

32.51
32.26
34.23
34.19
33.47
33.3
32.64
32.37
33.8
33.68
33.71
33.5
31.91
31.58
32.82
32.6
32.86
32.67
33.67
33.6

0.86
0.86
0.9
0.9
0.9
0.9
0.87
0.87
0.9
0.9
0.91
0.91
0.87
0.86
0.89
0.88
0.88
0.88
0.94
0.93

31.31
31.06
33.62
33.58
32.51
32.35
31.6
31.34
32.81
32.7
32.86
32.65
30.91
30.59
31.78
31.55
31.83
31.64
32.38
32.35

0.85
0.85
0.89
0.89
0.89
0.89
0.86
0.86
0.89
0.89
0.9
0.9
0.85
0.85
0.87
0.87
0.87
0.87
0.93
0.92

TABLE 3
Comparison of Average PSNR (in dB) and SSIM Results of 50 Test Images
Image
Ave.

Method
Plaintext
Secure

s ¼ 15

s ¼ 20

s ¼ 25

s ¼ 30

s ¼ 35

PSNR

SSIM

PSNR

SSIM

PSNR

SSIM

PSNR

SSIM

PSNR

SSIM

36.18
35.94

0.94
0.94

35.36
35.11

0.92
0.92

34.61
34.26

0.91
0.91

33.05
32.8

0.89
0.89

31.96
31.71

0.88
0.87

Fig. 8. Example visual denoising result for one test image (Fig. 7a) when s ¼ 15. (a) Original image; (b) Noisy image; (c) Plaintext result; (d) Our
result.

with the plaintext method underlying our security design,
which serves as the baseline and uses the original tanhðÞ function. First, we conduct an objective evaluation and report the
results. Table 2 provides the objective PSNR and SSIM results
for the 10 example test images displayed in Fig. 7. In Table 3,
we further give the average PSNR and SSIM results for our

experiments on 50 test images. The results reveal that the
objective denoising quality achieved by our security design is
comparable to that by the plaintext method. For example,
when s ¼ 20, the PSNR of our security design is just 0.25 dB
lower than that of the plaintext method, while the SSIM of our
security design is the same as in the plaintext method. On
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Fig. 9. Example visual denoising result for one test image (Fig. 7a) when s ¼ 20. (a) Original image; (b) Noisy image; (c) Plaintext result; (d) Our
result.

Fig. 10. Example visual denoising result for one test image (Fig. 7b) when s ¼ 15. (a) Original image; (b) Noisy image; (c) Plaintext result; (d) Our
result.

Fig. 11. Example visual denoising result for one test image (Fig. 7b) when s ¼ 20. (a) Original image; (b) Noisy image; (c) Plaintext result; (d) Our
result.

average, the PSNR of our security design is only 0.27 dB lower
than the plaintext method, while the SSIM is only 0.002 lower.
In addition to an objective denoising quality evaluation,
we also conduct a visual denoising quality evaluation.
Figs. 8, 9, 10, and 11 provide some example visual denoising
results. It can be observed that the overall visual denoising
result produced by our security design is also comparable

to the plaintext method. To show the visual details clearly,
we highlight two cropped regions with a red rectangle and
a green rectangle respectively, for each image displayed in
Figs. 8, 9, 10, and 11. The two cropped regions are displayed
at the bottom of each corresponding image. We can observe
that the visual details produced by our security design and
the plaintext method are highly close.
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Fig. 12. Comparison of denoising results from plaintext denoising via
activation function approximation from [41] (hereafter referred to briefly
as [41] approx. result.) and from our security design. (a) [41] approx.
result (for s ¼ 15), with PSNR 14.56 dB; (b) Our result (for s ¼ 15), with
PSNR 35.82 dB; (c) [41] approx. result (for s ¼ 20), with PSNR 12.34
dB; (d) Our result (for s ¼ 20), with PSNR 34.55 dB.

We note that the work in [41] builds on a determined and
closed-form approximation of the Sigmoid function to propose a security design for privacy-preserving image classification. Considering that there is a relationship (constant
rescaling and shifting) between the sigmoid function and
the tanhðÞ function, for completeness we now evaluate the
denoising quality of plaintext denoising via approximated
tanhðÞ function derived from the approximated sigmoid
function used in [41]. And we make comparison with
results from our security design. The denoising results, as
shown in Fig. 12, indicate that the approximation design in
[41] which originally targets image classification performs not
well and is not suitable for image denoising. So, the security
design of [41] is not applicable to our target image denoising
problem.

5.2.2 Computation Performance
We now turn to the computation performance of our security design. First, we examine the computation cost the IoT
gateway side. Recall that the computation cost at the IoT
gateway side includes the pre-processing of patches and the
encryption of patches (i.e., generation of secret shares). Our
encryption is highly efficient: only 0.145 ms per patch; and
the full pre-processing (i.e., 4 steps as presented in 4.5) takes
7.451 ms per patch. Note that the overall computation cost
for an image inherently depends on the image size (deciding number of patches). As the encryption mechanism is
highly efficient, it just takes 3.978 s to process a test image at
the IoT gateway side.

We then measure the computation performance at the
cloud side. First, we measure the computation cost of each
atomic secure operation to examine the efficiency. Table 4
gives the computation cost of each secure atomic operation,
including secure addition, secure multiplication, secure evaluation of tanhðÞ , and secure rescaling. It is shown that
these operations are highly efficient. For a single encrypted
DNN computation, we note that the overall cost is decided
by the size of the DNN model. Given such a large-size DNN
model (which requires > 3  107 multiplications and > 104
evaluations of the activation function) used in our experiments, it takes around 111.4 minutes to complete a single
encrypted DNN computation (i.e., denoise a patch) on the
cloud side, which is practically affordable. We note that this
computation cost is dominated by the garbled circuit online
execution for secure evaluation of the tanhðÞ function, and
it can be effectively brought down by parallelizing secure
tanhðÞ evaluation of different values at each layer. Additionally, it is worth noting that the denoising of different
encrypted patches are independent and allows parallelism
which can be effectively accomplished on the resource-rich
and economical cloud.
We also evaluate the computation cost at the receiver
side to obtain a denoised image. Recall that the computation
cost includes the decryption of ciphertexts of denoised
patches (i.e., combination of patch shares), the post-processing of the denoised patches, and the recovery of the whole
image. The decryption of ciphertexts of each denoised patch
only takes 0.087 ms, which is highly efficient. The postprocessing of each denoised patch only takes 8.818 ms, and
the recovery of the whole image takes 2.443 s.

5.2.3 Communication Performance
We now examine the communication performance of our
security design. First of all, we report the communication
cost of the IoT gateway. Recall that for each image, the IoT
gateway needs to send the shares of each patch to the cloud.
With two shares of each patch, the communication cost per
patch is 23.77 KB. When using the PRF-based optimization
trick proposed in 4.5, we can reduce the communication
cost per patch to just 11.91 KB. For the communication performance on the cloud side for encrypted denoising, we first
report the communication cost for each secure atomic operation that requires interactions between the two cloud servers. Such operations include secure multiplication, secure
evaluation of tanhðÞ , and secure rescaling. The communication cost between the two cloud servers for atomic secure
multiplication and secure rescaling are just 256 bits and 104
bits respectively. For the secure evaluation of tanhðÞ , the
communication cost between the two cloud servers is about
74.5 KB, which is dominated by the garbled circuit online
execution. Overall, the communication cost between the
two cloud servers (i.e., communication cost) for denoising

TABLE 4
Computation Cost of Secure Atomic Operations in Our Security Design
Cloud

IoT gateway
Patch shares gen.

Sec. add.

Sec. mul.

Sec. eval.

Sec. rescal.

0.145 ms

0.071 ms

0.556 ms

0.619 s

0.164 ms

Receiver
Patch shares comb.
0.087 ms
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one encrypted patch is around 1;207 MB, which is practically affordable on the cloud side. Regarding the receiver,
the communication cost is due to obtaining the shares of
denoised patches from the two cloud servers, and the perpatch cost is only 4.52 KB.

[6]
[7]

[8]

6

CONCLUSION AND FUTURE WORK

In this paper, we presented the first secure system framework
enabling privacy-preserving DNN based image denoising
services on the cloud. In our security design, we uniquely
bridged together lightweight cryptographic techniques like
additive secret sharing and garbled circuits to seamlessly
embrace the operations required by DNN based image
denoising. We explored and constructed secure and efficient
mechanisms customized for the atomic operations underlying DNN based image denoising, like the secure evaluation
of the non-linear activation function. Our security design
ensures that the private image content and DNN model are
all kept private throughout the whole cloud-based service
flow. Extensive experiments were conducted, and the results
show that our security design achieves denoising quality
comparable to that in the plaintext domain, and is highly
cost-efficient on the local side and practically affordable on
the cloud side.
For future directions, it would be interesting to extend our
initial security design to support other types of DNN models
for image denoising such as deep convolutional neural networks [29], [75] that have more complicated structures, as
well as to explore more efficient and effective activation function approximation techniques for further accelerating secure
DNN based image denoising.
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