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Abstract—Nowadays, cloud computing platforms are becoming increasingly prevalent and readily available, providing alternative and

economic services for resource-constrained clients to perform large-scale computations. This work addresses the problem of secure

outsourcing of large-scale nonnegative matrix factorization (NMF) to a cloud in a way that the client can verify the correctness of the

results with small overhead. The protection of the input matrix is achieved by a random permutation and scaling encryption mechanism.

By exploiting the iterative nature of NMF computation, we propose a single-round verification strategy, which can be proved to be quite

effective. Theoretical and experimental results are provided to show the superior performance of the proposed scheme.

Index Terms—Cloud computing, NMF, secure outsourcing, verification
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1 INTRODUCTION

IN the big data era, quintillion bytes of data are being cre-
ated daily at an astounding speed. These data are gener-

ated from almost everywhere: digital images and videos,
purchase transaction records, cell phone GPS signals, sensors
for gathering climate information, posts on social media net-
works, just to name a few. To become competitive, organiza-
tions need to efficiently convert the large amount of raw data
into significant insights, guiding their strategies for invest-
ment, marketing, research, etc.

Nonnegative matrix factorization (NMF), as a fundamen-
tal data analysis technique, has proved its usefulness inmany
applications, ranging from source separation [1], document
clustering [2], [3], and feature extraction [4], [5]. Due to the
huge volume of data to be processed nowadays, the usage of
NMF in practical scenarios has undergone a few challenges.
Traditional algorithms and frameworks are not designed to
deal with the amount of information present in these large-
scale problems.Meanwhile, for small tomedium sized organ-
izations, the computations involved in performing the data
analysis via NMF could be prohibitive, beyond their comput-
ing capabilities.

Fortunately, cloud computing provides a practicable
solution for resource-constrained clients to perform large-
scale computations [6]. In the outsourced computation
framework, the resource-constrained clients can outsource
the heavy computational tasks to the cloud server with mas-
sive computational power. Both the clients and the cloud
can therefore economize large expenditure in hardware,

software, deployment and maintenance. However, these
cloud services and architectures [7], [8] also bring new secu-
rity and privacy challenges. First of all, the computational
tasks often contain sensitive information that should not be
exposed to the cloud server, which usually cannot be fully
trusted. Traditional encryption algorithms can only par-
tially solve the protection problem, as it is generally difficult
to perform meaningful (complex) computations over the
encrypted domain. Furthermore, clients should have a
mechanism to verify the correctness of the results, because
the cloud may return invalid solutions for financial incen-
tives. Certainly, the overhead induced in performing the
verification should be minimized.

Secure outsourcing computation has attracted consider-
able attention in recent years. Aiming at covering all types of
computations, two generic protocols for secure outsourcing
computation were proposed by Gennaro et al. [9] and Chung
et al. [10], based on Gentry’s work on fully homomorphic
encryption (FHE) [11]. Qin et al. [12] proposed a framework
based on FHE to enable an interested party to detect the
global feature of image datawithout compromising the user’s
privacy. To this end, the homomorphic properties of FHE
were utilized to decompose the existing image feature detec-
tion algorithms into circuit-level operations that can be per-
formed in the encrypted domain. Ishimaki et al. [13]
presented a protocol which can enable a client to perform
string search on a genome sequence databasewithout leaking
his query to the server. They utilized FHE to encrypt the
query and designed an efficient bootstrapping method to
reduce the random noise produced by FHE. For the sake of
generality, Liu et al. [14] proposed a generic calculation tool-
kit which allows the data owners to outsource the arithmetic
operations to the server without the privacy leakage. Unfor-
tunately, the outsourcing frameworks based on FHE are far
from practical because of the extremely high complexity
of FHE operations. High cost in these general solutions dri-
ves researchers to seek more efficient schemes for specific
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problems, rather than ambitiously targeting generic compu-
tations. So far, many secure outsourcing schemes have been
proposed, attempting to leverage a public cloud to perform
various computations, e.g., modular exponentiations [15],
[16], solving linear equations [17], [18], [19], linear program-
ming [20], [21], [22], biometric computations [23], sequence
comparisons [24], [25], keyword search over outsourced data
[26], [27], image reconstruction [28], and image feature extrac-
tion [12], [29].

Among the various proposals for secure outsourcing com-
putation, the ones concerning matrix computations are the
most relevant to our work. The problem of secure and verifi-
able outsourcing of matrix multiplication was first addressed
in [30], [31], with redundant execution approaches. Later, Lei
et al. [32] investigated the same problem by proposing a new
matrix encryption scheme via sparse matrix multiplication.
As checking multiplication results completely is prohibitive
for resource-constrained clients, the sampling-based verifica-
tion method (i.e., only check the validity of randomly selected
entries)was adopted. Furthermore,Atallah et al. [33] designed
a provably secure protocol for outsourced matrix multiplica-
tion, based on Shamir’s secret sharing [34]. The verification
was conducted through some randomly inserted rows.
Besides matrix multiplications, some other matrix-related
computations concerning, e.g., matrix determinant calculation
[35], andmatrix rank decomposition [36] were also discussed.

In this work, we address the problem of secure and verifi-
able outsourcing of large-scale NMF tasks. Random permuta-
tion and scaling based symmetric encryption scheme is
adopted to guarantee the security of input matrix. As the fac-
torization is only an approximation of the original matrix and
the factorization results are not unique, verifying the correct-
ness of the results becomes a challenging task. To overcome
this difficulty, we propose a single-round verification strategy
by utilizing the iterative nature of the NMF computation, and
prove that the verification strategy is quite effective and effi-
cient. To show the superior performance of our protocol, both
theoretical analysis and experimental results are provided.

Difference from Conference Version. Portions of the work pre-
sented in this paper have previously appeared in [37] as a con-
ference version. We have significantly revised and clarified
the paper, and improved many technical details compared
with [37]. The primary improvements can be summarized
as follows. First of all, we define a new criterion for accep-
table NMF results, based onwhichwe re-prove the validity of
the verification strategy and the correctness of the outsourced
NMF protocol. This new criterion eliminates the undesirable
effect of the data range on the performance parameter t,
allowing us to determine it for all types of matrices in a uni-
versal way. Second, we design an improved encryption
scheme which can randomly change both the positions and
the magnitudes of the entries of the input matrix. Third, we
offer an in-depth study on the parameter �, which is crucial
for the proposed verification scheme, and present an offline
learning method to obtain it in practice. Fourth, we analyze
the security and verifiability of our proposed scheme in a
much more formal manner. In addition, though straightfor-
ward, we re-implement the encryption scheme by explicitly
noticing its permutation nature, which in practice results in
significant reduction of the computational complexity on the
client side. Finally, all the experiments in our performance

evaluation are completely re-done. Especially, we investigate
how the dimension parameter r, the performance parameter
t, and the matrix size influence the system performance,
which are lacking in [37].

The rest of the paper is organized as follows. An over-
view of NMF is given in Section 2. In Section 3, we describe
the system model, the design goals, and the threat model.
Section 4 presents the proposed protocol for secure and ver-
ifiable outsourcing of NMF. Sections 5 and 6 are devoted to
security and system performance analyses. Section 7 offers
the experimental results and Section 8 concludes.

2 NONNEGATIVE MATRIX FACTORIZATION (NMF)

Given a nonnegative matrix V 2 Rm�n, NMF finds nonnega-
tive factorsW andH such that

V �WH; (1)

where W 2 Rm�r, H 2 Rr�n, and r is a dimension parame-
ter. The factorization is usually sought through the follow-
ing minimization problem

min
W;H

DðVjWHÞ subject to W � 0;H � 0; (2)

whereW � 0;H � 0means that all the elements ofW andH
are nonnegative. The cost function DðVjWHÞ is often
designed to be a separable measure of fit between V and
WH, namely

DðVjWHÞ ¼
Xm
i¼1

Xn
j¼1

dðVi;jjðWHÞi;jÞ; (3)

where Vi;j denotes the ði; jÞth element of V, and dðxjyÞ is a
scalar cost function of x given y. In this work, we only con-
sider the cost function with separable form as stated above.

In [38], Tan and Fevotte considered dðxjyÞ to be the
b-divergence, a family of cost functions parameterized by a
single scalar b 2 R. The b-divergence can be expressed as

dbðxjyÞ ¼
xbþðb�1Þyb�bxyb�1

bðb�1Þ ; b 2 R n f0; 1g
x log x

y � xþ y; b ¼ 1
x
y � log x

y � 1; b ¼ 0:

8><
>: (4)

The widely used cost functions, e.g., squared euclidean dis-
tance, generalized Kullback-Leibler (KL) divergence, and
Itakura-Saito (IS) divergence are special cases of b-diver-
gence when b is assigned with different values. To be con-
sistent with the setting of [39], [40], we adopt IS divergence
as the cost function, which corresponds to b ¼ 0.

To solve the non-convex optimization problem in (2), Lee
and Seung proposed a multiplicative update algorithm [41],
[42], which was later generalized to IS divergence [39]. Spe-
cifically, W and H are initialized with nonnegative random
values, and the following update rules are applied for each
entry ofW andH

W
ðkþ1Þ
i;a  W

ðkÞ
i;a

�ððWðkÞHðkÞÞh�2i �VÞðHðkÞÞT �
i;a�ðWðkÞHðkÞÞh�1iðHðkÞÞT �

i;a

8 i; a
(5)
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H
ðkþ1Þ
b;j  H

ðkÞ
b;j

�ðWðkþ1ÞÞT ððWðkþ1ÞHðkÞÞh�2i �VÞ�
b;j�ðWðkþ1ÞÞT ðWðkþ1ÞHðkÞÞh�1i�

b;j

8 b; j;
(6)

where W
ðkÞ
i;a and H

ðkÞ
b;j denote the ði; aÞth and the ðb; jÞth ele-

ments of the resulting factors WðkÞ and HðkÞ in the kth itera-

tion. Also, the operator � denotes Hadamard element-wise

product and Ahsi denotes the matrix with element-wise
exponentiation to non-zero entries, while the zero elements

remain unchanged. This iteration process continues until

local minimum is achieved.
It was shown in [39] that the computational complexity of

running the above iterative algorithm for one iteration is
OðmnrÞ, and hence, the complexity of performing the whole
NMF is of order #iterations �OðmnrÞ, in which
#iterations represents the number of iterations needed
to achieve local minimum. In theory, the value of
#iterations depends on the matrix characteristics, and
cannot be regarded as a hidden constant. In practice, it is diffi-
cult to estimate the value of #iterations, and a large
value, e.g., 104, is used to ensure convergence. Alternatively,
Arora [43] derived a more accurate complexity estimate

OððmnÞr22rÞ for running the entire NMF algorithm (not single
iteration). Therefore, when handling large-scale matrices, the
incurred complexity is prohibitively high, motivating us to
outsource the heavy computations to a cloud.

Ideally,Wð1Þ andHð1Þ, namely, the results after iterating
infinite number of times, are the desirable solutions for the
factors. In practice, due to the numerical accuracy, the fac-
torsWðkÞ andHðkÞ satisfying

DðVjWðkÞHðkÞÞ
DðVjWð1ÞHð1ÞÞ � 1 � t; (7)

are still considered as acceptable, where t > 0 is a pre-
defined performance parameter. As the cost function

DðVjWðkÞHðkÞÞ is non-increasing with respect to the iteration

index k [44], DðVjWðkÞHðkÞÞ > DðVjWð1ÞHð1ÞÞ always

holds. It should be emphasized that we here do not impose a

bound on DðVjWðkÞHðkÞÞ when evaluating whetherWðkÞ and
HðkÞ are acceptable or not, because its value is highly depen-

dent on the matrix V to be factorized and the dimension

parameter r. In many practical cases, even for the ideal

solution, the value of the cost functionDðVjWð1ÞHð1ÞÞ is still
quite large. In other words, it is rather challenging to deter-

mine a universal bound onDðVjWðkÞHðkÞÞ to judge the factor-
ization performance. As a result, in all the existing NMF

implementations, e.g., [42], [45], the stopping criterion of the

iterations is designed by using the #iterations, rather

than using the value ofDðVjWðkÞHðkÞÞ.
Remark. In our conference version [37], the acceptance cri-

terion for factors WðkÞ and HðkÞ is defined in a different
way, i.e.,

1

mn

n
DðVjWðkÞHðkÞÞ �DðVjWð1ÞHð1ÞÞ

o
� t:

A major drawback of this condition is that the value of
1
mn DðVjWðkÞHðkÞÞ �DðVjWð1ÞHð1ÞÞ� �

highly depends on
the range of the elements in matrix V. Noticing that the
range of the matrix entries in different scenarios could be
dramatically different, it is almost impossible to determine
a universal t that works well for all types of matrices. This
results in a dilemma that many key parameters of the
whole system have to be manually tuned for different
matrices, severely affecting the practical usefulness of our
proposed scheme. In contrast, in the new acceptance crite-
rion given in (7), the left-hand side does not depend on the
range of the matrix data, and hence, the undesirable effect
of the data range on the determination of the parameter t
can be eliminated. As will be shown in Section 4, many
key parameters of our protocol can be obtained by offline
training, and are applicable for all types of matrices with-
out the need ofmanual tuning.

3 SYSTEM MODEL, DESIGN GOALS, AND THREAT
MODEL

3.1 System Model

We consider the secure and verifiable outsourcing of NMF
framework depicted in Fig. 1. The client Alice with insuffi-
cient computing capabilities intends to outsource NMF of a
matrixV to a cloud server Charlie, who hasmassive computa-
tional power. As Charlie is a third-party server and cannot be
fully trusted, Alice encrypts V into V0 to ensure data secrecy.
Alice then passes the encrypted V0, the dimension parameter
r, and a stopping criterion parameter � to Charlie for comput-
ing the two nonnegative factorsW0 andH0 such that

V0 �W0H0: (8)

We assume that Alice can specify the NMF algorithm to be
used by Charlie for completing the outsourced NMF task.

Charlie, upon receiving all the required information from
Alice, performs an iterative algorithm, e.g., the one given in
(5) and (6), to solve the NMF problem and returns the
resultsW0 andH0 as mentioned above.

WithW0 andH0, Alice verifies the correctness of the results
using a method to be presented in Section 4. If these results
are acceptable, W0 and H0 are further processed to derive W
and H, respectively, which are the two nonnegative factors
for the originalmatrixV. Otherwise, the results are rejected.

Specifically, the proposed protocol for outsourcing the
NMF consists of the following five parts:

Fig. 1. System model for our proposed scheme.
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� KeyGenðNMF; 1�Þ ! K: On input a security parame-
ter �, it produces a private key K to be used for data
matrix encryption.

� EncryptðV; KÞ ! ðV0; TSÞ: The encryption algorithm
is run by the client Alice, who takes as input the pri-
vate key K and the data matrix V. It outputs the
encrypted matrix V0 2 Rm�n, and a random nonce TS
as a part of the ciphertext.

� NMFðV0; TS; r; �Þ ! ðW0;H0; TSÞ: The NMF computa-
tion algorithm is run by the cloud Charlie, who takes
as input the ciphertext (V0; TS), the dimension param-
eter r and the stopping criterion �. It outputs
W0 2 Rm�r andH0 2 Rr�n, which are two nonnegative
factors ofV0.

� VerifyðV0;W0;H0; �Þ ! y , ðW	;H	Þ [ ?: The verifica-
tion algorithm is run by the client Alice, who takes as
input ðW0;H0Þ, the encrypted matrix V0 and the stop-
ping criterion �, aiming at checking the correctness of
the results returned from the cloud. If the verification
is successful, it outputs ðW	;H	Þ, and passes them to
the decryption algorithm. Otherwise, it rejects the
results and produces an error?.

� DecryptðK;W	;H	; TSÞ ! ðW;HÞ: The decryption alg-
orithm is run by the client Alice, who takes as input
ðW	;H	Þ obtained from Verify module, the random
nonce TS and the private key K. It outputs two nonn-
egative factorsW andH for the original datamatrixV.

3.2 Design Goals

To provide confidentiality and verifiability for the above
outsourcing framework, we identify the following four
design goals, which are consistent with the existing works
[17], [18], [19], [35], [46].

� Confidentiality: The adversary cannot learn meaning-
ful information concerning the original matrix V
during the process of carrying out the NMF. More
formal security definitions will be given in Section 5.

� Correctness: The final results W and H should be
identical or close to those if the NMF computation is
conducted locally.

� Verifiability: The correct results from a faithful cloud
must be verified successfully by the client. No false
results from a cheating cloud can pass the verifica-
tion with non-negligible probability.

� Efficiency: The local computation of the client should be
substantially less than the original NMF computation
on its own. Also, the amount of computation involved
in performing NMF over the encrypted V0 should be
as close as possible to that over the originalV.

Note that some of the design goals are fundamentally con-
flicting. For instance, if we encrypt V using the traditional
cryptographic algorithm AES, we can achieve very high level
of security. However, in this case, the computation over
the encrypted matrix would be rather challenging. In other
words, we need to strike a balance between the security and
the computational efficiency of the encrypted data.

3.3 Threat Model

The security threats faced by the proposed secure and verifi-
able outsourcing framework mainly come from the behavior

of the cloud server Charlie. Generally, there are three types of
threatmodels in generic outsourcing frameworks [35], [47]:

� Curious Adversary: Charlie correctly follows the pro-
tocol specification; however, he is curious about the
information that may be leaked from V0 and any his-
tory data that he can access.

� Lazy Adversary: Charlie still follows the protocol
specification, but may return intermediate results for
saving computational resources.

� Malicious Adversary: Charlie may not follow the pro-
tocol specification and tries to forge results for sav-
ing computational resources. In this scenario, the
cloud may completely ignore the protocol specifica-
tion or algorithms run by the cloud.

In these threat models, different adversaries challenge the
different security requirements of our proposed framework.
Specifically, the curious adversary which is curious about the
input and output, mainly challenges the confidentiality of the
proposed framework by ciphertext-only attack (COA), cho-
sen-plaintext attack (CPA), chosen-ciphertext attack (CCA) or
other cryptographic attacks. The lazy adversary andmalicious
adversary focus on breaking the verifiability of the proposed
framework. They attempt to return the intermediate or forged
results for saving the computational resources. There may
exist mixed type of attackers. For example, in real applica-
tions, an adversary could be curious andmalicious, indicating
that the adversary intends to challenge both the confidential-
ity and the verifiability of the proposed framework.

4 THE PROPOSED NMF OUTSOURCING PROTOCOL

In this section, we provide the details concerning the five
modules of our proposed NMF outsourcing framework
illustrated in Fig. 1.

4.1 KeyGenðNMF; 1�Þ ! K

Given the security parameter �, KeyGen randomly selects a
keyK from a specified key space f0; 1g�.

4.2 EncryptðV; KÞ ! ðV0; TSÞ
In this module, the keyK is utilized to drive a PRNG to gen-
erate a pseudorandom number sequence, which will be
used to produce the encryption matrices to encrypt the data
matrix V 2 Rm�n.

Before giving more details of generating the pseudoran-
domnumber sequences,we first describe themain encryption
procedure of our method. Assume we have a pseudorandom
sequence r ¼ frigti¼1, where ri 2 f0; 1gl2 and t � 2mþ 2n� 2.
Then, based on the pseudorandom number sequence, we first
create two randomly permuted 1-D sequences p ¼ fpigmi¼1
and q ¼ fqjgnj¼1, which are permuted versions of the sequen-

ces f1; 2; . . . ;mg and f1; 2; . . . ; ng, respectively by using the
well-known Knuth Shuffle Algorithm [48]. Along with this
process, we also generate their inverse sequences p�1 ¼
fp�1i gmi¼1 and q�1 ¼ fq�1j gnj¼1 such that: if pi ¼ j (qi ¼ j), then

p�1j ¼ i (q�1j ¼ i). Note that the inverse sequences p�1 and

q�1 will be used in the decryption phase. According to the
security parameter �, we randomly choose a1 and a2 such
that a1 < � and a2 < �. Then, we also randomly pick up
two sets of random number mm ¼ fmmigmi¼1  Km and
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nn ¼ fnnjgnj¼1  Kn, where Km ¼ f0; 1ga1 and Kn ¼ f0; 1ga2 .
The details are provided in the followingAlgorithm 1.

Algorithm 1. Generating Random Permuted 1-D Sequen-
ces, Their Inverses and RandomNumber Sets

Input: Pseudorandom number sequence r ¼ frigti¼1, maximum
of pseudorandom number RMAX ¼ 2l2 � 1, key spaces
Km ¼ f0; 1ga1 , Kn ¼ f0; 1ga2 , and length of sequences m
and n.

Output: fp;q;mm; nn;p�1;q�1g.
1: Initialize p ¼ p�1 ¼ f1; 2; . . . ;mg and q ¼ q�1 ¼ f1; 2; . . . ;

ng.
2: for i ¼ 1 tom� 1 do
3: Generate a random integer j such that i � j � m, by

setting j ¼ iþ b ri
RMAXþ1 
 ðm� iþ 1Þc.

4: Swap pi and pj.

5: Set p�1pi
¼ i.

6: Generate a random number mmi from key space Km by
setting mmi ¼ 1þ b riþm�1

RMAXþ1 
 ð2a1 � 1Þc.
7: end for
8: Set p�1pm

¼ m.

9: Set mmm ¼ 1þ b r2m�1
RMAXþ1 
 ð2a1 � 1Þc.

10: for i ¼ 1 to n� 1 do
11: Generate a random integer j such that i � j � n, by

setting j ¼ iþ b riþ2m�1RMAXþ1 
 ðn� iþ 1Þc.
12: Swap qi and qj.

13: Set q�1qi
¼ i.

14: Generate a random number nni from key space Kn by
setting nni ¼ 1þ briþ2mþn�2RMAXþ1 
 ð2a2 � 1Þc.

15: end for
16: Set q�1qn

¼ n.

17: Set nnn ¼ 1þ br2mþ2n�2RMAXþ1 
 ð2a2 � 1Þc.
18: return fp;q;mm; nn;p�1;q�1g.

We then produce the encryption matrices P;Q;X and Y
by the sequences fp;q;mm; nng. Specifically, two permutation
matrices P 2 Rm�m andQ 2 Rn�n are produced as follows.

Pi;j ¼ dðpi; jÞ
Qi;j ¼ dði;qjÞ;

�
(9)

where dðx; yÞ is the Kronecker delta function defined by

dðx; yÞ ¼ 1 x ¼ y
0 x 6¼ y:

�
(10)

Additionally, we also produce two diagonal matrices X ¼
diagðmm1;mm2; . . .;mmmÞ and Y ¼ diagð 1

nn1
; 1
nn2
; . . .; 1

nnn
Þ, which can

be utilized to adjust the magnitudes of the entries of the

input matrix V.
Upon having the encryption matrices P 2 Rm�m, Q 2

Rn�n, X 2 Rm�m and Y 2 Rn�n, we propose to encrypt the
data matrix V as follows:

V0 ¼ PXVYQ: (11)

It should be noted that a similar encryption strategy was
also employed in [46].

When designing the encryption scheme, we also need to
consider the incurred computational cost, as too compli-
cated encryption and decryption would deviate the purpose
of the outsourced NMF computation. In other words, we

should ensure that the complexity of performing matrix
encryption and decryption is much lower than that of solv-
ing the original NMF problem. To implement the matrix
encryption in practice, we do not need to left and right mul-
tiply the matrices P;X and Y;Q explicitly; but rather we can
employ row-wise and column-wise permutations and scal-
ing specified by p, q, mm, and nn over the input matrix V. Spe-
cifically, the entry V0i;j of the encrypted matrix V0 can be
expressed as

V0i;j ¼
mmpi

nnqj
Vpi;qj

: (12)

Though straightforward, this could significantly reduce
the computational complexity on the client side, com-
pared with our initial implementations in the conference
version [37].

We now explain how to utilize the key K to generate a
pseudorandom sequence r ¼ frigti¼1, where t � 2mþ 2n� 2.
Specifically, Encrypt module randomly selects a initialization
vector TS (e.g., time stamp) from a given space f0; 1gd, and
combines it with the key K through a cryptographic hash
function to produce a seed s ¼ hashðKjjTSÞ. Here TS serves
as a randomizer and should take a new value for every
encryption session. It is important to note that TS does not
have to be kept secret, but must change for every session.
Such a value is often referred to as nonce, which stands for
number used once. A similar strategy employed in the hashed
message authentication code [49] can be used to combine the
key and the nonce ðKjjTSÞ. Here, we assume the availability
of a cryptographic hash function, which is a pseudorandom
one-way function with collision resistance (e.g., MD5, SHA1,
SHA2). The security requirements of hash function are non-
invertible and collision resistance. Specifically, a crypto-
graphic hash function can be formally defined as below [50]:

Definition 1. Let hash : f0; 1gl0 ! f0; 1gl1 be a one-way hash
function, where l0 > l1. 8x 2 f0; 1gl0 , hashðxÞ is uniformly
distributed in f0; 1gl1 . Also, for any inputs x1; x2 2 f0; 1gl0 and
x1 6¼ x2, we have

Pr½hashðx1Þ ¼ hashðx2Þ� � �h; (13)

where �h is a negligible function related to l0 and l1.

As shown in [51], �h is lower bounded by 1� expð�2l0�l1�1
ð2l0 � 1ÞÞ and upper bounded by 2l0�l1�1ð2l0 � 1Þ . Clearly, for
any two distinct inputs, the collision resistant hash function
collideswith probability atmost �h.

Then we exploit a forward-secure stateful PRNG with
seed s produced by the hash function to generate random
key streams for the subsequent matrix encryption and
decryption. Before giving the description of the forward-
secure stateful PRNG, we first present the definition of the
standard PRNG. Let G : f0; 1gl1 ! f0; 1gpðl1Þ; pðl1Þ > l1; be a
family of deterministic polynomial time computable func-
tions. If its output is computationally indistinguishable
from true randomness, then G is called a PRNG [52].

Compared with the standard PRNG described above, a
forward-secure PRNG is a stateful PRNG [52]. It is an iterative
and stateful algorithm, which produces some output bits as
pseudorandom number and updates the seed at each invoca-
tion. It can be described as Gfs : f0; 1gl1 ! f0; 1gl1 � f0; 1gl2 .
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At the period i, the input bit string si 2 f0; 1gl1 is considered
as the current state. The next state siþ1 2 f0; 1gl1 and the pseu-
dorandom number ri 2 f0; 1gl2 are regarded as the output of
the period i. A forward-secure PRNG can be easily constru-

cted with a standard PRNG G : f0; 1gl1 ! f0; 1gl1þl2 by split-
ting its output into the next state and the actual output.
Specifically, it can be done by settingGfsðsiÞ ¼ G0ðsiÞjjG1ðsiÞ,
whereG0ðsiÞ ¼ siþ1 2 f0; 1gl1 andG1ðsiÞ ¼ ri 2 f0; 1gl2 . Then
Gfs is a forward-secure PRNG with G0 as the next state and
G1 as the pseudorandom output of the current state [52]. In
the sequel, we use the notation Gi

fsðs1Þ to denote the output
pseudorandom random sequence ðr1; r2; . . . ; riÞ up to the
period iwith the seed s1. Namely, we have

Gi
fsðs1Þ ¼ G1ðs1ÞjjG1ðs2Þjj 
 
 
 jjG1ðsiÞ: (14)

Then, �prng-forward secure PRNG can be formally defined as
follows [52]:

Definition 2. Let Gfs : f0; 1gl1 ! f0; 1gl1 � f0; 1gl2 be a state-
ful PRNG. If the initial state (seed) s1 is chosen uniformly at
random from f0; 1gl1 , then at any period i, for any probabilistic
polynomial time algorithm D, which outputs 1 or 0 as a distin-
guisher, the probability of distinguishing the output from a
truly random sequence is at most �prng. It can be expressed as���Pr½DðGi

fsðs1ÞÞ ¼ 1� � Pr½DðpÞ ¼ 1�
��� � �prng; (15)

where �prng is a negligible function related to the seed length l1.
The sequence p consists of a truly random sequence
ðr01; r02; . . . ; r0iÞ, with each element randomly chosen from f0; 1gl2 .
The definition indicates that it is negligibly possible to

distinguish the sequence output by a forward-secure PRNG
from a truly random one.

According to the security analysis in [53], if hashðÞ is
defined as Definition 1 and the stateful PRNG GfsðÞ is
defined as Definition 2, for the combined construction
GfsðhashðxÞÞ, the advantage of the distinguisher D making
at most q queries is bounded by �prng þ �h 
 q2=2, which can
be written as���Pr½DðGi

fsðhashðxÞÞÞ ¼ 1� � Pr½DðpÞ ¼ 1�
���

� �prng þ �h 
 q2=2 (16)

This indistinguishable property later will be used to prove
the security of our proposed scheme.

At last, it should be emphasized that even for the same
data matrix V encrypted in different sessions, the employed
key streams could be different, due to the change of the nonce
TS. In this sense, the key stream for matrix encryption/
decryption can be regarded as being generated by a stream
cipher. In fact, in our proposed scheme, theway of generating
the key streams is exactly the same as that in standard stream
ciphers, and the difference only lies in how to use these key
streams for the actual encryption/decryption. In traditional
stream ciphers, the produced key stream is typically XORed
with the information sequence for encryption purpose; how-
ever, the key stream in our scheme is used to generate the
permutation matrices P, Q and the scaling matrices X, Y for
encrypting the datamatrix.

4.3 NMFðV0; TS; r; �Þ ! ðW0;H0; TSÞ
Upon receiving the encrypted matrix V0, the dimension
parameter r, and a stopping criterion �, Charlie intends to fac-
torizeV0 intoW0 andH0 of sizesm� r and r� n, respectively.
Here, it should be noted that the nonce TS, as a part of cipher-
text, does not involve in the factorization computation over
the encrypted domain on the cloud side. It would be passed
to the client Alice for the decryption operation. To perform
the factorization, Charlie can employ one of the existing NMF
algorithms specified by Alice, such as multiplicative update
(MU) [40], alternating least squares (ALS) [45], and heuristic
Algorithm [54], to perform the factorization task. As far as we
know, all these existing NMF algorithms are based on itera-
tions. Charlie is also asked to stop the iterative NMF algo-
rithmwhen the following inequality holds

DðV0jW0ðkÞH0ðkÞÞ
DðV0jW0ðkþ1ÞH0ðkþ1ÞÞ � 1 � �; (17)

whereW0ðkÞ and H0ðkÞ are the resulting factors in the kth iter-
ation. Here, � denotes the stopping criterion specified by the
client Alice, and the discussion of its selection is deferred to
the next subsection. After completing the NMF task, Charlie
returnsW0 , W0ðkÞ andH0 , H0ðkÞ as the results to Alice.

4.4 VerifyðV0;W0;H0; �Þ ! y , ðW	;H	Þ [ ?
With the received W0 and H0 from the cloud, Alice first
checks the validity of the results. Compared with the verifi-
cation tasks in the existing matrix-related outsourcing
frameworks [23], [35], [46], the challenges in our protocol
stem from the fact that the factorization is only an approxi-
mation of the original matrix, rather than strict equality.
Such approximation nature inherent in NMF computation
makes the sampling-based verification approaches, e.g.,
[23], [35], [46], invalid. This is because the factorization per-
formance can only be judged from the entire matrix, instead
of from some selected entries.

Another straightforward verification strategy is to com-
pute W0H0 and calculate the cost function value DðV0jW0H0Þ.
As explained in Section 2, the minimized factorization distor-
tion DðV0jWð1ÞHð1ÞÞ highly depends on the matrix V0 and
the dimension parameter r, and hence, it is difficult to judge
the performance of the factorization from a single value of
DðV0jW0H0Þ. For some practical matrices, even in the ideal
case, i.e., iterating the algorithm for infinite number of times,
the value of DðV0jW0H0Þ is still quite large, especially when
the entries of V0 are taken from a large range. This explains
why most of the existing NMF schemes do not use the value
ofDðVjWðkÞHðkÞÞ as the stopping criterion [42], [45].

In this work, we propose a simple yet effective way to
verify the results with small computational overhead by
specifically exploiting the iterative nature of NMF comp-
utation. The idea behind our verification strategy is that
when the relative decrease of the cost function, i.e.,

DðV0 jW0ðkÞH0ðkÞÞ
DðV0 jW0ðkþ1ÞH0ðkþ1ÞÞ � 1 is sufficiently small (less than a thresh-

old �), then we can determine that convergence has already
been achieved. Specifically, the procedure of performing the
efficient verification is illustrated in Fig. 2. By taking W0 and
H0 received from Charlie as initial values, Alice further runs
the NMF iterative algorithm for only one iteration to
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generateW	 andH	. Alice then verifies the results by check-
ing the following inequality

DðV0jW0H0Þ
DðV0jW	H	Þ � 1 � �; (18)

where � is the stopping criterion. If this condition is satis-
fied, Alice accepts the results; otherwise, rejects them. It
should be noted that the encrypted factorizations fW0;H0g
and the verification result are all known for the adversary.
In other words, the proposed Verify algorithm can be fully
accessed by any adversary, or any public third party. It
implies that our protocol is essentially publicly verifiable
according to the definition given in [55]: any third party
(possibly different from the client) can verify the correctness
of the results returned from the server.

We now show that when � is appropriately chosen to be
sufficiently small, then when (18) holds, we can make sure
that the results are acceptable, under the criterion defined in
(7). To this end, we first define

D0ðkÞ , DðV0jW0ðkÞH0ðkÞÞ (19)

N , min
n
k
��� D0ðkÞ
D0ð1Þ

� 1 � t
o
; (20)

where t is the performance parameter given in (7). We fur-
ther define

�� , min
k2f1;2;...N�1g

� D0ðkÞ

D0ðkþ1Þ
� 1

	
: (21)

Then � is selected in a way such that

0 � � < ��: (22)

Under the above settings, we have the following Theorem.

Theorem 1. If D0ðkÞ
D0ðkþ1Þ � 1 � �, then D0ðkþ1Þ

D0ð1Þ � 1 < t.

Proof. Please refer to Appendix A, which can be found
on the Computer Society Digital Library at http://doi.
ieeecomputersociety.org/TSC.2019.2911282, for the detailed
proof. tu
This Theorem implies that, on the client side, Alice only

needs to check the inequality (18), which ensures that the
returned results are acceptable.

We conclude this section by a discussion on how to deter-
mine the parameter � in (22) in practice. Clearly, we cannot

set � directly from (22) in an online fashion, because the value
N in (20) depends onD0ð1Þ, which is not available before iter-
ating for infinite number of times. To resolve this challenge,
we here adopt an offline training method to determine �. We
build up a training set consisting of 100 matrices, among
which 50 are random matrices of sizes ranging from
1000� 1000 to 10000� 8000. The remaining 50 matrices are
formed by face images randomly selected from AR data-
base,1 which contains 2600 face images of size 83� 60 [56].
Each face image is vectorized to form a column of the data
matrix V, whose size ranges from 4980� 800 to 4980� 2600.
We perform NMF for these 100 matrices with dimension
parameters r 2 ½20; 60�. For each given performance parame-

ter t, we calculate D0ðkÞ, N , and �� from (19), (20), and (21),
respectively. In our training, Wð1Þ and Hð1Þ are set as the
resulting factors after running the NMF iterative algorithms
for 3� 104 iterations. Let ��ði; tÞ be the resulting �� for the ith
training matrix and for a given t. We then determine � as the
lower bound of ��ði; tÞ (subject to a small offset) for all the
training matrices, namely

�ðtÞ ¼ min
i

��ði; tÞ � �; (23)

where � is a small positive offset empirically set as 10�8.
In Fig. 3, we plot the relationship between the performance

parameter t and � obtained above. It can be seen that the
value of � becomes bigger with respect to the increasing t.

The most time-consuming part of the above training pro-
cess is the 3� 104 iterations of NMF algorithm to obtain
Wð1Þ and Hð1Þ for each given r (dimension parameter),
especially when the training matrices are of large sizes.
Overall, to train the 10 pairs of ð�; tÞ by using our offline
training method, as illustrated in Fig. 3, it takes around 30
hours on a MAC laptop with Intel Core i5 CPU and 8 GB
RAM. It should be noted that once the offline training pro-
cess is completed, for a fixed t, the corresponding � can be
obtained by performing simple look-up table operations.

4.5 DecryptðK;W	;H	; TSÞ ! ðW;HÞ
If the results W0 and H0 successfully pass the verification
stage, we then adopt W	 and H	 (rather then W0 and H0) as

Fig. 2. Verification procedure.

Fig. 3. The relationship between � and t.

1. http://www2.ece.ohio-state.edu/aleix/ARdatabase.html
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the encrypted factors. To derive the factors for the original
matrix V, we apply the following decryption operation

W ¼ X�1P�1W	 ¼ X�1PTW	

H ¼ H	Q�1Y�1 ¼ H	QTY�1

�
: (24)

Since the scaling matrices X and Y are diagonal, we can eas-
ily derive their inverse directly, X�1 ¼ diagð 1

mm1
; 1
mm1

; . . . ; 1
mmm
Þ

and Y�1 ¼ diagðnn1; nn2; . . . ; nnnÞ.
In practice, we do not need to use thematrixmultiplication

to conduct the decryption. Rather, we can employ a technique
similar to the encryption phase described in Section 4.2, by
exploiting the permutation nature. Specifically,

Wi;j ¼ 1
mmi

W	

p�1
i

;j

Hi;j ¼ nnj 
H	i;q�1
j
;

(
(25)

where p�1 ¼ fp�1i gmi¼1 and q�1 ¼ fq�1j gnj¼1 denote the inv-

erse sequences of p and q, respectively. Similar to the

Encrypt module, we can employ the key K and the nonce

TS to generate the same pseudorandom number sequence

r ¼ frigti¼1, which is then used to produce the inverse seq-

uences p�1 ¼ fp�1i gmi¼1 and q�1 ¼ fq�1j gnj¼1 by Algorithm 1.

5 SECURITY EXPERIMENTS

Before giving the security and verifiability analyses, we first
present some important definitions and then describe the
security experiments. We use notation x R S to denote that
x is chosen uniformly at random from the set S. A function
fðnÞ is said to be negligible if for sufficiently large n, its
value is smaller than the inverse of any polynomial polyðnÞ.
Definition 3 (RestrictedMatrix Permutation-Scaling Set).

Let B ¼ fB1;B2; . . . ;BMg, where each Bi 2 Rm�n. For a given
matrix V 2 Rm�n, we call B a restricted matrix permutation-
scaling set with respect toV if for any Bi 2 B, there exist permu-
tation matrices P 2 Rm�m, Q 2 Rn�n and diagonal matrices
X 2 Rm�m, Y 2 Rn�n such that Bi ¼ PXVYQ.

In other words, the matrix V can be regarded as a genera-
tor to produce all the elements in B by left and right multi-
plying a permutation matrix and a diagonal matrix of
appropriate sizes, respectively.

Having the intuitions above, we now define the interactive
security experiment to evaluate the data secrecy in our secure
and verifiable outsourcing scheme. As can be seen from (11),
our encryption scheme shuffles the positions of the matrix
entries, and also changes their values. Therefore, the follow-
ing security game is defined under the restricted matrix per-
mutation-scaling set B, in which we consider the impact of
the data value and the entry position on the privacy experi-
ment. In the experiment, the adversary A is allowed to query
Encrypt on inputs Vi of its choice a polynomial number of
times, and obtain the corresponding encryptedmatrixV0i and
the nonce TSi. Essentially, this is a type of CPA. Eventually,A
outputs two matrices Vð0Þ and Vð1Þ on which it would like to
be challenged, fromany restrictedmatrix permutation-scaling
set B. A random bit b is drawn.A is then given V0ðbÞ, which is
the encrypted version ofVðbÞ. Finally, the adversaryA outputs
its guess for b and wins if it could correctly determine the
value of b, i.e., distinguish betweenVð0Þ andVð1Þ.

Experiment ExpCPA
A ðNMF; �Þ

K  KeyGenðNMF; 1�Þ, V1  R B
ðV01; TS1Þ  EncryptðV1; KÞ
for i ¼ 2 to q do

Vi  AðV01; TS1; . . . ;V
0
i�1; TSi�1Þ

ðV0i; TSiÞ  EncryptðVi; KÞ
fVð0Þ 2 B;Vð1Þ 2 Bg  AðV01; TS1; . . . ;V

0
q; TSqÞ

b R f0; 1g
ðV0ðbÞ; TSðbÞÞ  EncryptðVðbÞ; KÞ
b̂ AðV01; TS1 . . . ;V

0
q; TSq;V

0ðbÞ; TSðbÞÞ
if b̂ ¼ b return 1, else return 0
For any � 2 N, we define the advantage of an adversary

A making at most q ¼ polyð�Þ queries in the above security
game as

AdvCPAA ðNMF; q; �Þ ¼
���Pr½ExpCPA

A ðNMF; �Þ ¼ 1� � 1=2
���: (26)

Definition 4.We say that a verifiable outsourcing scheme of NMF
ensures data secrecy against CPA if for any adversaryA and �, it
holds that the advantageAdvCPAA ðNMF; q; �Þ is negligible.
In addition to CPA, we also consider the security experi-

ment under CCA. According to [57], there are two types of
CCA model: non-adaptive CCA (CCA1) [58], and adaptive
CCA (CCA2) [59]. Under CCA1 model, the adversary can
choose a polynomial number of ciphertexts and use the
decryption oracle to obtain the corresponding plaintexts
before a challenge ciphertext is given. In other words, the
adversary can decrypt arbitrary messages before obtaining
the challenge ciphertext. Under CCA2 model, the adversary
can adaptively choose the ciphertexts to decrypt before and
after a challenge ciphertext is given. The restriction is that
the adversary cannot use the decryption oracle to decrypt
the challenge ciphertext directly. Compared with CCA1
model, the adversary in CCA2 obtains more advantages
(decryption oracle) after the challenge ciphertext is given.

We now first focus on the security experiment under
CCA1, and defer the discussion on CCA2 in the next sec-
tion. Under CCA1, the adversary is granted oracle access to
the decryption module, where ODecðK;V0i; TSiÞ runs the

decryption module ðViÞ  DecðK;V0i; TSiÞ. Then, A out-
puts two matrices Vð0Þ and Vð1Þ on which it would like to be
challenged, from the restricted matrix permutation-scaling
set B. A random bit b is drawn. A is then given V0ðbÞ, which
is the encrypted version of VðbÞ. Finally, the adversary A
outputs its guess for b and wins if it could correctly deter-
mine the value of b, i.e., distinguish between Vð0Þ and Vð1Þ.

Experiment ExpCCA1
A ðNMF; �Þ

K  KeyGenðNMF; 1�Þ, V1  R B
ðV01; TS1Þ  EncryptðV1; KÞ
V1  DecðK;V01; TS1Þ
for i ¼ 2 to q do

ðV0i; TSiÞ  AODecð
;
;
ÞðV01; TS1; . . . ;V
0
i�1; TSi�1Þ

Vi  DecðK;V0i; TSiÞ
ðVð0Þ 2 B;Vð1Þ 2 BÞ  AODecð
;
;
ÞðV01; TS1; . . . ;

V0q; TSqÞ
b R f0; 1g
ðV0ðbÞ; TSðbÞÞ  EncryptðVðbÞ; KÞ
b̂ AðV01; TS1;V1; . . . ;V

0
q; TSq;Vq;V

0ðbÞ; TSðbÞÞ
if b̂ ¼ b return 1, else return 0
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For any � 2 N, we define the advantage of an adversary
A making at most q ¼ polyð�Þ queries in the above security
game (under CCA1 model) as

AdvCCA1A ðNMF; q; �Þ ¼
���Pr½ExpCCA1

A ðNMF; �Þ ¼ 1� � 1=2
���:

(27)

Definition 5. We say that a verifiable outsourcing scheme of
NMF ensures data secrecy against CCA1 if for any adversary

A and �, it holds that the advantage AdvCCA1A ðNMF; q; �Þ is
negligible.

In addition, to formulate the verifiability of our verifiable
computation scheme, we can similarly define an interactive
security experiment described next. It should be noted that
this experiment focuses on the verifiability of the returned
results, rather than the data secrecy. In the experiment, the
adversary A is allowed to query KeyGen and Encrypt on
inputs Vi of its choice a polynomial number of times, obtain
the corresponding encrypted matrix V0i. It is also gra-
nted oracle access to the public Verify algorithm, where

OVerifyðV0i; W0
i;H

0
i; �iÞ runs the verification algorithm

y VerifyðV0i;W0
i; H0i; �iÞ. Eventually, A outputs V	 on

which it would like to be challenged, obtains the encrypted

V
0	, and produces a result ð �W0; �H0Þ. The adversary wins if
ð �W0; �H0Þ makes the inequality (7) invalid, and the verifica-
tion algorithm VerifyðV0	; �W0; �H0; �Þ does not generate an
error ?.

For any � 2 N, we define the advantage of an adversary
A making at most q ¼ polyð�Þ queries in the above security
game as

AdvVerA ðNMF; q; �Þ ¼ Pr½ExpVer
A ðNMF; �Þ ¼ 1�: (28)

Definition 6. A verifiable outsourcing scheme of large-scale NMF

is secure for any adversaryA and any �, ifAdvVerA ðNMF; q; �Þ is
negligible in �.

Experiment ExpVer
A ðNMF; �Þ

K  KeyGenðNMF; 1�Þ
V1  R B, ðr1; �1Þ  AðV1Þ
ðV01; TS1Þ  EncryptðV1; KÞ
ðW01;H01; TS1Þ  NMFðV01; TS1; r1; �1Þ
y1  VerifyðV01;W0

1;H
0
1; �1Þ

for i ¼ 2 to q do
ðVi; ri; �iÞ  AOVerifyð
;
;
;
ÞðV01; TS1;W

0
1;H

0
1; . . . ;

V0i�1; TSi�1;W0
i�1;H

0
i�1Þ

ðV0i; TSiÞ  EncryptðVi; KÞ
ðW0

i;H
0
i; TSiÞ  NMFðV0i; TSi; ri; �iÞ

yi  VerifyðV0i;W0
i;H

0
i; �iÞ

ðV	; r; �Þ  AOVerifyð
;
;
;
ÞðV01; TS1;W
0
1;H

0
1; . . . ;

V0q; TSq;W
0
q;H

0
qÞ

ðV0	; TS	Þ  EncryptðV	; KÞ
ð �W0; �H0Þ  AOVerifyð
;
;
;
ÞðV01; TS1;W

0
1;H

0
1; y1; . . . ;

V0q; TSq;W
0
q;H

0
q; yq;V

0	Þ
y VerifyðV0	; �W0; �H0; �Þ
if ymakes the inequality (7) invalid and y 6¼?, return 1
else return 0

6 SECURITY, CORRECTNESS, VERIFIABILITY AND

COMPLEXITY ANALYSES

6.1 Security Analysis

To formulate the data secrecy in our proposed protocol, we
proceed with security games and analyze the adversary A’s
advantage in winning the experiment.

Theorem 2. The proposed secure and verifiable outsourcing
scheme of large-scale NMF holds indistinguishability under
CPA (IND-CPA) privacy according to the Definition 4.

Proof. Please refer to Appendix B, available in the online
supplemental material, for the detailed proof. tu

Theorem 3. The proposed secure and verifiable outsourcing
scheme of large-scale NMF holds indistinguishability under
CCA1 (IND-CCA1) privacy according to the Definition 5.

Proof. Please refer to Appendix C, available in the online
supplemental material, for the detailed proof. tu

Remark. When designing the above security experiments
and conducting the proofs, the matrices to be challenged
are only picked from the restricted matrix permutation-
scaling set B. In other words, we only claim that our pro-
posed scheme is secure under the restricted matrix permuta-
tion-scaling set, in which all the matrices have the same
number of zeros. The adoption of the restricted matrix per-
mutation-scaling set eliminates the straightforward attack
strategy by exploiting the matrix statistics, e.g., choosing
two challenged matrices with different number of zeros.
Meanwhile, the development of a more secure scheme that
can resist all statistical attacks and still enjoy efficient proc-
essing in the cloud is one of our futureworks.

In addition, in the above proofs, we do not require the
input data matrix to be sparse. This implies that the proposed
scheme is CPA-secure and CCA1-secure, even in the case of
sparse input matrix. Nevertheless, our scheme is not secure
against CCA2 because it is a malleable scheme. Specifically, it
is possible to transform the challenge ciphertext into another
ciphertext and decrypt it directly. Hence, the adversary can
generate and decrypt a specific ciphertext which is related to
the challenge ciphertext, so that the adversary can distinguish
the challenge ciphertext. How to make the NMF outsourcing
framework secure against CCA2 is still a challenging task.

6.2 Correctness Analysis

According to the second design goal, we should ensure that
the factors W and H obtained in Section 2 are acceptable
according to the criterion defined in (7). It should be empha-
sized that the judgement of the acceptance of factorization
performance is conducted in the plaintext domain, rather
than the ciphertext domain in which the NMF is carried out.
To show the correctness of the outsourced NMF protocol, it
suffices to prove the following Theorem.

Theorem 4. Letting W and H be the two factors for V obtained
using the method presented in Section 4, we have

DðVjWHÞ
DðVjWð1ÞHð1ÞÞ � 1 � t: (29)
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Proof. Please refer to Appendix D, available in the online
supplemental material, for the detailed proof. tu

6.3 Verifiability Analysis

Theorem 5. The proposed secure and verifiable outsourcing scheme
of large-scale NMF is secure according to the Definition 6 in the
presence of malicious and lazy adversaries.

Proof. Please refer to Appendix E, available in the online
supplemental material, for the detailed proof. tu

6.4 Complexity Analysis

Now, we give the analysis of the complexity on both client
side and cloud side. On the client side, the complexity
mainly comes from the tasks of performing the encryption/
decryption and doing the verification. In the encryption/
decryption phase, if we naively implement it by using
matrix multiplications, then the complexity involved is of
order Oðt2Þ, where t ¼ maxðm;nÞ. However, if we adopt the
permutation-based implementation, as explained in Section
4.2, the complexity can be reduced to OðmnÞ. In terms of the
verification where we need to perform one iteration, the
complexity is of order OðmnrÞ [44].

On the cloud side, the complexity is incurred primarily by
the iterative algorithm for solving the NMF problem over the
encrypted domain. We now analyze the update rules in both
the plaintext and the encrypted domain. For simplicity, we
use the update rule of W in (5) for example. The derivation
below can also be extended to the case of H. Here, we utilize
Ŵ , WðkÞ and Ĥ , HðkÞ in the plaintext domain. Specifically,
according to the decryption rulesW0 ¼ PXW,H0 ¼ HYQ and
the update rule (5) in the plaintext domain, we can write the
update rule in the encrypted domain as

ðPXWðkþ1ÞÞi;a  ðPXŴÞi;a 
 u (30)

u ¼
�ððPXŴĤYQÞh�2i � ðPXVYQÞÞðĤYQÞT �

i;a�ðPXŴĤYQÞh�1iðĤYQÞT �
i;a

; (31)

where P; Q are permutation matrices and X;Y are diagonal
matrices used in the encryption/decryption phase. Noticing
that Phni ¼ P,Qhni ¼ Q andQQT ¼ I, we have

u ¼
�ððPXh�2iðŴĤÞh�2iYh�2iQÞ � ðPXVYQÞÞQTYĤT

�
i;a�

PXh�1iðŴĤÞh�1iYh�1iQQTYĤT
�
i;a

¼
�
PððXh�2iðŴĤÞh�2iYh�2iÞ � ðXVYÞÞQQTYĤT

�
i;a�

PXh�1iðŴĤÞh�1iYh�1iQQTYĤT
�
i;a

¼
�
PðXh�2iXððŴĤÞh�2i �VÞYh�2iYÞQQTYĤT

�
i;a�

PXh�1iðŴĤÞh�1iYh�1iQQTYĤT
�
i;a

¼
�
PXh�1iððŴĤÞh�2i �VÞYh�1iQQTYĤT

�
i;a�

PXh�1iðŴĤÞh�1iYh�1iQQTYĤT
�
i;a

¼
�
PXh�1iððŴĤÞh�2i �VÞĤT

�
i;a�

PXh�1iðŴĤÞh�1iĤT
�
i;a

¼
�
PððŴĤÞh�2i �VÞĤT

�
i;a�

PðŴĤÞh�1iĤT
�
i;a

;

where the second equality holds from the fact that the permu-
tationmatrices P andQ change the locations of entries but not
their values. Also, the fifth equality holds from the property
of diagonal matrices Xh�1iX ¼ I and Yh�1iY ¼ I. As can be
seen from above and the update rule (5), the factor u in the
encrypted domain remains the same as that in the plaintext
domain, subject to row permutation caused by P. The above
derivation guarantees the correctness and the efficiency of
carrying out NMF in the encrypted domain. As demonstrated
by Arora et al. in [43], the complexity of performing the NMF

computation in the plaintext domain is of order OððmnÞr22rÞ,
and so is the complexity in the encrypted domain.

Therefore, the complexity on the client side in the pro-
posed NMF outsourcing framework is much lower than that
involved in solving the original NMF problem. In addition,
the efficiency on the cloud side is expected to be well pre-
served. The experimental results to be given in the next sec-
tionwill validate the superiority of our proposed scheme.

7 EXPERIMENTAL RESULTS

In this section, we present the experimental results to evalu-
ate the systemperformance.We implement our protocol with
MATLAB 2014b, and all the following tests are conducted on
aMAC laptopwith Intel Core i5 CPU and 8GBRAM.

We first investigate the performance on factorizing syn-
thetic nonnegative matrices. We construct random nonnega-
tive matrices V of various sizes ranging from 1000� 1000 to
20000� 16000, using a similar technique in [39]. Specifically,
the synthetic datamatrixV is produced byV ¼ CD, where the
ground truth factors C 2 Rm�r andD 2 Rr�n are generated as
the absolute value of standard Gaussian noise [39]. This
ensures that the matrix V can be exactly factorized. We set the
performance parameter t ¼ 10�1, and consequently can obtain
the stopping criterion � ¼ 1:3267� 10�5 according to the train-
ing results presented in Section 4.4. In Table 1, we show the
comparison regarding the computational complexity. Here,

� Toriginal denotes the execution time for the client to
solve the original NMF locally (without encryption).

� Tcloud represents the execution time for the cloud to
complete NMF computation over the encrypted V0.

� Tclient is the total execution time for the client to per-
form matrix encryption, verification and decryption.

Toriginal =Tclient can be considered as the client resource
advantage, which measures the performance gain of the cli-
ent. Generally, this value should be as large as possible.
Similarly, Toriginal =Tcloud measures the efficiency of outsourc-
ing protocol, which should be close to 1, according to the
last design goal. As can be seen from Table 1, the client
resource advantage is up to 257.24, which is quite signifi-
cant. It can also be observed that the client resource advan-
tage becomes more remarkable with the increasing size of
the matrix to be factorized. This is because Tclient is of order

OðmnrÞ, while Toriginal is of order OððmnÞr22rÞ. This implies
that the proposed protocol is especially valuable for han-
dling large-scale matrices, which are very common in big
data era. Furthermore, from the rightmost column of Table 1,
we can notice that all the values of Toriginal=Tcloud are quite
close to 1, meaning that the efficiency on the cloud side is
well maintained.
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We then evaluate the system performance by using real-
world data. We consider the factorization tasks for face
images, which were also studied in [41], and for hyperspec-
tral positron emission tomography (PET) images, as investi-
gated in [60]. We test on three face image databases: 1)
Center for Biological and Computational Learning (CBCL)
face database,2 which consists of 2429 face images of size
19� 19; 2) Olivetti face database,3 which includes 400
face images of size 64� 64, and 3) ORL face image database,4

which is composed of 400 face images of size 112� 92. For a
given face image database, each image is vectorized as a col-
umn, which eventually forms a nonnegative matrix V to be
factorized. The PET image5 consists of 40 frames, in which
each frame is composed of 35 slices of 128� 128 3D image.
Each frame is vectorized as a column, resulting in a nonneg-
ative matrix V of size 573440� 40. The experimental results
over these three face databases and PET database are tabu-
lated in Table 2. As can be seen, the resource advantage on
the client side can be as large as 339.53, and the efficiency
on the cloud side is well preserved.

The dimension parameter r plays an important role in
the NMF task, balancing the data fitting and the model com-
plexity [38]. To measure the impact of different r on the sys-
tem performance, we fix the size of V to be 3000� 2400; but
vary the dimension parameter r from 20 to 200. Specifically,
we generate 100 random matrices of size 3000� 2400 by
using the aforementioned technique. For each given r, we

test the factorization performance over these 100 random
matrices, and record the average time costs on the client
side and the cloud side. The results are demonstrated in
Fig. 4a, where each point is the average time cost over all
these 100 random matrices. As can be observed, the compu-
tational complexity on the cloud side grows almost linearly
with respect to the increasing r, because the total number of
entries of W and H is rðmþ nÞ. On the client side, the
computational complexity also increases when r becomes
larger, primarily due to the increment of the decryption
cost; but the resource consumption is much slower than
that on the cloud side. This implies that the client resource
advantage, i.e., Toriginal=Tclient, improves with respect to the
increasing r, as illustrated in Fig. 4b.

Furthermore, we study the influence of the matrix size on
the system performance. To simplify the task, we fix the row
size to be 3000 and the dimension parameter r ¼ 40; but vary
the column size from 500 to 3000. As can be seen from Fig. 5a,
the computational complexity on both the cloud side and the
client side is increased; but the incremental speed of the cloud
side is much faster. This phenomenon, in turn, suggests that
the performance gain on the client side boosts with the
increasing column size, as demonstrated in Fig. 5b.

We also show how the performance parameter t influen-
ces the client resource advantage. To this end, we fix the size
of the input matrix to be 3000� 2400 and the dimension
parameter r ¼ 40, while varying t from 10�3 to 1. Generally, a
smaller t implies a higher accuracy of the factorization task,
which requires the cloud server to performmore iterations. It
should also be noted that t is not used on the client side, sug-
gesting that the complexity of the client side is independent
with t. In Fig. 6, we give the relationship between the client
resource advantage and t. It can be observed that the gain on

TABLE 1
Comparison of Execution Time on Synthetic Matrices (in Seconds)

m r n Toriginal Tclient Tcloud Toriginal=Tclient Toriginal=Tcloud

1000 40 1000 59.91 0.6901 59.45 86.81 1.0077
1000 60 1000 72.07 0.7577 70.61 95.12 1.0207
3000 40 2400 342.94 2.9205 352.62 117.43 0.9725
3000 60 2400 379.47 3.0689 383.67 123.65 0.9891
6000 40 4800 1431.71 11.0653 1429.03 129.39 1.0019
6000 60 4800 1567.74 11.6499 1579.87 134.57 0.9923
10000 40 8000 3806.63 25.6522 3820.48 148.39 0.9964
10000 60 8000 4253.82 26.0518 4266.90 163.28 0.9969
20000 40 16000 49965.87 202.8413 50688.35 246.33 0.9857
20000 60 16000 53917.13 209.5975 52916.04 257.24 1.0189

TABLE 2
Comparison of Execution Time on Face and PET Image Databases (in Seconds)

Database m r n Toriginal Tclient Tcloud Toriginal=Tclient Toriginal=Tcloud

CBCL 361 25 2429 107.59 0.7256 109.89 148.28 0.9791
CBCL 361 40 2429 147.73 0.7737 145.29 190.94 1.0168
Olivetti 4096 25 400 242.24 1.0380 246.02 233.37 0.9846
Olivetti 4096 40 400 339.18 1.2532 335.17 270.66 1.0119
ORL 10304 25 400 500.62 1.6262 507.76 307.85 0.9859
ORL 10304 40 400 563.39 1.6593 553.36 339.53 1.0181
PET 573440 3 40 1009.87 6.4457 994.82 156.67 1.0151
PET 573440 5 40 1202.36 6.6524 1225.44 180.74 0.9812

2. http://cbcl.mit.edu/software-datasets/FaceData2.html
3. http://www.cs.nyu.edu/roweis/data.html
4. http://www.cl.cam.ac.uk/research/dtg/attarchive/

facedatabase.html
5. http://cogsys.imm.dtu.dk/toolbox/nmf

DUAN ET AL.: SECURE AND VERIFIABLE OUTSOURCING OF LARGE-SCALE NONNEGATIVE MATRIX FACTORIZATION (NMF) 2021

Authorized licensed use limited to: Universidade de Macau. Downloaded on July 06,2022 at 06:06:00 UTC from IEEE Xplore.  Restrictions apply. 

http://cbcl.mit.edu/software-datasets/FaceData2.html
http://www.cs.nyu.edu/roweis/data.html
http://www.cl.cam.ac.uk/research/dtg/attarchive/facedatabase.html
http://www.cl.cam.ac.uk/research/dtg/attarchive/facedatabase.html
http://cogsys.imm.dtu.dk/toolbox/nmf


resource advantage improves with the decreasing t, which
coincideswith our analysis above.

We nowdemonstrate the visual comparison of the original
images and the original dictionaries (i.e., the factor W),
together with their encrypted counterparts in Fig. 7. To assist
the illustration, we here use face images selected from
Olivetti database. As can be observed from Figs. 7a and
7b, our proposed encryption approach is effective in destroy-
ing the semantic meaning of the images. In addition, we give
the original dictionary matrix W in Fig. 7c, which represents
parts of face in [41]. However, from the encrypted versionW	

obtained from the cloud upon the NMF, we can hardly see
the structures of the face parts.

Finally, the reconstruction performance from the
decrypted factors is given in Fig. 8, for face images and PET

images. It can be seen that high quality of reconstruction is
still achieved.

Fig. 4. (a) Time costs on the cloud side and on the client side, with
respect to the dimension parameter r. (b) Client resource advantage ver-
sus dimension parameter r.

Fig. 5. (a) Time costs on the cloud side and on the client side, with
respect to the column size. (b) Client resource advantage versus the
column size.

Fig. 6. The client resource advantage under different choices of t.
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8 CONCLUSIONS

We have designed a protocol for outsourcing large-scale
NMF computation to a cloud in a secure and verifiable man-
ner. A lightweight encryption scheme based on random per-
mutation and scaling has been proposed to encrypt the data
matrix, prior to passing it to a cloud. A simple yet effective
verification method has been suggested by exploiting the
iterative nature of NMF computations. It has been shown
that the verification strategy is quite effective to ensure the
correctness of the results from the untrusted cloud server.
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