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Abstract—The rapid development of various online social net-
works (OSNs) makes it unprecedentedly popular to share photos
online. This leads OSNs one of the main provenances of online
images. However, the illegal activities on these online contents
such as misusing and dissemination widely exist. Under this
circumstance, the identification of the origin and the propagation
path of an online image is crucial for many forensic applications.
In this work, we propose a simple yet effective method to
determine the image origin by exploiting the unique traces left
by the operations of different OSNs. To this end, we first conduct
a comprehensive study on the manipulations that various OSNs
perform on uploaded images. Based on the knowledge of these
operations, we design a feature vector and eventually train a
SVM classifier for identifying where these online images come
from. Extensive experimental results are provided, showing that
the proposed method achieves very high accuracy of image origin
identification, and outperforms the state-of-the-art work.

I. INTRODUCTION

As an important information carrier, digital images have

always been one of the major components of network re-

sources. With the ever-increasing popularity of personal mo-

bile devices, a huge amount of digital images are generated

on a daily basis. Online social networks (OSNs) such as

Facebook, Twitter and Wechat Moments provide platforms for

sharing images, making them one of the main provenances of

online images. For instance, there are over 350 million photos

uploaded daily on Facebook [1]. For Wechat Moments, this

number goes to astoundingly 1 billion [2]. However, these

privacy-sensitive photos are not well managed and protected

by the existing OSN providers to some extent. Most of them

can be freely browsed, downloaded or diffused [3], [4], [5].
In this context, some inappropriate behaviors regarding

the uploaded images could arise such as misappropriation of

others’ photos and uploading photos without owners’ consent.

Consider the following scenario. Alice was photographed and

the images were shared over some OSNs without her permis-

sion or she even did not know that she was photographed.

With the spread of these photos, Alice found one or some of

them. To terminate the infringement, an important step is to

identify the origin of these photos, namely, which OSN are

these images shared over? In fact, image origin identification

has been developed in many forensic areas. For instance, the

digital camera identification could be achieved by analyzing

the sensor pattern noise [6]. In [7], [8], various techniques were

designed to identify the acquisition device of a digital image.

Specifically, for identifying origin of OSNs shared images, one

straightforward approach is to explore the metadata contained

within the image, which contains some information of the

associated OSN. Unfortunately, we find that most of the OSNs

do not provide metadata; even if provided, such information

can be easily modified or erased. In addition, [9] proposed to

infer the image authenticity on Facebook by using the platform

manipulation traces. Later, Caldelli et al. designed a method

to identify the OSN platforms of provenance by resorting to

the trained Bagged Tree Random Forest classifiers [10]. The

distinctive features used in their method were extracted from

DCT domain as it is expected that the uploaded images have

been compressed using JPEG algorithm by OSNs. This method

is feasible to distinguish different social network origins; but

the performance is not satisfactory especially when the quality

of the uploaded image is high. Further, all of the experiments

in this method were only based on grayscale images.

In this work, we propose an image origin identification

method by exploiting the unique traces left by the OSNs. It

has been observed that almost all the existing OSNs apply

various operations to the uploaded images, e.g., compression

and enhancement filtering, to save storage cost or improve

the perceptual quality. These peculiar platform-dependant op-

erations inevitably leave traces on the images, making the

origin identification achievable. To this end, we first conduct

a comprehensive study on the manipulations that various

OSNs perform on uploaded images. Here, we consider four

representative OSNs: Facebook, Twitter, Flickr, and Wechat
Moments. Based on the knowledge of these operations, we

design a feature vector and eventually train a multi-class SVM

classifier for identifying where these online images come from.

Extensive experimental results are provided, showing that the

proposed method achieves very high accuracy of image origin

identification, and outperforms the state-of-the-art work.

The rest of this paper is organized as follows. In Section

II, we describe our findings on the operations conducted

by OSNs on the shared images. Section III presents the

methods of forming the distinctive feature vector for origin

identification, and training the multi-class SVM classifier.

Experimental results are provided in Section IV to show the

superior performance of our method. Finally, we conclude in

Section V.

II. DETECT THE IMAGE PROCESSING MECHANISM OF

VARIOUS OSNS

As mentioned above, almost all the existing OSNs apply

various operations to the uploaded images [11], [12], [13]. To
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reveal the original platform of an image, it is very important

to know how the OSN manipulates the uploaded images. In

this work, we focus on four representative OSNs: Facebook,
Twitter, Flickr and Wechat Moments. Although some previous

work (e.g. [12], [13]) investigated this problem, they only gave

a rough assessment or focused on one platform. Here, we

give a systematic investigation about these four representative

OSNs in terms of their image processing mechanisms.

The manipulations that OSNs apply to the uploaded images

can be categorized into the following types: 1) resizing, and

2) JPEG compression, and 3) peculiar enhancement filtering.

Resizing It is observed that most OSNs perform resizing

when the resolution of the upload image is too large. To

know the maximum tolerable resolution, we upload a series

of images of different resolutions to OSNs, and compare with

the corresponding downloaded versions. We observe that for

Facebook, Twitter, when both the length and width dimensions

are less than 2048 pixels, the image resolution remains intact.

Otherwise, resizing is conducted. For Wechat Moments, this

resolution threshold triggering resizing is 1024×1024. The

resizing operation in Flickr is relatively complex. It provides

the original sized image to the users; but also provides several

resizing scheme with the threshold of 2048, 640, 240 or 150

pixels.

JPEG Compression For the four representative OSNs,

all the uploaded images are subject to a round of JPEG

compression. It is observed that all the compressions are

applied in YUV color space with the subsampling mode

4:2:0 on Facebook, Twitter and Wechat Moments and 4:4:4

on Flickr. The quantization tables used in Facebook, Twitter
and Wechat Moments match exactly with the ones included

in the International JPEG Group standard[14] while the tables

used in Flickr are applied slight variations compared with the

standard one. This property makes Flickr easy to be identified

from others.

In [13], Sun et al. gave an in-depth study about the JPEG

compression on Facebook and claimed that the employed

quality factor (QF) for uncompressed images are in the range

of [71, 92]. To gain more accurate and detailed information,

we upload 50 uncompressed images and 500 color JPEG

compressed images with different QF values from 55 to 100,

and then extract the quantization tables from the downloaded

images. We find that the employed QF values are highly

related to the quality of upload images. For instance, when the

QF value of the upload image is less than 90, the employed QF

on Facebook is consistently 71. The similar testings are also

conducted on the remaining three platforms, and the results are

presented in Table I. As can be seen, the strategy of select the

QF values is very different among the platforms and become

a distinctive feature of each OSN.

Peculiar Enhancement Filtering To improve the view-

ing experiences, most OSNs apply additional enhancement

filtering on the uploaded images. This can be proved by

implementing exactly the same JPEG compression as the

downloaded one(ensure no resizing) on the original uploaded

image. When comparing the locally processed image with the

Fig. 1. Schematic diagram of our proposed method.

downloaded version, the traces of extra processing are obvious.

Unfortunately, we find that it is very challenging to know such

enhancement filtering exactly, as they are applied locally and

are highly adaptive.

III. PROPOSED METHOD

In this section, we present a novel method to effectively

identify the original platform of the downloaded image. The

schematic diagram of the proposed method is depicted in

Fig. 1. In the training stage, we collect a large number of

images from these four OSN platforms, and extract feature

vectors using the method to be explained in Section III-A.

These feature vectors are then used to train a multi-class SVM

classifier for identifying the image origin, as will be presented

in Section III-B. In the test stage, we first extract feature vector

from the image under investigation, and then pass it to the pre-

trained SVM classifier to get the identification result.

A. Feature Extraction

To differentiate the OSNs, we here design a feature vector

ρ = (S,D,Q,V)′, integrating the distinctive characteristics

of the image processing operations. Here, S is the YUV color

space subsampling mode indicator; D represents the distance

between the extracted quantization table and the corresponding

standard one; Q is the QF value; and V is the DCT domain

feature improved upon Caldelli’s method [10]. The formation

of the above feature elements will be detailed as follows.

Although in the aforementioned four OSNs, only two YUV

subsampling modes are used: the 4:4:4 mode and the 4:2:0

mode. For the scalability of this technique, we also consider

the other commonly used subsampling modes and the RGB

color space. Therefore, we design the color space indicator as

a normalized scalar value between 0 and 1, which is explicitly

expressed as

S =

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

1, YUV 4 : 4 : 4 mode
0.8, YUV 4 : 2 : 2 mode
0.6, YUV 4 : 1 : 1 mode
0.4, YUV 4 : 2 : 0 mode
0.2, RGB space
0, otherwise

(1)

In addition, in JPEG compression, the quantization table is

an 8×8 matrix, each of which corresponds to a frequency com-

ponent. The JPEG standard recommends a set of quantization

tables indexed by a QF, which are widely used. Meanwhile,

JPEG standard allows the flexibility of using other quantization

tables. In this work, we use the variation of the quantization
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TABLE I
THE JPEG QUALITY FACTOR TEST ON OSNS

QF of the Upload Image 55 60 65 70 75 80 85 90 95 100 uncompressed

Facebook 71 71 71 71 71 71 71 71–75 71–82 71–89 71–90
Twitter 55 60 65 70 75 80 85 85 85 85 85
Flickr 55–65 57–66 62–70 67–74 71–80 73–82 73–84 75–92 75–92 76–95 76–95

Wechat 92 92 92 92 92 92 92 92 92 92 92

table extract from the current image and the standard one as

the second feature element. Namely,

D =

7∑

i=0

7∑

j=0

(Ti,j − T̂i,j)
2 (2)

where T = {Ti,j} and T̂ = {T̂i,j} denote the extracted and

the standard quantization tables, respectively.
On the other hand, the QF value could be used as a

meaningful feature element. Essentially, the QF value is the

index of the quantization tables, ranging from 1 to 100, and

is highly related to the image quality. The method of how

to calculate the QF value from the quantization table was

introduced in JPEG standard [14]. As the quantization table

used in Flickr slightly deviates from the standard one, the QF

value of Flickr is an approximated one. The calculated QF

value will be assigned directly to Q, i.e.,

Q = index(T) (3)

where index(.) returns QF value from the quantization table

T.
The distinctive traces of the peculiar enhancement filtering

and the double JPEG compression were explored in [10].

We improve their method and reduce the number of feature

elements to only half of the original. These features are

summarized in V. The feature extraction is applied in the

DCT domain. We first decode the downloaded JPEG file into

dequantized coefficients, and reorganize them into 64 vectors,

each of which corresponds to a frequency band k and is

denoted by Ck. Here, the selection of k follows the zig-zag

scanning order. We discard the DC component corresponding

to k = 0, and introduce a threshold Nc to intercept and retain

a small part among these 64 vectors, i.e.,

C = {C1,C2, ...CNc} (4)

Since the coefficients in the same vector Ck are quantized by

the same step, we further simplify C by removing the signs

of the coefficients:

Ĉ = {Ĉ1, Ĉ2, ...ĈNc} = |C| (5)

Then, each of the vector Ĉk in Ĉ is organized in a histogram

Hk separately and each histogram has a bin stepsize of 1.

Hk = {hk(1), hk(2), hk(3), ...hk(1023)} (6)

To control the number of features, bin values are limited

between 0 and a threshold BT , and hence, the truncated

histogram becomes

TABLE II
THE CLASSIFICATION ACCURACY AMONG OSNS

Facebook Twitter Flickr Wechat

Facebook 99.85% 0.15% 0% 0%
Twitter 0% 100% 0% 0%
Flickr 0% 0% 100% 0%

Wechat 0% 0% 0% 100%

Ĥk = {hk(1), hk(2), ...hk(BT )} (7)

where

hk(BT ) =
1023∑

i=BT

hk(i) (8)

All of the elements in each vector Ĥk, k = 1, 2, ..., Nc are

taken sequentially to constitute the feature V:

V = (Ĥ1, Ĥ2, ..., ĤNc)
′ (9)

Here, the feature V consists of ((BT + 1)×Nc) elements.

B. Designing the SVM Classifier

Upon the determination of the feature vector ρ =
(S,D,Q,V)′, we train a multi-class SVM classifier with RBF

(Gaussian) kernel [29] taking the form

Ker(x, y) = e−γ‖x−y‖
2

(10)

where

γ =
1

2σ2
(11)

This multi-class SVM classifier is designed as one-against-one

mode and is achieved by considering the multi-class problem

as a collection of binary classification problems.
N(N−1)

2
binary classifiers are constructed for each two OSN platforms,

and N = 4 in our case. A voting scheme is applied to make a

final decision. We upload 80 uncompressed images and 800

JPEG compressed images with different QF values ranging

from 55 to 100 to the four OSNs, respectively. The images

downloaded from these OSNs together with their OSN ID

are regarded as the labeled training images. These images are

selected with a wide variety of characteristics in our daily

life including portrait, landscape, animal and building. The

off-line trained multi-class SVM classifier will be used to

distinguish the origin platform of the download images. When

extracting the feature vectors, the parameter BT and Nc are

fixed at BT = 20 and Nc = 9, respectively. All features are

normalized in the range [0,1].
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TABLE III
THE COMPARISON OF CLASSIFICATION ACCURACY BETWEEN [10] AND OUR PROPOSED METHOD AMONG FACEBOOK, TWITTER, FLICKR AND WECHAT

QF of upload image 55 60 65 70 75 80 85 90 95 100 uncompressed

Facebook (Proposed) 100% 100% 100% 100% 100% 100% 100% 100% 100% 98.33% 100%
Facebook ([10]) 100% 100% 100% 100% 100% 100% 99.59% 83.92% 83.68% – –

Twitter (Proposed) 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
Twitter ([10]) 99.80% 99.80% 99.82% 99.80% 96.68% 98.08% 99.94% 99.91% 99.91% – –

Flickr (Proposed) 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
Flickr ([10]) 99.93% 99.93% 99.91% 99.92% 99.91% 99.92% 99.92% 99.92% 99.94% – –

Wechat (Proposed) 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
Wechat ([10]) – – – – – – – – – – –

IV. EXPERIMENTAL RESULTS

In this section, we experimentally evaluate the performance

of our proposed image origin identification method. The test

set is composed of 60 uncompressed color images and 600

JPEG compressed images with different QF values from 55 to

100.

All the images in the test set are uploaded to the four OSN

platforms, and then downloaded for image origin identifica-

tion. The provenance of each download image is recorded and

used to evaluate the test results. The identification accuracy τ
is calculated by

τ =
# of correctly classified images

# of test images
(12)

In Table II, we present the confusion matrix of the overall

results regarding the classification accuracy of our method. It

is evident that our designed SVM classifier is quite effective

as all the classification accuracies are 100% except the case of

distinguishing Facebook from Twitter. Meanwhile, the classi-

fication accuracy for Facebook is also up to 99.85%.

Furthermore, we investigate the detailed classification accu-

racy for different QFs that the uploaded image was applied. As

can be seen from Table III, our method provides satisfactory

performance for both high-quality and low-quality images.

Here, “—” means that the data is not available. For our

method, the only mistake occurs in a high-quality image

uploaded to Facebook. We also would like to compare our

method with the state-of-the-art algorithm [10]. It can be

observed that the performance of our method outperforms

that of [10], especially for high-quality images. It is worth

noting that the performance gap becomes even more evident

when the platform is Facebook and the QF values of upload

images are greater than 85. For instance, when the QF of the

upload images is 90 for Facebook, our method achieves the

classification accuracy 100% , while the counterpart of [10] is

dramatically reduced to 83.92%.

V. CONCLUSIONS

In this paper, we propose an image origin identification

method for online social networks. By conducting an in-

depth study on various OSNs, we design a powerful multi-

class SVM classifier to determine the image origin. Extensive

experimental results show the satisfactory performance of our

method: in most cases, the classification accuracy is 100%.

Future works will be focused on more efficient ways of

extracting quantization tables. We also would like to extend

our method to more platforms such as Instagram and Google+.
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