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Abstract—By leveraging the concept of signal sparsity, the
new signal acquisition paradigm Compressive Sensing (CS) has
successfully shifted the system complexity of the encoder to the
decoder. If consideration must be given to solving the heavy
decoding work while guaranteeing the privacy of the signal, one of
the best choices is to outsource the sparse reconstruction service
to a cloud with abundant computing resources. We propose to
outsource sparse reconstruction service to multi-clouds in parallel
with an assumption that multi-clouds cannot collude with each
other in private. The owner protects the 2D signals’ support-set, a
set consisting of the indices of the nonzero entries in that signal,
using a simple exchange primitives with low complexity and less
memory rather than a full random permutation matrix. When
carrying out parallel compressive sensing, this exchange primitive
is equivalent to random permutation matrix, thus relaxing the
RIP for 2D sparse signals with high probability. Then, the
compressive measurements and support-set are distributed over
multi-clouds for storage and reconstruction service. Each cloud
only has a small amount of information of both the measurements
and asymmetric support-set; therefore, the privacy of the original
signal can be guaranteed.

Keywords—Support-set, parallel outsourcing, sparse
reconstruction service, compressive sensing.

I. INTRODUCTION

In the past decade, compressive sensing (CS) [1], [2]
has attracted quite an amount of attention as a joint sam-
pling and compression approach for sampling a signal with
fewer coefficients than the number dictated by the or the
classical Shannon/Nyquist theory. The precondition underlying
this approach is that the signal to be sampled is sparse or
at least compressible under some basis. The CS sampling
process is simply a random linear projection with a low
encoding complexity while the reconstruction process from its
projections is highly nonlinear, which can be conducted by
many sparse reconstruction algorithms like basis pursuit [2] ,
with a complexity O

(
n3

)
, where n is the number of samples to

be recovered. Interestingly, the sparse reconstruction process
can be outsourced to the cloud for its abundant computing
resources and storage capabilities.

Consider a scenario that a limited-resource owner shares
the signal data of interest with users by resorting to the
cloud. The owner captures the CS measurements by sampling

the signal of interest for the purpose of storage overhead
reduction and then sends them to the cloud for storage and
sparse reconstruction purpose. When the users need the signal,
the cloud performs the sparse reconstruction service for the
users. However, the owner hopes that the cloud cannot observe
the signal but the users because the cloud runs in an open
environment operated by external third parties. In this scenario,
the owner requires to harness the cloud for secure outsourcing
of sparse reconstruction service for CS.

In this work, we propose to explore such a privacy-assured
parallel outsourcing of sparse reconstruction service (POSRS).
We focus on the privacy of support-set for a sparse signal, since
the positions of the nonzero entries can be fully determined by
support-set. Moreover, the support-set-assured mechanism is
compatible with the storage characteristic of the sparse signal
that only requires recording indices and magnitudes of non-
zero entries. Assume that multi-clouds are semi-trusted and
cannot collude with each other in private. In recent years, deal-
ing with multi-clouds in cloud computing security is becoming
more popular than a single cloud because of service availability
failure and the possibility that there are malicious insiders
in the single cloud [3]. The signal owner exploits a simple
exchange primitive to encrypt the support-set. This primitive
can achieve a similar scrambling effect as that of random
permutation matrix that the RIP for 2D sparse signals with high
probability can be relaxed [4]. However, it consumes lower
complexity and less memory space in comparison with the
latter. After encryption, the owner performs parallel CS for the
signal column by column with the same sensing matrix. Then,
the compressive measurements and support-set are distributed
over multi-clouds for storage and reconstruction service. Each
cloud only has a small amount of information of both the
measurements and support-set. After the reconstruction, each
cloud only obtains the encrypted entries and has partial index
information asymmetric to these entries in hand so that the
security can be guaranteed. When the user requires the signal,
the multi-clouds reconstruct respective signal fragments in
parallel. The user integrates these fragments into a signal and
decrypts it to form the signal of interest. Experiment shows
the encryption helps to improve the PSNR of the images. To
summarize, our contributions include the followings.
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• Parallel outsourcing is considered in our study for the
first time. Compared with the traditional compressive
sensing, parallel CS with a smaller sensing matrix size
reduces the storage and computational complexity sig-
nificantly, which is more suitable for resource-limited
encoders. Parallel outsourcing to multi-clouds and
parallel reconstruction by multi-clouds have a great
degree of efficiently leveraging the cloud resources.

• A simple exchange primitive is responsible for en-
crypting the support-set. This support-set-assured prin-
ciple is tailored to the sparse signal due to its intrinsic
storage property that one only needs to read indices
and magnitudes of non-zero entries. In contrast to
random permutation matrix, the exchange primitive
can also relax the RIP for 2D sparse signals with high
probability while maintaining lower complexity and
less memory space.

The following of the paper proceeds as follows. Section
II overviews the related work followed by preliminaries of
compressive sensing basics and parallel CS in Section III.
Section IV describes the design of privacy-assured POSRS
in multi-clouds in detail. Section V investigates the multi-
clouds distribution and security analysis. Efficiency analysis
and performance evaluation are discussed in Sections VI and
VII, respectively. The last section concludes the paper.

II. RELATED WORK

The proposed POSRS with privacy guarantee is a little
analogous to the literatures of secure computation outsourcing
[5]–[7], which usually introduced fully homomorphic encryp-
tion techniques or heavy cryptographic protocols to protect
both input and output privacy of the outsourced computations.
However, it is not practical for the resource-constrained owner
such as mobile phones, portable devices and wireless sensors.
Wang et al. presented two privacy-preserving outsourcing
protocols for linear equation [8] and [9] in cloud. Chen et
al. further analyzed and improved these two protocols [8],
[9] in [10]. Meanwhile, Chen et al. suggested outsourcing
a linear regression, which is a case of overdetermined equa-
tions, in cloud [11]. Nevertheless, these outsourcing protocols
did not consider the case of underdetermined equations like
compressive sensing framework. The works [12]–[15], all of
which explore the security issues on compressive sensing and
cloud computing, are most similar to the POSRS. But their
work does not involve the parallel CS, parallel outsourcing and
parallel reconstruction in mind. Furthermore, Lei et al. applied
random permutation matrix to some scientific computation
outsourcing problems including large matrix inversion, large
matrix multiplication and large matrix determinant computa-
tions [16]–[18]. Our proposed POSRS also breeds the idea of
random permutation, but we design a more simpler exchange
primitive with lower complexity and less memory space than
the random permutation matrices.

III.PRELIMINARIES

A. Compressive Sensing Basics

Compressive sensing theory states that a s-sparse signal
z of length M can be represented with only K (s < K �

M ) non-adaptive linear measurements while maintaining full
information [1], [2], i.e., y = Φz, where Φ is a sensing matrix
of size K×M satisfying the restricted isometry property (RIP)
of a certain order 2s if there exist a constant δ2s ∈ (0, 1] such
that

(1− δ2s) ‖z‖22 ≤ ‖Φz‖22 ≤ (1 + δ2s) ‖z‖22 (1)

for all s-sparse signals z [19]. The resultant CS samples y
are used for the recovery of z by solving, for example, the
following convex optimization problem

min ‖z‖1 s.t. y = Φz (2)

(or in noisy situation : ‖Φz− y‖2 ≤ ε)

With respect to a non-sparse M -length signal f , if it could
be expressed as a sparse signal in some orthonormal basis
Ψ, i.e., z =ΨT f , then the signal f can be sampled using
y = ΦΨT f = Φz.

B. Parallel Compressive Sensing

Traditionally, the sampling of a multidimensional signal
is to transform it into a 1D signal, which is further sampled
using CS, but such a transformation will cause the size of
the required sensing matrix increasing exponentially to the
dimension of the signal, and thus increasing the storage and
computational complexity significantly. Fang et al. suggested
a parallel CS framework to solve this problem [4]. Parallel
CS focuses on arranging the multidimensional signal into a
2D signal and then sampling the latter column-wise by use
of the same sensing matrix in parallel. A critical technology
to guarantee the performance of parallel CS is a so-called
acceptable permutation which can effectively relax the RIP.

Definition: [4] For a 2D sparse signal X with sparsity vector
s = [s1, s2, · · · , sN ] satisfying ‖s‖1 = s, where sj is the
sparsity level of the j-th column of X, a permutation P (•) is
called acceptable for X if the Chebyshev norm of the sparsity
vector of P (X) is smaller than ‖s‖∞ of X.

A zigzag-scan-based permutation by Fang et al. is consid-
ered acceptable in decreasing ‖s‖∞ to relax the RIP condition
before using the parallel CS, but it is tailored to the sparse
signal following a layer model. In [20], we generalized the
permutation as random permutation for the 2D sparse signal
whose distribution situation is unknown in advance and had
the following theorem:

Theorem: For a 2D sparse signal X, if the distribution of
the sparsity level in each column is not sufficiently uniform
(‖s‖∞ = σ ·⌈ s

N

⌉
, where σ is assumed to be not less than 2.72

but ‖s‖∞ � M ), then the random permutation P can be an
acceptable permutation with overwhelming probability.

IV.DESIGN OF PRIVACY-ASSURED POSRS IN

MULTI-CLOUDS

A. Service and Threat Model

Figure 1 depicts the service model for the POSRS ar-
chitecture in public multi-clouds. The basic message flow
is as follows. The owner firstly encrypts the signal with
a key known both the owner and the users and performs
parallel compressive sensing to reduce storage space. Then
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the generated measurements are packeted and outsourced to
the multi-clouds server for storage and processing. Once upon
receiving the requests from the users, the multi-clouds will
on-demand fulfill the sparse reconstruction service in parallel.

Fig. 1. The POSRS architecture.

Our model is a little akin to that in [13]. The similarities
lie in that the users are assumed to possess only limited
computational resources and that the threat comes from a semi-
trusted cloud as the adversary, i.e., the cloud is assumed to
honestly exploit the sparse reconstruction service as specified,
but be curious in learning the owner/users’ data content.
However, an obvious difference is that encryption is behind
CS in the latter while in our model, the encryption is prior
to CS. In addition, we consider the case of multi-clouds
and parallel outsourcing. At the first glance, the encryption
followed by compressive sampling seems irrational due to the
fact that the encryption must break the correlation between data
while the classic multimedia compression schemes like JPEG
2000 always benefit from strong correlation. Interestingly, the
proposed encryption technique cannot affect but enhance the
compression performance of parallel CS [4], which is mainstay
in our model. Note that we assume that the multi-clouds cannot
collude with each other in private.

B. Design Goals

The proposed POSRS should achieve the following three
goals.

• Security. The service model can assure the privacy of
the owner’s sparse data, of which the cloud cannot get
meaning knowledge.

• Effectiveness. The cloud is allowed to effectively
exploit the sparse reconstruction service over the en-
crypted data.

• Efficiency. The computation and storage savings can
be obtained on the owner and user sides while the en-
cryption should not result in the computation augment
on the cloud side.

C. Basic Framework

Compressing an encrypted signal, as previously mentioned,
is a big challenge, however, it is allowed to exploit the parallel
CS for a permutation-encryption based 2D sparse signal.
Let us start with a 2D sparse signal X. A signal owner
first gets the support set sv of X and shares an adaptive
secret encryption operator p with the users, which is

not known by the multi-clouds. The owner encrypts the
indices of the non-zero entries in X with p to obtain
the encrypted signal X′ followed by parallel CS with the
same sensing matrix Φ known to both the owner and the
clouds. The obtained measurements Y and support set sv are
grouped and sent to the multi-clouds for storage and sparse
reconstruction processing. When the multi-clouds fulfill the
sparse reconstruction service, the reconstructed signal data
X′′ is still in encrypted form so that the signal privacy
is preserved. Each cloud cannot immediately observes the
original signal X with a small amount of p and Y. Note that
|·| represents the corresponding size. The design of POSRS
is a collection of six polynomial-time algorithms marked as
Ω=(SupGet,KeyGen, SigEnc, ParCS, SRSCS, SigDec).

• SupGet (X) → sv is a support set vector generation
algorithm that is run by the signal owner. It takes a
signal X as input and returns a support vector sv .

• KeyGen (1p)→ p is a key generation algorithm that
is run by the signal owner. It takes a security parameter
p as input and returns an encryption operator p with
|p| = |sv|.

• SigEnc (X,p)→ X′ is a signal encryption algorithm
performed by the signal owner who encrypts a signal
X with p and returns the encrypted signal X′.

• ParCS (X′,Φ) → Y is a parallel CS algorithm
running at the signal owner side. It takes as inputs
an encrypted signal X′ and a sensing matrix Φ, and
returns the measurements Y.

• SRSCS (Y,Φ)→ X′′ is an algorithm running at the
cloud side to provide the sparse reconstruction service
for CS. It takes as inputs the measurements Y and the
sensing matrix Φ, and returns the reconstructed signal
X′′.

• SigDec
(
X′′, P−1

)→ X̃ is a signal decryption algo-
rithm that is handled by the users who decrypts the
signal X′′ with the encryption operator p, and returns
the original signal X̃.

D. Design Details

With respect to the basic framework
Ω=(SupGet,KeyGen, SigEnc, ParCS, SRSCS, SigDec)
for POSRS, the design details will be illustrated in the
following.

SupGet. The signal owner changes X into 1D signal x of
length n = M × N according to the column mode from left
to right and then gets the support vector sv of x with |sv| = s
because of ‖x‖0 = s, as shown in Algorithm 1. Each entry of
sv lies in the integer interval [1, n].

KeyGen. The owner employs a random number generator
as the security parameter p, which is responsible for generating
p, as instantiated in Algorithm 2.

SigEnc. The p exerts the encryption on x and the en-
crypted result is x′, as shown in Algorithm 3. The encryption
indicates the non-zero entries are randomly rearranged. This
is equivalent to a random permutation of all the entries.
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Algorithm 1 Support Vector Generation.

Input: X.
Output: sv .

1: x← X
2: for i = 1 to n;
3: if x (i) �= 0;
4: Write i to sv;
5: end if
6: end for

Algorithm 2 Key Generation.

Input: p and U = {1, 2, · · · , n}.
Output: p.

1: Set p = 0s×1;
2: for i = 1 to s;
3: Select a random integer j from U ;
4: Set p (i) = j;
5: Update U by U ← U/{j};
6: end for

ParCS. Prior to sampling, the encrypted data x′ will
be partitioned into multiple column data with equal length
followed by repetitive sampling per column with the same
sensing matrix Φ which is Gaussian matrix [21], Bernoulli
matrix [22] or other matrices known to the cloud servers.
Without loss of generality, let the column length be M , i.e, the
partition result can be expressed as a matrix X′ of M × N .
The parallel CS process returns a K ×N matrix Y, as shown
in Algorithm 4.

SRSCS. The multi-cloud servers fulfill the sparse
reconstruction service by solving a convex optimization prob-
lem, as illustrated in Algorithm 5. Likewise, the parallel
CS reconstruction architecture has lower complexity than the
traditional CS case has. The former complexity is O

(
NM3

)
=

O
(
nM2

)
whereas the latter is O

(
n3

)
.

SigDec. Upon receiving the reconstructed signal X′′, the
users transform X′′ into a 1D form x′′ and carry out the
decryption using Algorithm 6. The result is x̃, which is further
converted back in to 2D form X̃. The sv can be gathered from
multi-cloud servers.

V. MULTI-CLOUDS SCHEDULING AND SECURITY

ANALYSIS

The Y can be distributed over multiple clouds and each
cloud side stores a few columns of Y with the extreme case
of one-to-one correspondence. Such a distribution has the
following advantages: a) Security assurance. Each cloud side
can be aware of partial information of X′ and cannot infer full
information with the knowledge of a limited number of Y [j],
1 ≤ j ≤ N . b) Parallel processing. The reconstruction service
is realized in parallel and makes full use of cloud resources.
Moreover, the complexity induced by parallel CS is O (Kn). If
a single sensing matrix is directly to sample x′ and then acquire
the same number of measurements, its size will be KN × n,
which occupies so much memory space and the corresponding
complexity rises to O (KNn). It goes to show that parallel
CS outperforms the traditional CS during the sampling side in
terms of memory and complexity.

Algorithm 3 Signal Encryption.

Input: p, sv and x.
Output: x′ = x.

1: for i = 1 to s;
2: Exchange the two entries x (p (i)) and x (sv (i)) in x;
3: end for

Algorithm 4 Parallel Compressive Sensing.

Input: Φ and X′.
Output: Y.

1: Calculate Y = ΦX′;

In addition, the support vector sv needs to be cascaded
with Y and distributed on the multi-clouds for storage
and further decryption purpose. For clarity, we give a
mathematical illustration. Assume that N columns, each
of which has K elements, are allotted to � clouds as
averagely as possible, and then the first � − 1 clouds each
have 	N/�
 columns while the last one has the remaining
N − (�− 1) 	N/�
 columns. Executing the similar operation
for sv , one can assign 	s/�
 entries to each of the first
� − 1 clouds and s − (�− 1) 	s/�
 entries to the last one.
Accordingly, for the i-th (1 ≤ i ≤ �− 1) cloud, the receiving
data are {Y [(i− 1) 	N/�
+ j1] |1 ≤ j1 ≤ 	N/�
} ‖
{sv [j2] |j2 ∈ [(i− 1) 	s/�
+ 1, i 	s/�
]}. Apparently,
No explicit relations exist between the generated
{X′ [(i− 1) 	N/�
+ j1] |1 ≤ j1 ≤ 	N/�
} after
decrypting {Y [(i− 1) 	N/�
+ j1] |1 ≤ j1 ≤ 	N/�
}
and {sv [j2] |j2 ∈ [(i− 1) 	s/�
+ 1, i 	s/�
]}, therefore the
i-th cloud is not able to infer the useful information with the
knowledge of {sv [j2] |j2 ∈ [(i− 1) 	s/�
+ 1, i 	s/�
]}. On
the whole, each cloud only has a small amount of information
of both the measurements and asymmetric support-set;
therefore, the security can be guaranteed.

Now that the sensing matrix keeps consistent between
the owner and the cloud, the owner is also able to transfer
the sampling process to the multi-cloud servers at the cost
of communication due to transmitting the encrypted signal
X′ with larger size than doing Y. This transfer will form
a particular multi-cloud outsourcing service, referred to as
compressive cloud sensing, since the owner straightforwardly
transmits the encrypted signal X′ and the support vector sv
to the multi-clouds in group, and the multi-clouds operate
parallel compressive sensing for storage decrease and parallel
reconstruction service.

VI. EFFICIENCY ANALYSIS

We investigate the complexity of the proposed framework
Ω=(SupGet,KeyGen, SigEnc, ParCS, SRSCS, SigDec),
which is

(
O (n) ,O (s) ,O (s) ,O (Kn) ,O

(
nM2

)
,O (s)

)
,

respectively. For the traditional CS reconstruction service,
the complexity is O

(
n3

)
. In our POSRS, the signal owner

only has the complexity of O (Kn+ n+ 2s), where s � n.
Meanwhile, the multi-clouds only have the complexity of
O
(
nM2

)
, which is much less than O

(
n3

)
. The user only has

the complexity of O (s). That is to say, the signal owner can
reduce its original O

(
n3

)
work to O

(
nM2

)
by outsourcing

the traditional CS reconstruction service to the multi-clouds
in parallel and at the same time, the owner and the users has
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Algorithm 5 Sparse Reconstruction Service.

Input: Φ and Y.
Output: X′′.

1: Solve the following convex optimization problem
min ‖X′′ [j]‖1 s.t. Y [j] = ΦX′′ [j] , j ∈ [1, N ]

Algorithm 6 Signal Decryption.

Input: p, sv and x′′.
Output: x̃ = x′′.

1: for i = s down to 1;
2: Exchange the two entries x′′ (p (i)) and x′′ (sv (i)) in

x′′;
3: end for

much low complexity. It is demonstrated that the POSRS
gains substantial computation savings and has high efficiency.

VII.PERFORMANCE EVALUATION

For simulation purpose, an image can be considered as a
2D signal, which is sparsified by 2D discrete cosine transform
(DCT2) to obtain a 2D sparse signal X. The best s-term
approximation is acquired by keeping the s largest DCT2
coefficients and setting the remaining to zeros. Encryption
operator and Gaussian matrix are generated by using MATLAB
code. Four images of size 512×512, Peppers, Lena, Boat
and Baboon, are used in the simulations. The basis pursuit
algorithm in the CVX optimization toolbox [23] is employed
to realize the PCS reconstruction. Apart from the basis pursuit,
other reconstruction algorithms can also be used.

The sensing result of the encrypted image can have various
sizes depending on the sampling rate (SR), i.e., the ratio of
the number of measurements to the total number of entries in
the DCT2 coefficient matrix. We investigate the reconstruction
service with and without signal encryption. Specifically, the
reconstruction PSNR versus SR= 0.8, 0.6, 0.4, 0.2 is depicted
in Fig. 2, where “E” represents the encryption while “N” means
no encryption. As observed from Fig. 2, the encryption helps
to improve the PSNR of all images by around 2∼6 dB at the
same SR. In other words, at the same PSNR, the encryption
makes SR smaller. This is due to the fact that the proposed
encryption is equivalent to random permutation, which can
relax the RIP for 2D sparse signals with high probability in
parallel CS, as justified by the Theorem.

VIII. CONCLUSION

We have designed a privacy-preserving parallel outsourcing
protocol, in which sparse reconstruction service is outsourced
to multi-clouds that are curious about the signal content. The
simple exchange primitive assures the security of support-set
and is immune to the curiosity of multi-clouds. The parallel
outsourcing mode has brought some benefits to the signal
owner, the clouds and the user interms of complexity, storage
space and efficiency. In future work, we will investigate the
possibility of protecting magnitudes of non-zero entries and
extending sparse signal to non-sparse signal.
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